[Tpunoxenue N 1
ITAMSITKA
JULST OBYYAIOIMXCsT Ob MHOOPMAIIMOHHOMW BE30OIIACHOCTU JIETEN

HEJIB351

1. Beem nonﬁm co00WAThL CBOIO HACTHYIO MH(YOPMALHIO (HACTOSIIIME UMs, (PaMUIIHIO, TEIC(OH,
aJipec., HOMep MIKOJIBL, a Takxke GoTorpaduu CBOM, CBOCH CeMbU | Ipy3eil);
2. OTKpbIBaTh BIOKEHHBIE (DAf/IBI 3TeKTPOHHOMN MOYTEI, KOT/Ia HE 3HACIIH OTIIPABUTENIS;
3. I'pyOuTh. mpuanpaTses, OKa3bIBaTh JABJICHHE - BECTH ¢e0sl HEBEKIIMBO U aTPECCHBHO;
4. He pacniopsokaticss 1eHbraMu TBOCH ceMbH 0€3 pasperuenns CTaplIMX - BCETNA CrpalumBaii
poauTenei;
5. He Berpeuatics ¢ MinTepreT-3HAKOMBIME B PEabHON KH3HH - MOCOBETYHCS CO B3POCIIBIM,
KOTOPOMY JIOBEPSICIITh.

OCTOPOXKHO
. He Bee numnyT npapay. Unraeurs o cebe Herpasay B MHTepHeTe - cooOmM 06 3TOM CBOMM
POJMTEIISIM MIIH OTTEKYHAM:

o

. Hpurnamalor nepenmesBaThesl, HrpaTh, OOMECHUBATHCS - TIPOBEPD. HET JTH MOIBOXA;
3. Hesakonnoe kormposanue (aitiios B HTEpHETE - BOPOBCTBO;
4. Beerjia pacckasbiBai B3pociibIM 0 TIPoOIEMax B CETH - OHH BCET/Ia TOMOTYT;
5. Menombsyit nacTpoiikn 6e30MmacHOCTH W IIPHBATHOCTH, YTOOBI HE TTOTEPSTh CBOM aKKAYHTHI B
COLICETSIX M JIPYTHX MOpTaiax.
MOKHO
1. YBaxal npyrux noas3oBaTesei:

Do

onp3yemsest MHTEpHET-HCTOYHUKOM - Jieail CChITKY Ha HETO;

3. OTkpbIBail TOJBKO T€ CCBHITKH, B KOTOPHIX YBEPEH;

4. O0marsest 3a MOMOIIBIO B3POCTBIM - POANTENH, ONEKYHBI W aJIMHHUCTPALUs CAaiTOB BCeria
MOMOTYT;

5. Tpo#tm oOyuenne na cafite "CereBHuok” 1 Mosy4n nacnopt HHGPOBOTO IrpakIaHHA!

Ipunosxenue N 2

NHOOPMAILIMOHHAST ITTAMSITKA
JUIST OBVHAIOIIMXC ST JUTS PASMEIEHUSIHA OOUITMAJIBHBIX UHTEPHET-
PECYPCAX

C KaXIAbIM IOAOM MOJIOACKHA B HHTCPHETE CTAHOBUTHCS 6OHBIH€, a IIKOJbHUKH OJHU U3
CaMBIX aKTHBHBIX MOJB30BaTEICH PyHCTa. NIG)KH}/ TEM, IIOMHUMO OTPOMHOTO KOJIHYCCTBA
BO3MOXKHOCTEH, HHTCPHET HCCCT U IIpO6H€MH. Dra nmamMsaTKa JIOJTI’KHA TIOMOYE Tebe 0e301macHo
HAaXOIHUTHCS B CCTH.

KomrmbrorepHbie BUPYCH



KomribioTepublii  BUpyc - 9TO  pasHOBHIHOCTE  KOMIIBIOTEPHBIX  MPOrPaMM,
OTJIMYATENIBHOM  OCOOCHHOCTBIO  KOTOPOH  SIBNSIETCS  CHOCOOHOCTh K Pa3sMHOXKEHHIO. B
JIOTIOJTHEHHE K DTOMY, BUPYChI MOTYT ITOBPEJAUTH WIIH TIOJTHOCTBIO YHHUTOXHTH BCe (alliibl u
JIaHHBIC, MOJIKOHTPOJIBHBIE TOJTB30BATENI0, OT UMEHH KOTOpPOro Obla 3alylieHa 3apaskeHHast
MporpaMma, a TaKkKe MOBPEIANTh WM JaXKe YHUUTOXKHUTH OIEPAlMOHHYIO CHCTEMY CO BCEMHU
(afinamu B 1esiom. B G0JBITHHCTBE CITyHaeB pacrpoCTpanHsioTes BUPYChl Hepe3 HHTEPHET.

MeTO.1b! 3aHTHT OT BPEJIOHOCHBIX TTPOTPAMM:

I. MQnone3ylf coBpeMeHHBIE OIEPAIIMOHHBIC CHCTEMBI, HMEIOIIHE CePhEe3HBIH YPOBEHD
3AIIATHI OT BPEJIOHOCHBIX TTPOrPAMM;

2. TlocTosHHO yeTaHasiuBal navT (MHQPOBBIC 3arlyIaTKH, KOTOPHIE aBTOMATHYECKH
YCTAHABIMBAIOTCS ¢ LENbIO  A0pabOTKH  TMPOrpaMMBbI) W Jpyrue OOHOBJICHMS CBOCH
ornepanronHof cucteMsl. CkaunBai MX TOIBKO ¢ oumambHoro catira pazpadorurnka OC. Ecim
CYHICCTBYCT PEIKHM aBTOMATUIECKOTO OOHOBICHUSI, BKITIOUH €r0;

3. Paborali Ha cBOEM KOMIIBIOTEPE TI0JL [TpaBaMHu TOJH30BATENsl, & HE aIMHHHCTPATOPa.
DT0 HE T03BOJMT OOJBIIHHCTBY BPEIOHOCHBIX TPOTPAMM HHCTA/UTHPOBATECS HA TROEM
IEPCOHATBHOM KOMITBIOTEPE:

4. Vcnonp3ylt aHTHBUPYCHBIE MTPOTPAMMHBIC MPOIYKTEI M3BECTHBIX MPOU3BOIUTEINCH, ¢
aBTOMAaTHYECKNM OOHOBIEHHEM Ha3;

5. Orpannyb GU3NYECKUH TOCTYT K KOMITBIOTEPY JUTSI TOCTOPOHHUX JIUIL;

6. Micrionp3yli BHEIIHNUE HOCUTENTH HHDOPMAIIHH, TaKue Kak (GIentka, IMcK uin Gain n3
HHTEPHETA, TOJBKO U3 MTPOBEPEHHBIX UCTOTHHKOB;

7. He oTKpbIBall KOMITBIOTEpPHBIC (aljIbl, TTONYUCHHBIE W3 HEHAIEKHBIX MCTOYHHUKOB.
Jake e dalner, KoTophle TpUCTaT TBOH 3HAKOMBIN. JIydilie YTOUHM y HETO, OTIPABIISIT JIH OH
TeOe ux.

Cern WI-FI

Wi-Fi - 9T0 He BHI epenaun TaHHBIX. HE TEXHOJIOTHS, a BCETO UL OpeH, Mapka. Eme
B 1991 rony nmaepnanjckas xommanus sapernctpuposaia opern "WECA", uro 0603Havano
ciosocoueranue "WirelessFidelity", koTopsrit nepeBomuTest Kak ""GecipoBoIHas TOYHOCTE" .

Jlo wmamero BpemeHM Jounta Jpyras abOpesuarypa, KoTopas SBISETCS TakoH ke
TexHomorned. Dto abopesnarypa "Wi-Ii". Takoe Ha3BaHue OBIIO IAaHO ¢ HAMEKOM Ha CTAHIAPT
BERICHIEH 3BYKOBON TexHUKN Hi-Fi, uT0 B eperoae o3navaer "BrICOKAst TOUHOCTD'.

Jla. OGecrnnartHbIl WHTEPHET-TOCTYIT B Kade, OTesIIX W adponoprax sBISETCs OTTUYHON
BO3MOKHOCTHIO BBIXOJIAa B HHTEpHET. HO MHOTHE HKCTIepTHI CHUTAIOT, UTO 00Men0cTymHbIEe Wi-
Fi cetu ne sBastoTest 0€30MacHBIMY,

Coserbl 110 Oe30macHocTH paboThl B 00IEN0CTYITHEIX ceTsx Wi-fi:

. He mepenasait cporo nnmunyto mudopmanmio wepes obmenoctynnsie Wi-Fi cern.
Paboras B HUX. JKenaTeILHO He BBOJAWTE MAPOJTH JOCTYIIA, JOTHHBI U KAKHE-TO HOMEPA;

2. Vicnonbsyit m 0GHOBIISIHT aHTHBHPYCHBIC ITpOrpaMmbl u Opanamayep. TeM cambIM ThI
obesonacuiub ceds OT 3aKauKn BHpYyca Ha TBOE YCTPOHCTBO;

3. Ilpu wcnonesosanun Wi-Fi orkmoun Qyrkmmio "OBmH  10CTyn K dattinam n
npurtepam”. JlanHas (QyHKIMS 3aKpBITa 10 YMOITYAHWIO., OJHAKO HEKOTOPHIE TTONB30BATEIN
AKTUBUPYIOT €€ JUIs yI00CTBa UCII0JIB30BaHMS B paboTe nian yuebe;

4. He wenomssyit nybmmuneit WI-FI juts mepenaun nudnbIx naHHBIX, HAPUMED JUIS

BLIXO1a B COHHAIBHBIC CETH WU B JJICKTPOHHYIO MTOYTY;



. Menomesyit TObKO 3alMINEHHOE COCTMHEH e gepes HTTPS, a ne HTTP, t.e. Hpu
Habope BeO-a/ipeca BBOIH HMEHHO "https://";

6. B wmobGuisHoM TemedoHe  oTKIMIOUM (ynrkumio  "Tlomkmouerne k  Wi-Fi
aBTomMatndeckn”. He jomyckail aBToMaTHYIeCKOTO TTOIKTIOUeH M ycrpoiicTBa Kk cetsim Wi-Fi 6es
TBOCTO COTJTACHS.

ConnasbHele ceTu

ColnansHble CeTH akTUBHO BXOIST B Hally SKH3Hb, MHOTHE JIOAM PabOTAIOT M KUBYT
TaM TI0CcTOsIHAO. a B Facebook yxe saperncrpuposan MHJUTHAP/T YCTTOBEK, YTO SIBJISIETCS OJIHON
CCIABPMOH BCeX skuTeslel mraHeThl. MHOIHe TONB30BATENH He TIOHUMAIOT, YTO HHpOpMaLms,
Pa3MEIIeHHAs HMH B CONMATBHBIX CCTAX, MOKET OBITh HAM/IEHA W UCITOJIB30BAHA KM YTOIHO, B
TOM YHCIIe He 00s13aTeNbHO ¢ GIIArHMH HaMEPeHHSIMH,

OCHOBHBIE COBETBI 10 GE30MACHOCTH B COIHATBHBIX CEeTSIX:

. Orpannub crnmcok apyseit. V. T1e6s s APY3BsIX HC JIOJDKHO OBITH CIIyYajiHBIX W
HE3HAKOMBIX JIIOJICH;

2. Baummail cBoio 4acTHyo ku3Hb, He yKasbiBall mapomu, TeneoHbl, ampeca, aary
TBOCTO POAACHIS U JIPYTYIO JMIHYIO WH(DOPMATIAIO. 3I0YMBIIITCHHIKH MOTYT MCHOJIB30BATh
JaKe THPOPMAIHIO O TOM, KaK Thl 1 TBOH POANTEIIN TITAHUPYETE TIPOBECTH KAHHUKYIIBI;

3. Bammmaii cBolo perryranmio - ACPKM €C B 9UCTOTE M 3aiaBal cebe BOMpoc: XoTes Obl
ThL. YTOOBI JIDYTHE TIOB30BATENH BH/ENH, UTO ThI sarpysaemns? Iloxymait, nmpexae uem uto-to
OTyOIIMKOBATH. HATHCATE U 3arPy3HTh;

4. Ecnu ThI FOBOPHIIB € TOIBMH, KOTOPBIX HE 3HACIIB, HE MCTIOIL3YH CBOE peabHOe MMs
u ﬂp_vrwo TTHIHYIO HHOOPMAIMH: HMSI, MECTO KHTEIBCTRA, MECTO yueObl 1 npovee;

. M3Gerali pasmermenns (ot orpaduii B MuTepuere, riae Thi M300paXkeH Ha MECTHOCTH,
10 KOTOPOH MOKHO OTPEIEITHTE TBOE | MECTOMOIOKEHHE,

6. Tlpu perucTpanyu B cormanbHol certy HEOOXOAMMO HCIIOBE30BATh CIIOKHBIC 1apoJu,
cocrosinie u3 OYKB W MP W ¢ KOIMIECTBOM 3HAKOB He MeHee 8

7. Jlng conmanbnoit cetn, noute u JIpYTHX CafTOB HEOOXOMMO HCTIONB30BATh Pa3HbIe
nmapou. Toraa ecmu tebs B3mOMAaIOT. TO STOYMBILITEHHUKH TIOTy4at JOCTYT TOJBKO K OJHOMY
MECTY. @ HC BO BCE Cpasy.

DIIEKTPOHHBIE JICHBIH

DJICKTPOHHBIE JIEHBIH - 3TO OYEHE YI0OHBIHA crocob ratexeit, omxHako CYIIECTBYIOT
MOUTCHHUKH, KOTOPKIE XOTSIT TTOJIYHUTE 9TH JICHBIH.

DIICKTPOHHBIC ICHBIM TIOSBHINCE COBCEM HEAaBHO 1 UMEHHO HM3-3a TOTO BO MHOT'HX

FOCYApCTBAX J10 CHX TIOP HE NMPOITMCAHO NPO HUX B 3aKOHAX.
B Poccun we onn OYHKIMOHHPYIOT M 0 HEX yiKe ITPOTIMCAHO B 3aKOHE, I/le UX pasAessiioT Ha
HCCKOJTBKO BHJIOB - QHOHUMHBIC ¥ HE aHOHMMHbBIC. PasHuma B TOM, 9TO @aHOHMUMHBIE - HTO Te, B
KOTOPBIX  paspeniacTest MpoBOIMTH  ONepanny  0e3 MACHTH(DMKAIMKE TIONB30BATEA, a B
HCAHOHWMHLIX MICHTH(OHUKALUMS TI0JTH30BATEIS SBISETCS 0BS3aTEbHO.

Taxoke cnenyer paszangars JJICKTPOHHBIC (HATHBIC NCHBIM (paBHBI rOCYIapCTBEHHBIM
BATIOTAM) M 9JICKTPOHHEIC He(HATHBIC TCHBIN (He PaBHBI TOCYTAPCTBEHHBIM BAIOTaM ).

OCHOBHBIE COBETHI 110 Ge30MmacHoi padoTe ¢ HTEKTPOHHBIMU JICHBraAMH:

L. TlpuBsku k cueTy MOGHIBHBI Teneon. D10 camblil yIoGHBIE 1 OBICTPBII CrI0CO6
BOCCTAHOBUTE jtocTynm x cuery. llpusssannmii temedon MTOMOKET, ¢ciu 3abyaemns CBOM
TTATCIKHBIN TTApOJTh MITH 3aHIEITb Ha CallT ¢ HE3HAKOMOTO YCTPOHCTBA;



2. Mcnonesyit onnopaszosle naposu. [locre nepexojia Ha yCHIIEHHYIO aBTOpU3aIlnio Tede

—

yoKe He OYIET yrpoXKaTh OIaCHOCTh KPAKK WITH TIEPEXBATA TIATEIKHOTO MapoJIs;

3. BeiOepn croxHbili maposib. Ilpectymuukam OyJIeT HE MPOCTO yraaaTh CIOXKHBIN
mapoJib. HajtexHpie naposm - 310 naposin, KoTopble COJIepKaT He MeHee 8 3HaKOB M BKJIIOYAIOT B
ceOst CTPOUHBIE U IPONKCHBIE OYKBBI, TU(PPHI U HECKOJILKO CUMBOJIOB, TAKME KaK 3HAK J0J1apa,
dyHTa, BOCKIHIIATETBHBIN 3HaK U T.11. Hanpuwmep, $tROng!;;

4. He BBOM CBOW THYHBIE JaHHbIE HA caliTax, KOTOPBIM He JOBEPSEITh.

DIEKTPOHHAS TToYTa

DJICKTPOHHAS 1TOYTa - 3TO TEXHOJIOTHS U MPELOCTABIISIEMBIE €10 YCIIYTH 0 NEPECBUIKE W
OJTYHCHHUIO me}crpolmblx cOOOMIEHUH, KOTOpBIE paclpe/IeIssioTesi B KOMITBIOTEPHOH CETH.
O0brIHO YJIEKTPOHHBIH TTOYTOBBIH ST K BBITJISLIAT CITEJIYIOIINM oOpazom:
UMsl_TIOJTB30BaTENs (@WHUMsL_jloMena.  Taikke Kpome Tepeaadd  MpoCTOro TEeKCTa, HWMEeTCs
BO3MOXKHOCTH [epeiaBaTh Paiiinl.

OCHOBHBIE COBETHI 110 6E301MaCHOH padoTe ¢ ATCKTPOHHOMN MOYTOM:

1. Hajto BRIOpaTh MpaBWIILHBIN MOYTOBKIN cepBUC. B WHTEpHETE €CTh OrPOMHBIH BBIOOD
OCCILTATHBIX TTOUTOBBLIX CCPBUCOB, O/IHAKO JIYUIIC TOBEPSTH TEM, KOTO 3HACITh W KTO TIEPBBIH B
perTHHTE;

2. He ykasemBail B quunON mouTe nuuHyro wHpOpMmaIluoo. Hampumep, mydmie BIOpaTh
"My3bIKaIBHBIH (paHaT@" wim "pok2013" BmecTo "Temal 3";

3. Memone3y#l IByXaTanHyto aBTOPU3auio. ITO KOTIa ITOMHAMO Tapois HY»KHO BBOJNTH
KOJL. TpHChIIaeMblii 110 SMS:

4. BriOepn ca0xkHBIA Maposie. JJst Kak/J0ro MOYTOBOTO SIIHKa JOJDKEH OBITH CBOM
HA/IE/KHBIH, YCTOHUMBEIN K B37TOMY T1apOJih;

5. Eciii ecTh BO3MOXKHOCTB HAIMCATh CAMOMY CBOM JIMYHBIM BOIMPOC, WCITONB3YH OTY
BO3MOXKHOCTH,

0. Mcrmons3yil HECKOJIBKO TOYTOBBIX sINIMKOB. [lepBBIA U 4WacTHOW TEPernHucKHu ¢
ajzpecaramMi. KOTOPBIM ThI JIOBEpsiCINb. DTO AMEKTPOHHBIH aapec He HalO0 HCMOJB30BaTh IPH
perucTpannn Ha popymax u calTax;

7. He orkpeiBail (afaer v Ipyrue BIOKEHUS B MMHChbMAx, Ja)ke €CIM OHW TNPHIIINA OT
TBOMX Jpy3ei. JIyulne yToOuHM Y HUX, OTIPABISUIN M OHK TeOe dTH (paitibr;

8. [locie okoHuaHus paboTh! HA ITOYTOBOM CEPBUCE TTEPE 3aKPBITHEM BKIIAJIKH C CAlTOM
He 3a0yib HaXaTh Ha "Beiitu',

KnOepOymauHT Hin BUPTYyaTbHOE H3ACBATEIBCTBO
KubepOysmmnr - mpecienoBanue COOOUICHUSIMH, COACPKAIIMMU  OCKOPOJTEHMsI, arpeccHio,
3alyTHBAHUE: XYJIHWTAHCTBO, COLMaIbHOE DOMKOTUPOBAHNE C TTOMOIIBIO PA3TMUYHBIX WHTEPHET-
CEPBHUCOB.

OCHOBHBIC COBETHI 11O 6OpLOE ¢ KNOECPOYITHHIOM:

1. He Opocaiicst B 00it. Jlyummii cioco0: mocoBeToBaThCs Kak ceOst BECTH W, €CIN HET
TOro, K KOMY MOXKHO 00paTMThCs, TO BHauale YCIOKOWThCs. ECIM ThI HAYHENIb OTBEYaTh
0CKOPGIIEHMSIMHI Ha OCKOPOIICHHS, TO TONBKO eliie GoTblie pPa3oAOKEITb KOHGITHKT;

2. Ynpasssiii cBoe kubeppenyrauuei;

3. AHOHUMHOCTBb B ceTH MHUMas. CyIIECTBYIOT CMOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;



4. He crownt sectn xynurancknit o0pas BHpTyansHOH xusnu. MHTepHeT QHKCHpYyeT BCe
TBOW JIEHCTBHS W COXPAHSET HX. YIamuTh WX OyJeT KpaifHe 3aTpyIHHTEIBHO;

5. CobJiro1ait cBOIO BUPTYATBHYIO Y€CTh CMOIOJLY;

0. Urnopupyi e mHUUHbBIH Herathe. OJIHOPa30Bble 0CKOPOUTENBHEIE COOOIIEHHUS TyYIIe
UTHOPUPOBaTh. OOBIMHO arpeccus MPeKpaniaeTcs Ha HaYaTbHOM CTA I,

7. ban arpeccopa. B nporpammax o6MeHa MIHOBEHHBIMH COOOIIEHNUSIMH, B COIMATBHBIX
CETSIX eCTh BO3MOKHOCTE GIOKMPOBKH OTIPABKH COOBILEHHIT ¢ OTIPE/IeCHHBIX a7pecoB;

8. hLcmm  Ter ceupertens  knbepOyiummura. TBOM  JIEHCTBHS: BBICTYIHTH NPOTHB
fpecieaoBaresis, I1oKazaTh eMy. 9TO €ro JICHCTBHS OIEHUBAIOTCS HEraTHBHO, MOIEPKATH
KEPTRY, K()'ropoﬁ HYXKH& TICHXO0JIOrWYecKas TMOMOIb, COOOIINTE B3pOCTBIM O  (paKre
arpecCUBHOIO 1TOBEJICHHUST B CCTH.,

MoOubHBIH TenedoH

CoBpemenHBIE  CMApPTQOHBI W TUIAHINCTHI  COmEpKaT B cebe  BIOTHE B3POCITHIf
(yHKUMOHAN, W Teneph OHM MOIYT KOHKYPHPOBATH €O CTAIMOHAPHBIMU KOMITHIOTEPAMHL.
OZHAaKO, CPEe/ICTB 3aIUTHI ISl TOTOOHBIX YCTPOMCTB MOKa OUYeHb Masio. TecTHpoBaHie | MOMCK
YSI3BUMOCTCH B HHUX [MPOMCXOIHUT HE Tak WHTEHCHBHO, Kak juts 11K, To ke camoe kacaeTcs u
MOOMIIBHBIX TTPHITOKCHUH.

CospemenHble MOOMITBHBIC Opay3ephbl YK€ MPaKTHUECKH JOTHAIM HACTOIbHBIC aHAIOTH,
OJIHAKO paciiHpeHne (QyHKIHOHATa BjeYeT 3a COOOH OOINBIIYIO CIOKHOCT M MEHBINYIO
3ALIHIICHHOCTE.

Jlaneko He Bce MPOM3BONMTENW BBIMYCKAIOT OOHOBIEHMS, 3aKpBIBAIOIINE KPHTHUCCKHE
YS3BHMOCTH JUISL CBOUX YCTPOUCTB,

OCHOBHBIE COBETHI 17151 6E30MaCHOCTH MOGHITEHOTO Teneona;

Hudero ne gpiisercs mo-Hactosimemy GeciiatubiM. Byib OCTOPOKEH, Bembh KOrna rede
MpeUIaratoT OCCIUIATHBIA KOHTEHT, B HEM MOTYT OBITh CKPBIThI KAKME-TO TIJIATHBIE YCIYTH;

Jlymaii. npexie wem ornpasuts SMS, (Goro wiam Bugeo. Tel TOYHO 3HACHIB, Il OHW
OyJlyT B KOHEUHOM HTOTE?

Heobxommvo 06HOBIATE OMepalMoHHYIO CHCTEMY TBOEro cMapT(hoHa;

Meronib3yli aHTHBHPYCHBIC TTPOTPaMMBI JUTsl MOOHITBHBIX Tee(hOHOB;

He sarpyskall mpuioskenust oT HEH3BECTHOTO WCTOMHHKA, BEIb OHM MOTYT COAEPIKATH
BPEJIOHOCHOE ITPOrpaMMHOE oOecTIeeH e,

[locsie Toro Kkak Thl BBIHZEIIb ¢ calfTa, Tjie BBOAWI JHUHYIO WH(MOPMAIMIO, 3aili B
HacTpo¥iku Opaysepa u ynaim cookies;

[leprionnteckn npoBepsiit, Kakie MIaTHbIe YCIYTH aKTHBUPOBAHE! Ha TBOEM HOMEpE;
Jlasait cBo#f HOMEp MOOWMIBHOrO TereOHa TONBKO JHONSIM, KOTOPHIX ThI 3HACINH W KoMy
JIOBEPSICITE:

Bluetooth jioioken OBITH BBIKIIIOUCH, KOTJI@ ThI UM He TONb3yernbes. He 3abwiBaii mHOTIA
[POBEPSITH ITO.

Online urper

CoBpeMeHHbIe OHJIAHH-WTPBl - 9TO  KPAacOUHbIC, 3aXBATHIBAIOIIHE pPa3BJICUCHNUS,
OOBEMHSIONIME COTHU THICAY HETOBEK MO BCEMY MHUpY. VIrpoKH HCCienyIoT JaHHBIH UM MHD,
O0MWAIOTCST APYT ¢ APYIOM, BBITTOIHSIOT 3a/@HMsl, CPAKAIOTCS ¢ MOHCTPAMH ¥ TIOJIYHAIOT OTTBIT.
3a yI0BOJNIBCTBHE OHM TJIATSAT: TOKYNAIOT IHCK, OMJIAYMBAIOT abOHEMEHT WM TPHOBpETaroT
KaKMe-TO OTTITHH,



Bee otm cpenctBa uMayT Ha TORJICPKAHHE M PasBUTHE WIPHI, a TAKKE Ha camy
0E30MaCHOCTh:  COBEPIICHCTBYIOTCS  CHCTEMBI  ABTOPU3ALMH, BBITYCKAIOTCS HOBBIE MATUH
(L1 poBBIE 3arIIATKH [UIS TPOTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1o1o0HBIX MrpaxX CTOMT OMacaThCsi HE CTOIBKO CBOWX COMEPHHUKOB, CKOJIBKO KPayKH
TBOETO [TAPOJIst, HA KOTOPOM OCHOBAHA CHCTEMA ABTOPU3AIIMH GONTBITHHCTRA UI.

OCHOBHBIE COBETHI 10 HE30MACHOCTH TBOETO HIPOBOTO AKKAYHTA:

I. Ecim apyroit urpok BefeT ceGs TII0X0 WITH CO3IaeT Tehe HeMpHITHOCTH, 3a0I0KHpYil
€r0 B CITUCK& HI'POKOB;

2. Tloxamyiics aIMWHUCTpaTOpaM WIPhI Ha IUIOXOE TOBEJICHHWE OTOr0 HIpOKa,

KCJIATCITBHO TTPHUITOIKUTD KaKMEC-TO 10Ka3aTeIbCTBA B BUIC CKPUHOB,

(U9)

. He yxaspiBail mudanyto nndopmariio B mpodaiine urpsr;

o~

. YBaxai JAPYTUX YHACTHUKOB 110 HTPE;

W

. He yeranasnusail HeopunmaiibHbIe 1MaTYH ¥ MOJIB;

0. Mcnonesylt cil05kHbBIE W pa3HBIE MaposTi;

7. Jlae BO Bpems WIDEI He CTOMT OTKJIIOYAThL aHTHBHpYC. [loka THI Wrpaernb, TBOU
KOMITBEOTEP MOTYT 3apa3uTh.

OUIITHHT MITH KpaXka JTMIHBIX JTaAHHBIX

OObIuHOH  KpaxkeH JeHET W JIOKYMCHTOB CETOJIHSI YK€ HHKOTO HE YIAMBHIID, HO C
Pa3BUTHEM ~ MHTCPHET-TEXHOJIOTHH  3JIOYMBILIIIEHHUKH — TIEPEMECTHIINCh B HHTEPHET, W
MPOIOJIKAIOT 3aHUMATHCS " ITIOOUMBIM'" JICJTOM.

Tak nosgsuiack HOBast yrposa: MHTCPHET-MOIUICHHUYECTBA WITH (DUIINHT, TIIaBHas Lejb
KOTOPOTO COCTOMT B TIOJNYYEHUH KOH(MICHUMAIBHBIX JIAHHBIX TOJIb30BaTEeNed - JIOTHHOB W
maposieit. Ha anrmmiickom sseike phishing unraercst kak ¢uimvar (ot fishing - peibras nosmus,
password - napoJnb).

OCHOBHBIE COBETBI 110 OOPHOE ¢ PUITHHTOM:

l. Cnean 3a cBoMM akkayHTOM. Ecim ThI 1ojo3peBaeinb, 4ro TBOS aHKeTa Obuia
B3JIOMaHa. TO HeOOXOIMMO 3a0IOKHPOBATEL €¢ W COOOMNTE aIMUHICTpATOpaM pecypea 00 3ToM
KaK MOKHO CKOpee:

2. Ucrionp3yit OeszomacHbie BEO-CalThI, B TOM YHCJIE€, MHTEPHET-MAra3MHOB M TTOMCKOBBIX
CUCTEM:

3. Mcenonbsyit cnoxuble u pasnasie naposu. Takum oOpazom, ecimu Tebs B3IOMAKOT, TO
3JIOYMBITTITICHHUKH TIOJTYYaT JIOCTYTT TOJIBKO K OXHOMY TBOEMY TTPO(HIIIO B CETH, a HE KO BCEM;

4. Ecan 1ebst B3moManu, To HeoOX0ANMO TTPE/IYIIPEANTD BCEX CBOMX 3HAKOMBIX, KOTOPhIE
H00aBJicHbI y TeOS B JIPY3bAX, O TOM, 4TO Teds B3IOMATH W, BO3MOXKHO, OT TBOETO MMEHH OyJIeT
pacchuTaThCs CriamM M CChUIKH Ha (PUITMHTOBBIC CANTHI;

5. Yeranosn Hajexusi napors (PIN) Ha MoGuITBHBIN TeniedoH;

6. OTKIIoOuM coXpaHeHue maposs B Opaysepe:

7. He oTkpeBail Qaitasl M Ipyrue BIOKCHHS B MHCHMAx, AaXKe €CJIM OHH TPUIIINA OT
TBOWX Jpy3edt. Jlydme yTouHu y HAX, OTTIpaBIIsiv i oHK TeGe »Th (aiinbl.,

[nposas perryTamst

[{ndposas peryraius - 570 HETATHBHAS WITH TIO3UTHBHAS WH(OpPMALHs B CETH O Tebe.
KommpomeTnpylomas nHGopmarms, pa3zMerneHHas B WHTEPHETE, MOKET CEPLE3HBIM 00pa3oM

"

OTPA3KTBLCS HA TBOCH pealibHOW KusHu. "Llndporast peryramms” - 370 TBOH WMWK, KOTOPKIi

Gopmupyeres u3 nHbopmaru o redbe B HHTEpHETE.,



TBoe wmecto skuTenbeTBA, yuedbl, TBOC (HHAHCOBOE MOJOXKEHHE, 0COOEHHOCTH XapakTepa H
pacckasbl 0 OJIM3KMX - BCE 9TO HAKATITMBACTCS B CETH.

MHorue MoJIpOCTKN  JIETKOMBICIEHHO OTHOCSTCS K IMyOJMKaluu JTU9Hod MHQOpMAlMy B
WuTtepHere, He MOHUMAas BO3MOXKHBIX MOCTencTBHI. ThI qaie He CMOXKEIb JOTafaThest O TOM,
4T0 (hoTorpadus, pasMeneHHas 5 JIeT Ha3aJl, CTalla IPHYMHON 0TKasa IPHHSTH TeOs Ha padoTy.
KovmenTapun, pasmemenne tonx dororpaduii n apyrue jefcTBIS MOTYT HE HCUE3HYTH JIaKe
MOCJIE TOTO, KaK THI UX YAaMHIIh, ThI He 3HACUTH, KTO COXPAHMII 5Ty MH(OPMAIHIO, Tornaja Jn
OHa B TOMGKOBBIC CHCTEMBI W COXPAHWJIaCh JIM OHA, a TJaBHOE: YTO MOAYMAloT O Tebe
OKpY’Kalolue JIOAM, KOTOPhIe HAlayT W yBUAAT 5T0. Halfth nHdopmainio MHOTO JIeT CrycTs
CMOXKET JH000M - Kak 3 H0OpBIX TIOOYKICHHUI, TaKk W ¢ HAMEpEeHHEM TPUYUHATE Bpel. JTO
MOIKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETBI TT0 3aIIHTE IH(PPOBOI peryTamm:

1. Tonymait. mpexae ueM uTo-T0 MyOIHKOBATh W EPEIaBaTh y cebst B 10T WM B COIMATBLHOIM
ceTH;

2. B mactpoiikax npouiis YCTaHOBM OTpaHHYCHHs Ha MPOCMOTP TBOETO NPOGUIS H ero
COJICPIKUMOTO. cienal ero ToJIbKOo "1ist Jipy3eit';

3. He pasmemait u He ykaseisalt WHQOPMALMIO, KOTOPAS MOXKET KOTO-THOO OCKOPOISTH HITH
00MXKaTh.

ABTOPCKOE TTPaBo

CoBpeMeHHBIE IKOJIBHUKH - aKTHBHBIC [0Jb30BaTeN 1M(POBOro mpocrpanctsa. OHAKO
JUICKO HC BCE 3HAIOT, YTO MOJIL30BAHUE MHOIMMH BO3MOKHOCTSIMHU LIH(QPOBOTO Mupa TpedyeT
COOITIOJIEH NS TIpaB HA MHTEIUIEKTYaIbHYIO COOCTBEHHOCTD.,

Tepvun  "mHTCNNEKTYANbHAS  COOCTBEHHOCTH'  OTHOCHTCS K PA3IHUHBIM  TBOPCHHSIM
HCJIOBEYECKOr0 yMa, Ha9WHast ¢ HOBBIX M300pETEHMH U 3HAKOB, 0003HAYAIOIMX COOCTBEHHOCTH
Ha TPOJIYKTBI M YCIYI'M, W 3aKkaH4uBag KHWramu, QororpadusiMu, KAHODUIEMAMH U
MY3BIKATBHBIMU TTPOU3BEJICHUSIMH,

ABTOPCKHE MpaBa - 9TO MPaBa Ha MHTEJIEKTYAIbHYIO COOCTBEHHOCTD HA TIPOM3BEIEHNS HAYKH,
JIMTEPATYphl U HCKYCCTBA. ABTOPCKME TIpaBa BBICTYMAIOT B Ka4YeCTBE TapaHTUW TOTO, HTO
HHTC/VICKTYATLHBIA/TBOPUECKUI TPyl aBTOpa He GyICT HANpPACHBIM, JAcT eMy CIPaBELITHBBIC
BO3MOKHOCTH 3apaboTarh Ha Pe3yJbTaTax CBOCro TPy/a, MOJYUHTH W3BECTHOCTL W TPH3HAHME.
Hukro Ge3 paspeinenns apropa He MOXKET BOCHIPOU3BOINTE €10 MPOM3BEICHNE, PACITPOCTPAHSTh,
MyO/HO  ICMOHCTPHPOBATh, TIPOJ@BATh, HMIOPTHPOBATH, MYCKATh B TIPOKAT, MYOINUHO
HCTIONTHSATh, MOKA3bIBATH/UCTIONHATE B 3(pnpe 1N pasmentats B Unteprere.

Menonpsosatne "mMupaTckoro” MporpaMMHOTO  00ecrieYeHHs MOKET TPHBECTH K MHOTHM
pHCKam: OT TOTEPH JIaHHBIX K TBOMM aKKayHTaMm J0 OJOKHPOBKHM TBOETO yCTpoicTBa, Te
YCTAHOBIICHA HeJleralibHast Tiporpammva. He cronT Takike 3a0b1BaTh, 9TO CYNIECTBYIOT JETaNbHbIE
1 OecriTaTHhIE TTPOrPAMMEBI, KOTOPHIE MOKHO HAfTH B CETH.

O noprasie

CereBruoK.pd) - TBOM TIIABHEI COBETUHK B CETH. 3/16Ch Thi MOMKEIb y3HATH O OE30MACHOCTH B
CeTH TOHATHBIM M JIOCTYIHBIM SI3BIKOM. a MpH  BO3HWKHOBEHWH KPUTHYECKOW CHTyalnu
00PATHTHCS 38 COBETOM. A TaKKe MPHHITH YUACTHE B KOHKYPCAX M CTATh CAMBIM HH(DPOBHIM
rpaxiaHuHoM!



