[okymeHT npenoctasneH KoHcynbTaHTIA0C

3apeructpupoBano B Muntocte Poccuu 31 mas 2013 r. N 28608

OEJEPAJIBHAA CIIVXXKBA IIO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO

ITPUKA3
or 11 peBpans 2013 r. N 17

Ob YTBEPXJEHUUA TPEBOBAI;IHfI
O SAITUTE THO®OPMAILIUH, HE COCTABJIIIOIEU TOCYTAPCTBEHHYIO
TAUHY,
COJIEPXAIIENCS BTOCYJIAPCTBEHHEIX MH®OPMAIIMOHHEIX CHCTEMAX

B cootBercTBuM ¢ yacTbio 5 crathu 16 denepanpHoro 3akoHa ot 27 utons 2006 r. N 149-03
"O6 wunpopManuu, WHPOPMAIMOHHBIX TEXHOJOTUAX H o 3ammuTte uHpopmanuu" (Cobpanue
3akoHoaarenbcTBa Poccuiickoit denepanuu, 2006, N 31, cr. 3448; 2010, N 31, ct. 4196; 2011, N
15, cr. 2038; N 30, ct. 4600; 2012, N 31, cr. 4328) u Ilonoxxennem o denepanbHOi CIy)KOe MO
TEXHUYECKOMY M OKCIIOPTHOMY KOHTPOJIIO, YTBEp:KICHHbIM YkazoM IIpesmpenta Poccuiickoin
®Oenepannn ot 16 aBrycra 2004 1. N 1085 (Cobpanue 3akonomarenbcTBa Poccuiickoii denepanuu,
2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, cT. 4921; N 47, ct. 5431; 2012, N 7, cT.
818), mpukasbiBalo:

1. VrBepaute mnpunaraemeie TpeboBaHusi O 3amuTe HHPOPMAIMHM, HE COCTABISIONMICH
rOCyJapCTBEHHYIO TallHy, COJepKaIeiics B TOCYJapCTBEHHBIX HH(POPMALIMOHHBIX CHCTEMAX.

2. YCTaHOBUTH, UTO YKa3aHHbBIE B MMyHKTE | HacTosAlero npukasa TpeOoBaHUs TPUMEHSIOTCS
JUIS 3aIMTHI HH(POPMAIMK B TOCYAaPCTBEHHBIX HH()OPMAIIMOHHBIX cucTemax ¢ 1 ceHtsOps 2013 .

Jupekrop
denepanbHOM CITYKOBI IO TEXHHYECKOMY
Y DKCIIOPTHOMY KOHTPOJIIO

B.CEJIMH
YT1BEpKACHBI
npukazoM ®CTIOK Poccun
ot 11 ¢espamst 2013 . N 17
TPEBOBAHU A .
O BAIIUTE UHO®OPMAIIMU, HE COCTABJIAIOIIEU TOCYJAPCTBEHHVYIO
TAWHY,

COJIEPXAII[EVCS B TOCYJIAPCTBEHHBIX THO®OPMAIIMOHHBI X CUCTEMAX

l. O0uIMe moI0KEHU
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1. Hacrosmme TpeGoBanusi pazpaboTansl B COOTBETCTBUH ¢ DenepanbHbIM 3aKOHOM OT 27
utonig 2006 r. N 149-®3 "OO6 wundopmarnuu, WHHOPMAIMOHHBIX TEXHOJIOTHSX W O 3aIUTe
unpopmanuu" (CoOpanue 3akoHogaTenscTBa Poccuiickoit @enepamuu, 2006, N 31, cr. 3448; 2010,
N 31, cr. 4196; 2011, N 15, cr. 2038; N 30, ct. 4600; 2012, N 31, ct. 4328), a TaKke ¢ y4eToM
HaIlMOHANBHBIX cTaHAapToB Poccuiickoii deneparyu B 001aCTH 3aIUTHl UHOOPMAITMH U B 00JIACTH
CO3/I1aHMSI aBTOMATU3UPOBAHHBIX CUCTEM (JaJiee - HallMOHAJIbHBIE CTAaHAAPTHI).

2. B nokymeHTe ycTaHaBIMBAIOTCS TpeOOBaHUS K OOECHEUEHUIO 3allUThl MH()OpPMAaLUU
OTPaHUYEHHOT0 JOCTYIa, HE COJepialleld CBEeJCHUS, COCTABIISIIOIIME TOCYJAapCTBEHHYIO TalHY
(maynee - uH(OpMAIUA), OT YTEUKU MO TEXHHYECKUM KaHajaM, HECAHKIIMOHHPOBAHHOTO JIOCTYIIA,
CIENUATbHBIX BO3JEHCTBUA Ha Takylo wHHGOpManuio (HOCUTENH HWHGOpMAIMU) B IEIIX ee
NOOBIBaHUS, YHUYTOXKECHUS, MCKAXEHHUA WM OJOKMPOBAaHUS [OCTyNa K HeH (mamee - 3amuTa
nHpopmarnun) npu 00paboTKe yKazaHHOW WH(OpPMAIMKM B TOCYAAPCTBEHHBIX WH()OPMAIMOHHBIX
cucTeMax.

Hacrosmue TpeGoBaHMs MOTYT NPUMEHSTHCS AJsl 3alIUTHl OOLIEIOCTYMHOW HH(pOpMAaIH,
coJepKalieiics B TOCYNapCTBEHHBIX HH(POPMAIMOHHBIX CHUCTEMaX, JUIS JOCTIKCHHS IIeJei,
yKka3aHHbIX B nyHKTax | u 3 yactu | crateu 16 PenepanbHoro 3akoHa oT 27 wutons 2006 r. N
149-®3 "OO6 undopmanuu, UHGOPMAITMOHHBIX TEXHOJIOTHIX U O 3aIuTe nHpopMauu'.

B nokymente He paccmaTpuBalOTCs TpeOOBaHHA O 3amuTe WHGOpPMAIUU, CBS3aHHBIE C
NPUMEHEHHEM KpPUNTOrpadUUecKuX METOAOB 3amuThl HHpOpMammu W MHQPPOBATHHBIX
(kpunTorpaduueCKux) CpeICTB 3aIMUTHI HH(DOpMAIHH.

3. Hacrosmme TpeOGoBanus sBisitoTCS 00s3aTeNbHBIMU TpH 00paboTke uH(poOpManuu B
roCy/IapCTBEHHBIX MH(POPMAIIMOHHBIX CUCTeMaX, (YHKIIMOHUPYIOIIUX Ha TeppuTopun Poccuiickoit
ODeneparnyy, a TAkKKe B MyHHIUIATLHBIX HHOOPMAIIMOHHBIX CHCTEMaX, €CIIM HHOE HE YCTAaHOBIICHO
3aKoHOJaTenbcTBOM Poccuiickoit denepanyin 0 MECTHOM CaMOYIIPaBIICHUHU.

Hacrosimue TpeOoBaHMs HE pacmpoCTpaHSIOTCS Ha TOCYJapCTBEHHbIC HH(OpMAIMOHHBIC
cucrembl Anamunuctpamuu IIpesunenta Poccuiickoit ®epepanuu, CoBera be3zonmacHocTn
Poccuiickoit ®eneparuu, DenepanbHoro CobOpanust Poccuiickoit ®enepauuu, IlpaButenscTBa
Poccuiickoit @eneparuu, Koncturynmonnoro Cyna Poccuiickoit ®@enepanun, Bepxosnoro Cyaa
Poccuiickoit denepannu, Briciiero Apoutpaxuoro Cyna Poccuiickoit @enepannu u OenepanbHoit
cimy0n1 6e3omacHocTr Poccutickoit deneparmm.

4. Hacrosmue TpeOoBaHUS NpeaHa3HA4YEHbI Ui oOnazartesnell MHPOpMALUH, 3aKa3YHKOB,
3aKJIIOUMBIIUX TOCYIApCTBEHHBIM KOHTPAKT Ha CO3JaHME TOCYAAPCTBEHHOM HH(OPMAIIOHHOM
CHCTEMBI (ajiee - 3aKa3YMKH) M ONEpaTOPOB rOCyAapCTBEHHBIX MHPOPMALIMOHHBIX CUCTEM (J1ajee -
OTIEPATOPHI).

Jluno, obpabaTsiBaroliee HHPOPMALIUIO, SBISIOUIYIOCS TOCYIapCTBEHHBIM MH(POPMALMOHHBIM
pecypcoM, MO TOpydeHHIO0 oOjamarens uHGoOpManuu (3aKka3dyWka) WKW orepaTtopa W (WJIH)
IPEOCTABIISAIONIEE UM BBIYUCIUTENbHBIE PECypchl (MOIIHOCTH) JIJsi 00pabOTKM MH(POpPMALUU Ha
OCHOBAHWH 3aKJIOUYEHHOTO JOTOBOpa (Jajiee - YIMOJHOMOYEHHOE JIMIIO), OOECIeurMBacT 3alIUTy
uH(pOpMaIllMM B COOTBETCTBUU C 3aKOHOJATENhCTBOM Poccuiickoit @enepanuu 06 uHbOpMaIuy,
MH(GOPMALIMOHHBIX TEXHOJOTUSX M 0 3amure uHpopmauuu. B goroBope nomxHa OBITH
MPEeIyCMOTPEHa OOS3aHHOCTh YIOJHOMOYEHHOTO JIMIAa OOECHeurBaTh 3allUTy HHQPOpPMAIUH,
ABJISIOLIEHCS TOCYapCTBEHHBIM HH(OPMALMOHHBIM PECYPCOM, B COOTBETCTBUU C HACTOALIUMHU
TpebGoBaHHSIMH.

5. Ilpu o00paGoTke B TOCyIapCTBEHHONW WH(GOPMAIIMOHHONW CHCTeME HH(POpPMAIINH,
coJepKalleil TMepcoHalbHBIE JaHHBIe, Hacrosme TpeOoBaHUS NPUMEHSIOTCS Hapsny ¢
TpeOOBAHUSIMH K 3aIIUTE MEPCOHAIBHBIX JAHHBIX MIPH WX 00paboTKe B MHPOPMAITMOHHBIX CHCTEMAax
IIEPCOHANIBHBIX JAHHBIX, YTBEPKACHHBIX II0cTaHoBIeHneM [IpaBurenscrBa Poccutickoit denepanuu
ot 1 Hos6pst 2012 1. N 1119 (Cobpanue 3akoHomatenbcTBa Poccuiickort @enepamuu, 2012, N 45,
cT. 6257).
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6. Ilo pemenuto ob6namarens wuHopManuu (3aKa3zyvka) WM OIlEpaTopa HACTOSIIUE
TpeOoBaHMs MOTYT IPUMEHSATHCS IS 3AIUTH HHPOPMAIIHH, COJIEPIKAIIEHCS B HETOCYIapCTBEHHBIX
UH(POPMALIMOHHBIX CHCTEMaX.

7. 3amuTta UHGOpPMALMH, COAEPKAIIEHCS B TOCYIApCTBEHHON WH(OPMAIMOHHON CcHCTEMe
(mamee - wuH(pOpPMAIMOHHAs CHUCTeMa), OOECHEeYMBaeTCs IyTeM BBINOJHEHUS o0JiagareneM
nHpopmanuu (3akazuukoM) W (WIM) oOmepaTopoM TpeOOBaHWK K OpTraHW3allUd  3alluThl
uHpopManuy, cojepxaiieiics B MHPOPMALMOHHON cHucTeMe, U TpeOOBaHMH K MepaM 3allHThI
nHpopMaIuu, coaepxamieiicss B *HOOPMAIMOHHOM CUCTEME.

Il. TpeGoBaHus kK OpraHU3aIdy 3aMUTH HH(OPMAIIIH,
cojiepkarieiics B ”HPOPMALIMOHHOM cucTeme

8. B unopmanmonHoii crucreMe 00beKTaMH 3alTUTHI SIBISIFOTCS WH()OPMAIIHS, COACpKAIIAsCS
B MH(QOPMAIIOHHOM cHCTeMe, TEXHHUYECKHE CpPeACTBa (B TOM YHUCIE CPEACTBA BBIUMCIMTEIHHOM
TEXHHUKHU, MAIIMHHBIC HOCUTENTU WH(POPMAIUU, CPEACTBA M CHCTEMBI CBSI3U U TMEpeNavyd JTaHHBIX,
TEXHUYECKHUE CpelCcTBa 00paboOTKM OyKBEHHO-IU(POBOM, Tpaduueckoi, BHUACO- U PEUEBOU
uH(popMalnu), OOIIECUCTEeMHOE, MPHUKIANHOE, CHEIHalbHOe MPOrpaMMHOE OOecleueHue,
MH(OpMalLMOHHBIE TEXHOJIOTUH, a TAK)KE CPEJICTBA 3AIUTHI HHPOPMAIUH.

9. lns oOecrneueHHs 3aIIuThl MHGOpPMAIMU, coAepXkalieiics B MHPOPMAITMOHHONW CUCTEME,
OTIEPaTOpPOM HA3HAYaAeTCA CTPYKTYPHOE TMOAPA3ACICHHE WM JTOJDKHOCTHOE JHI0 (paOOTHHK),
OTBETCTBEHHBIC 32 3aIUTy HH(DOpPMAIIHH.

10. Jlna mpoBeneHuss paboT Mo 3amuTe WHPOPMAIUM B XOJE€ CO3JAHUS W OSKCIUTyaTalluu
UHPOPMALIMOHHOM cucTeMbl oOsagareneM uHpopManuu (3aKa3yuKOM) U ONEpaTopoM B
COOTBETCTBUU C 3aKOHOAATEeNbCTBOM Poccuiickoit denepanuu mpu HEOOXOAMMOCTH MPUBIICKAIOTCS
OpTraHU3aINH, UMEIOIINE JTUIICH3UIO Ha ACSITENbHOCTD 110 TEXHUYECKOU 3aIUTe KOH(UISHITNATEHOMI
nHpopmanuun B coorBeTcTBUU ¢ DenmepanpHbiM 3akoHOM oT 4 Mas 2011 r. N 99-®3 "O
JMIIEH3UPOBAHUM OTAETbHBIX BHIOB JnestenbHocTH" (CoOpaHue 3akoHomarenbcTBa Poccuiickoit
@®enepanun, 2011, N 19, ct. 2716; N 30, ct. 4590; N 43, ct. 5971; N 48, ct. 6728; 2012, N 26, cT.
3446; N 31, cr. 4322; 2013, N 9, ct. 874).

11. JIns oGecnedyeHust 3anuThl MHPOpMAIIUU, CoJepKaleiicss B MHPOPMAIIMOHHON CHCTEME,
MPUMEHSFOTCSI CPEJICTBA 3aIlUThl MHGOPMAIUHU, NPOIICIIINE OIEHKY COOTBETCTBUS B (opme
00s13aTeIbHON cepTU(dUKAIIMA Ha COOTBETCTBHE TpeOOBaHUSM IO Oe3omacHOCTH WHMOpMAIUU B
COOTBETCTBUU CO crTatheil 5 PDenmepanbHoro 3akoHa oT 27 gexadbps 2002 r. N 184-®d3 "O
texHudeckoMm peryiaupoBanuu” (Cobpanue 3akoHomatenbcTBa Poccuiickonr deneparuu, 2002, N
52, ct. 5140; 2007, N 19, ct. 2293; N 49, ct. 6070; 2008, N 30, ct. 3616; 2009, N 29, ct. 3626; N
48, ct. 5711; 2010, N 1, cT. 6; 2011, N 30, cT. 4603; N 49, ct. 7025; N 50, cT. 7351; 2012, N 31, cr.
4322; 2012, N 50, cT. 6959).

12. 3ammra uadopmaruu, coaeprKamieiicss B ”HGOPMAITMOHHON CUCTEME, SIBISIETCS COCTAaBHON
4acThi0 paboOT MO CO3AAHMUIO M IKCIUTyaTallMd MH()OPMAIIMOHHOW CHCTEMBI M OOecleunBaeTcss Ha
BCEX CTaAMAX (dTamax) ee CO3AaHMs U B XOJ€ SKCIUTyaTallud MyTeM MPUHATHS OpraHU3alMOHHbBIX U
TEXHHYECKUX MEp 3alluThl HHQPOpPMAIMH, HAMpPABICHHBIX Ha OJOKHpOBaHHWE (HEHTpaIU3aInio)
yrpo3 0e301macHOCTH HHpOopMauu B HHPOPMAITMOHHON CUCTEME, B paMKaX CHCTEMBI (ITOJACUCTEMBI)
3amuTel UHGOpManud WHHOPMAIMOHHONW CHCTEMBI (Jajiee - cHucTeMa 3aluThl HHQPOpMAIUN
WH()OPMAITMOHHOW CHCTEMBI).

OpraHuzalioHHbIE W TEXHUYECKHE MEpPhl 3alUThl HH(QOpPMAINH, pealn3yeMble B paMKax
CUCTEMbI 3alUThl WH(pOpManuu HHMOPMALMOHHOM CHCTEMBI, B 3aBUCMMOCTH OT HH(pOpMaIuw,
conepkanieiicss B MHGOPMAIlMOHHOW cHCTeMe, Heliell co3maHuss MH()OPMAIMOHHOW CUCTEMBI H
3aJa4, pelaeMbIX 3TOH MHPOPMAIIMOHHON CUCTEMOM, TOJKHBI OBITH HAlpPaBJIeHbl HAa UCKIIIOUEHUE!

HEMPAaBOMEPHBIX  JOCTYyNa, KOMHPOBAHWS, TNPEJOCTABICHUS WU  PACIPOCTPAHCHUS
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uHpopmanuu (obecrieueHre KOHPUACHINATFHOCTH HH(OPMAIIIHN);

HETIPAaBOMEPHBIX YHHUYTOXEHUS WM MoaudurupoBanus wuHbopManuu (oOecrieyeHue
[IEJIOCTHOCTU MH(DOPMAITUH);

HeTMpaBOMEpHOTro OJI0KupoBaHus nHpopMaluu (odecreueHrne JOCTYITHOCTH HH(OpMAInn).

13. Jlns oGecnieueHus 3amuThl HHPOPMALUK, COepKalieiics B MHPOPMAIIMOHHON CHUCTEME,
HPOBOJAATCS CIEAYIOIINE MEPOTIPHUSTHUS:

¢dopmupoBaHue TpeOOBaHMI K 3amuTe MHPOPMALUHU, coleprKamieiicss B MH(OPMAIIMOHHON
CHCTEME;

pa3paboTKa CHCTEeMBbI 3alIUTHl HH(POpMAUK HHPOPMAITMOHHONW CUCTEMBIL;

BHEJIPEHUE CHCTEMBI 3alIUTHl HHPOpMauy HHHOPMATMOHHON CUCTEMBI;

arTecTanys WHPOPMALMOHHON CHUCTEMBbI MO TpeOOBaHMSM 3auIuThl MH(opManuu (manee -
aTTecTaryst ”HPOPMAIIMOHHOW CHCTEMBbI) M BBOJI €€ B JICICTBUE;

obecrieyeHre 3auThl HHPOPMAIMHN B X0/1€ SKCIUTyaTalluld aTTECTOBAaHHON MH(OPMAIIMOHHON
CHCTEMBI,

obecriedyeHrne 3amUThl WHGOpPMAMKM TPH BBIBOJE W3 OKCIUTyaTallMM AaTTECTOBAHHOM
WH()OPMAITMOHHOW CHCTEMBl WM TIOCIE TPHHATHS pEIIeHHsT 00 OKOHYaHUH O00padOTKH
uHpOpMaLIUH.

®opmupoBanue TpeOOBaHUH K 3aIIKTe HH(OPMAIMH, COepIKalIecs
B UH(OPMAIIMOHHON CUCTEME

14. ®opmupoBanue TpeOOBaHUH K 3aIUTe HHGOPMAIINH, COEPKAIICHCS B MHGOPMAITMOHHON
CUCTEMe, OCYIIIeCTBIIsIeTCs o0nanareneM nHGopManuu (3aKa34HKOM).

dopmupoBanue TpeOOBaHMI K 3amuTe WHPOPMAIMH, COACpIKaIIeics B WHOOPMAIMOHHOU
cucreme, ocymectBisgercs ¢ yderom ['OCT P 51583 "3ammra undopmanuu. [Hopsaok cozmaHus
ABTOMAaTHU3UPOBAHHBIX CUCTEM B 3aIIMIIIEHHOM HcnonHeHuu. O6mwme nonoxenus” (nanee - [OCT P
51583) u 'OCT P 51624 "3amura nnpopmanuu. ABTOMATU3UPOBAHHBIE CHCTEMBI B 3aIIUIIIEHHOM
ucnionHeHnu. Oo6mue tpedoBanus" (nanee - OCT P 51624) u B ToM unciie BKIIIOYACT:

NPUHATHE PpEHICHHS O HEOOXOOUMOCTH 3aIlUThl HMH(OpMAIMM, CcoJepXKameiics B
WH(POPMAITMOHHOMN CUCTEME;

KJ1accu(hUKaUI0 HHPOPMALMOHHOM CUCTEMBI 110 TPEOOBaHUAM 3alIUTHI MH(OpMAINH (aajee -
kiaccuukanusi ”HPOPMAITMOHHON CUCTEMBI);

orpeJiesieHue yrpo3 0e30macHOCTH MH(POPMALUU, peaTu3alisi KOTOPBIX MOXKET HMPUBECTH K
HapyIeHnto 6e3omacHocTH nHpopManuu B ”HGOPMAIIMOHHON CUCTEME, M pa3pabOTKy Ha UX OCHOBE
MoJienu yrpo3 0e30macHoCcTy HH(pOpMaIuy;

ompeereHue TpeOOBaHUM K CUCTEME 3alUThl HHPOpMaIuu HHPOPMAITMOHHON CUCTEMBI.

14.1. Tlpu NpUHATUHU pEIIEHUS O HEOOXOIMMOCTH 3aIUThl MHPOPMALUHU, COIEpIKalleics B
MH(OPMaLIMOHHON CUCTEME, OCYIIECTBIISETCS:

aHamM3 1eneil  co3maHus WHGOPMAIMOHHONW CHCTEMBI M 3aJad, peIIaeMbIX OITOH
HH()OPMAITMOHHON CHCTEMOM;

orpeeneHue nHpopMaIyu, noiexamnieir 00padoTke B MHPOPMALIMOHHOM CUCTEME;

aHaJIu3 HOPMATHBHBIX IPABOBBIX AaKTOB, METOAMYECKHUX JOKYMEHTOB M HAaIlMOHAIbHBIX
CTaHJApTOB, KOTOPHIM JOJDKHA COOTBETCTBOBATH MH(POPMAITMOHHAS CUCTEMA;

NPUHATHE pELIeHUS O HEOOXOAMMOCTH CO3[JaHUSl CHUCTEMbl 3alluThl UHGOpMaAIUU
UH(POPMALIMOHHOM CHUCTEMBI, a TaK)Ke OINpeleseHue IeNell M 3agad 3almuThl MHGOpMAIMKU B
MH(OPMALIMOHHONW CHCTEME, OCHOBHBIX JTaloOB CO3JaHHUS CHCTEMbl 3aIlUThl HHPOpPMAIUH
UH(POPMALIMOHHOM CHUCTEMBI U (PYHKLIUH 110 00ECIIEYSHUIO 3aIIUThHI HH(POPMAINH, COAepIKalIencs B
nH(pOpPMaAITMOHHON cucTeMe, o0nanaress HHPOpMaIuK (3aKa34yrKa), OrepaTopa U YIOJTHOMOYCHHBIX
JIMIL.



14.2. Knaccudpukanuss uHPOPMALMOHHON CHUCTEMBl NPOBOJUTCS B 3aBHCHUMOCTH OT
3HAUUMOCTH oOpabarpiBaeMol B HeWl uH(opManmuu W Macmrtada HHPOPMAIMOHHON CHCTEMBI
((penepanbHbIiA, perHOHAIBHBINA, 0OBEKTOBBIN).

VYcTaHaBnuBalOTCSl  YeThIpe  Kjacca  3allMUIICHHOCTH  MH(POPMAIMOHHON  CHCTEMBI,
OTIpeNIeNAIONINe YPOBHU 3aIIMIICHHOCTU coJiepxalieiics B Hel nHpopmarmu. CaMblii HU3KUN Ki1ace
- YETBEPTHIA, CaMblii BBICOKHH - TiepBbIi. Kiacc 3ammmeHHOCTH WHGOPMAIIMOHHOW CHCTEMBI
OTIpeNIeNIAeTCsl B COOTBETCTBUH ¢ npuiioskeHreM N 1 k Hactosimum TpeGoBaHusIM.

Krnacc 3ammmieHHoctu ompenensercs Ui UHQOPMAILMOHHOM CHCTEMBI B ILIEJIOM H, IPHU
HEOOXOJUMOCTH, JUIsl €€ OTHCIBHBIX CETMEHTOB (COCTaBHBIX dYacteil). TpeOoBaHMe K Kiaccy
3alIUIICHHOCTH BKIIIOYAETCS] B TEXHUYECKOE 3aJlaHuE Ha CcO3/laHue MH()OPMAILMOHHOM CHUCTEMBbI U
(WJIM) TEXHHYECKOE 3aJaHue (YaCTHOE TEXHHUYECKOE 3aJlaHHe) Ha CO3JaHHE CHCTEMbI 3alllUThI
nHpopmanun WHPOPMAITMOHHON CHCTEMBI, paspabaTeiBacMbie ¢ ydetom [OCT 34.602
"Nndopmannonnas TexHojorus. KomIuiekc CTaHIapTOB Ha aBTOMAaTH3MPOBAHHBIC CUCTEMBIL.
TexHnudeckoe 3amaHWe Ha co3laHue aBToMmartuupoBaHHOUM cuctembl" (mamee - 'OCT 34.602),
I'OCT P 51583 u I'OCT P 51624.

Krnacc 3amuimenHoctd MHGOPMAIIMOHHON CHCTEMBI MOAJICKHUT MEPECMOTPY MPU U3MEHEHUU
MacmTada MH(QOPMAITMOHHOW CHCTEMBI WIIM 3HAYUMOCTH 00pabaThiBaeMoii B HEMl HH(OpMAIIHH.

Pesynmbratel  knmaccudukanmuu  MHPOPMAIMOHHOW  CHUCTEMBI  OGOPMIIIOTCS  aKTOM
KJIaccu(uKaIum.

14.3. VYrpossl Oe3omacHOCTH WH(OpPMAIMKA OMNPEIEISIIOTCS 10  pe3yjibTaTaM OICHKHU
BO3MOXHOCTEeH  (ITOTEHIMaNa, OCHAIIEHHOCTH M MOTHBAIMM) BHEIIHUX U BHYTPEHHUX
HapylIUTesIe, aHanu3a BO3MOXHBIX YSA3BUMOCTEH HMH(GOPMAIMOHHON CHCTEMBI, BO3MOXKHBIX
CHOCO0O0B peanu3alui yrpo3 0e30MacHOCTH MH(GOPMAIMK U MOCEICTBUM OT HApyIICHUs CBOMCTB
6e3omacHOCTH HHGOpMAIH (KOHGUIECHITNATBLHOCTH, IETOCTHOCTH, TOCTYITHOCTH).

ITpn OIpeaeIeHUN yrpo3 0e30macHOCTH UHpOpMALUU YUUTBIBAKOTCS
CTPYKTYpHO-(DYHKIIMOHANBbHBIE XapaKTEPUCTUKU HH(POPMAIMOHHON CHUCTEMBI, BKJIIOYAIOIINE
CTPYKTYPY U COCTaB MH(OPMAIIMOHHOM CHUCTEMbI, (PU3NYECKHE, JTOTHUYECKUE, (DYHKIIMOHAIBHBIE U
TEXHOJIOTMYECKHE B3aHMMOCBA3M MEXKAY CEerMEeHTaMu HMH(POPMAIMOHHON CHUCTEMBI, C WHBIMHU
WH(OPMAIMOHHBIMU CHCTEMaMU U MH(POPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIMHA CETSIMH, PEKUMBI
00paboTku nH(popManuu B UHPOPMAIIMOHHON CUCTEME U B €€ OTACIIbHBIX CETMEHTAX, a TAK)KEe UHBIC
XapaKTEPUCTUKN WH(POPMALMOHHOM CHCTEMBI, MpHUMEHsAEMble WH(POPMAIMOHHBIE TEXHOJOTHH H
0COOEHHOCTH €€ (YHKITMOHUPOBAHUSI.

[To pesymbraTam ompeneneHus yrpo3 0e30macHOCTH HHGOpPMAMUA TPU HEOOXOAMMOCTH
pa3pabaTbhIBalOTCS  pPEKOMEHJAMM MO0  KOPPEKTUPOBKE  CTPYKTYPHO-(YHKIIMOHATIBHBIX
XapaKTEepUCTHK MH(OPMAIIMOHHONW CHCTEMBbI, HallpaBJICHHbIE Ha OJOKMpOBaHUE (HEHTpaN3aluio)
OTJICTIbHBIX YIp03 0€301MacHOCTH WH(OPMAITUH.

Mogens yrpo3 6e3omacHocTd HH(OpMAIMK JODKHA COAEPKaTh ONMMCaHUuEe UH(OPMAIIMOHHON
CUCTEMBl U €€ CTPYKTYpHO-(QYHKIHMOHAJIbHBIX XapaKTePUCTHK, a TakKe OINHMCAHHUE YIpo3
0e30macHOCTH MH(pOpMAIMM, BKIIOYAIONIEe OMMCAHWE BO3MOXKHOCTEH HapymuTene (Moenb
HaApPYIIUTENS ), BO3SMOXKHBIX YSI3BUMOCTEH MH(GOPMAIIMOHHON CUCTEMBI, CIOCOOOB peanu3alii yrpos3
0e301acHOCTH HH(POPMAIIMU U TTOCIIEACTBUI OT HapyIIEHUs! CBOMCTB 0€301MacHOCTH HH(pOpMAITUH.

Jlnst ompenenenust yrpo3 Oe3omacHOocTH uWHMOpManu W pa3pabOTKH  MOJEIH  yrpo3
0€30MacCHOCTH  MH(OPMALMU MPHUMEHSIOTCS METOJMYECKUE JOKYMEHTBI, pa3paboTaHHbBIE W
yrBep)kaeHHbie DCTOK Poccum B cooTBercTBMUM ¢ moAnyHKTOM 4 niyHkTa 8 Ilomoxkenust o
@DenepanbHOil CiTy)kOe MO TEXHHYECKOMY W HKCHOPTHOMY KOHTPOJIIO, YTBEPXKICHHOTO YKa3oM
[Ipesunenta Poccuiickoit deneparuu ot 16 aBrycra 2004 r. N 1085 (Cobpanue 3aKOHOJATENHCTBA
Poccuiickoit @eneparun, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, ct. 4921; N 47,
cT. 5431; 2012, N 7, ct. 818).

14.4. TpeGoBanuss K cucTeMe 3alMThl HHGpOpMAIMKA HHPOPMALMOHHOM CHUCTEMBI
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OTIPEICTISAIOTCS B 3aBHCHUMOCTH OT Kjacca 3alWIIEHHOCTH WH(POPMAIMOHHONW CHCTEMBI U Yrpo3
O6e3omacHOCTH MHGOPMAIINH, BKIIFOUEHHBIX B MOJIEh YIPO3 0€30MacHOCTH HH(POPMAIIHH.

TpeboBanust K cucteme 3amUThl MHPOPMALKUU WH(POPMALMOHHON CHCTEMBl BKIIIOYAIOTCS B
TEXHUYECKOE 3a/laHHe Ha co3JaHue HH()OPMAIMOHHOW CUCTEMbl M (MJIM) TEXHUYECKOE 3aJaHue
(4acTHOE TEXHUYECKOE 3aJaHhe) Ha CO3JaHUE CHUCTEMBI 3alIUThl MHPOPMAIUU HH(DOPMAIIMOHHON
cucrteMsl, pazpadareiBaembie ¢ yuetoM [OCT 34.602, TOCT P 51583 u TOCT P 51624, u nomxHbI
B TOM YHCIIE COJIEPKATh:

1IeTTh ¥ 337]a4i 00eCreYeHUs 3auThl HHGOPMAIMK B HHOOPMAITMOHHOW CHCTEME;

KJIACC 3aIIHUIIEHHOCTH HHPOPMAITMOHHON CUCTEMBI;

nepeyeHb HOPMATHUBHBIX IPABOBBIX AaKTOB, METOAMYECKUX JTOKYMEHTOB M HAIMOHAJIBHBIX
CTaH/IapTOB, KOTOPBIM JOJI’KHA COOTBETCTBOBATH HH(POPMAIIMOHHAS CUCTEMA,

nepevYeHb OOBEKTOB 3aIUTHl HHOOPMAITMOHHOW CUCTEMBI;

TpeOOBaHUs K MepaM U CPeJCTBaM 3alIUThl HH(GOPMAIUHU, TPUMEHSIEMbIM B HHGOPMAITMOHHOMN
CUCTEME;

TpeboBaHusl K 3amure WHGOpMAIMU TpU HWHOOPMALNMOHHOM B3aUMOJICHCTBUU C HHBIMU
MH(OPMALIMOHHBIMU CHUCTEMaMH W HH()OPMAIIMOHHO-TEJIEKOMMYHUKALMOHHBIMUA CETSMU, B TOM
yuclie ¢ MHQOPMAIIMOHHBIMA CHCTEMaM{ YIOJHOMOYEHHOIO JIUIA, a TaKXe MpH MPUMEHEHUU
BBIUMCIUTENBHBIX PECYpPCOB (MOIIHOCTEH), MPEeAOCTaBISEMbIX YIOTHOMOUYEHHBIM JIULIOM IS
00paboTku HHpOpMAaLIUH.

[Ipu onpenenenun TpeOoBaHUl K cUCTeME 3alIMTHI HH(GOpPMAaLUK UHYOPMALIMOHHON CUCTEMBbI
YUUTBIBAIOTCS TIOJIOKEHUSI TOJIMTUK oOecreueHus MH(GOpPMAIMOHHON Oe30macHOCTH 00JsafgaTes
nHpopmanuu (3akazumka) B ciaydae ux paspaborku nmo [OCT P HMCO/M3BK 27001
"Mudopmanmronnas TexHonorus. Metoasl U cpeacTtBa obOecreueHus: Oe3omacHOCTH. CHCTEMBI
MEHeKMeHTa WH(OopManmoHHOM Oe3omacHocTH. TpeboBaHMs", a TaKKe TOJUTHUK OOecredeHUs
WH(OPMAIIMOHHONW  OE30MacHOCTH  Omleparopa M YIOJHOMOYEHHOTO JIMIla B YacTH, HE
MIPOTHBOpEYAIICH MOJUTHKAM o0anaress nHdopmaiuu (3aka3uuka).

Pa3zpaboTka cucremsl 3amuThl HHGOPMAIIMH HHHOPMAITMOHHON CHCTEMBI

15. Pa3zpaboTka cucTembl 3anuThl HHGOPMAITUU WH(POPMAITMOHHON CUCTEMBI OpraHU3YETCS
oOnanareneM HHGOpPMALKH (3aKa3YHKOM).

Pazpa0oTka cucteMsl 3amiuThl MH(MOPMALUK UHPOPMALMOHHON CHUCTEMBI OCYLIECTBISETCA B
COOTBETCTBUM C TEXHMYECKHM 3aJJaHMEM Ha CO3[JaHHe HH(POPMAIMOHHOW CHCTEeMBbl M (HJIH)
TEXHUYECKUM 33JlaHueM (YacTHBIM TEXHHYECKMM 33JaHHEM) Ha CO3/IaHUE CHUCTEMbl 3alUThI
uHpopmanuu nHGpopmaruonHoi cucteMsl ¢ yuetom [OCT 34.601 "MHpopmManinoHHAs TEXHOIOTHSL.
Kommiekc craHzaproB Ha aBTOMAaTHU3UPOBAaHHBIE CHCTEMBbl. ABTOMATHU3MPOBAHHBIE CUCTEMBI.
Cramuu co3manus" (manee - 'OCT 34.601), TOCT P 51583 u 'OCT P 51624 u B ToM umcie
BKJIIOYAET:

MPOEKTHUPOBAHNE CUCTEMBI 3aIIUTHI HHPOPMALUU HH(POPMAITMOHHON CHCTEMBI;

pa3paboTKy HKCIUIyaTallUOHHOM JOKyMEHTallMM Ha CHUCTEMY 3allUThl HH(pOpMalUU
UH(POPMALIMOHHON CUCTEMBI;

MaKeTHPOBAHNE U TECTUPOBAHUE CUCTEMBI 3aILUTHI HH(YOpMAMU HMH()OPMATMOHHONW CHCTEMBI
(mpu HEOOXOAUMOCTH).

Cucrtema 3amuThl MHGOpMALMKM HH(YOPMAIMOHHONW CHUCTEMBI HE JOJKHA MPENsATCTBOBAThH
JOCTHKEHUIO 1IeTIel co31aHus HH()OPMAIIMOHHON CHCTEMBI U €€ (yHKIIMOHUPOBAHUIO.

ITpu pa3paboTke cUCTEMBI 3alUTH HHMOPMAMK HHYOPMAILIMOHHON CUCTEMBI YUUTHIBACTCS €€
UHPOPMALIMOHHOE  B3aUMOJCHCTBUE €  UHBIMA  HWH(GOPMAIMOHHBIMH  CHCTEMaMH |
UH(POPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIMU ~ CETSIMM, B TOM 4YHClI€ C HHGOPMALMOHHBIMU
CHCTEMaMH YIIOJIHOMOYEHHOTO JIMIa, a TaKkKe NPUMEHEHHE BBIYMCIUTEIBHBIX PECYpCOB
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(MoIIIHOCTEHT ), MPEAOCTABIAEMBIX YIIOJTHOMOYEHHBIM JIMLIOM U1 00paboTKHU HHPOPMALIUH.

15.1. [Ipu mpOEeKTUPOBAHUH CUCTEMBI 3aIIUTHl HHGOPMAITUU HHHOPMAITMOHHOW CUCTEMBI:

OIIPENIeNIAIOTCA THUIBI CYOBEKTOB JOCTymna (TOJIb30BaTENM, MPOLECChl U HHBIE CYyOBEKTHI
JIOCTYTIa) U OOBEKTOB JIOCTYTIA, SIBISIOMUXCSA O0BEKTaMU 3alTUThI (YCTPOHUCTBA, OOBEKTHI (pailioBoi
CHCTEMBI, 3aITyCKaeMble U UCIIOJHAEMbIE MOAYJIN, OOBEKTHl CHCTEMBbI YIIPABICHHs 0a3aMU JaHHBIX,
00BEKTHI, CO3/ITaBaeMbI€ TTPUKJIIATHBIM MMPOTPAMMHBIM 00€CTICUeHUEM, HHBIE OOBEKTHI JOCTYIIA);

OTIPENIENIAIOTCA METOBI YIPAaBIEHUS JAOCTYIOM (AMCKPEIIMOHHBIN, MaHIATHBINA, POJIEBOI MU
WHBIE METO/bl), TUIBI TOCTyNa (UTEHUE, 3alKCh, BHIIOJHEHUE WM UHBIE TUIIBI JOCTYIA) U MpaBuia
pasrpaHuueHHsl AOCTyHa CyOBEKTOB JOCTyNma K OOBEKTaM JOCTyNa (Ha OCHOBE CIIMCKOB, METOK
0€30MacHOCTH, POJIEH M UHBIX MPABIII), TOJISKAIINE PeATH3allud B MHPOPMAIIMOHHON CUCTEME;

BBIOMPAIOTCS MEphl 3alUThl WHPOPMALUHU, MOMISKAIINE PEaTH3alMd B CHUCTEME 3alUThI
nHpopmaruu nHOOPMAITMOHHOW CHCTEMBI;

OTIPENIENIAIOTCS BUABI U THIIBI CPEJICTB 3aIUTHl HH(POpMAIK, 00ECIIeYMBAIOIINE PEATU3ALIUI0
TEXHUUYECKUX Mep 3alIUThl HHPOpMAIUH;

OTIpeNIeNIACTCSl CTPYKTypa CHCTEMBbl 3aIluThl HH(pOpManuu WHPOPMALMOHHON CHCTEMBI,
BKJIIOUasi COCTaB (KOJIMYECTBO) M MECTA Pa3MEILEHHUS €€ JIEMEHTOB;

OCYILIECTBISICTCS  BBIOOP CPEACTB  3alIUThl MHPOpPMALUHU, CEPTUPHUIMPOBAHHBIX HA
COOTBETCTBHE TpeOOBaHMSAM TI0 O€30MacHOCTH HWH(OpPMalUU, C Y4ETOM UX CTOUMOCTH,
COBMECTHUMOCTH C WH(OPMALMOHHBIMH TEXHOJOTHSIMH W TEXHUYECKUMH CPEACTBAMH, (DYHKIIHI
0€30MacHOCTH ATHX CPEACTB U OCOOEHHOCTEW MX peaju3alluu, a TaKkKe Kiacca 3allUIIEeHHOCTH
UH(POPMALIMOHHON CUCTEMBI;

OTIPEICTISAIOTCS MapaMeTpbl HACTPOUKHM MPOrpaMMHOI0 oOecreyeH s, BKIoYas MporpaMMHOe
o0ecrieyeHne CpEACTB 3alUThl HH(OpMaIuK, OOECIeYHBaIOIINE PEATU3ALUI0 MEp 3alIUTHI
uH(pOpMallK, a TaKXKe YCTpaHEHHE BO3MOXKHBIX YSI3BUMOCTEM WH(OPMAlMOHHOW CHCTEMBI,
NPUBOASAILINX K BOSHUKHOBEHHIO YTP0O3 0€30MacHOCTH HH(pOpMaIuy;

OTpEAENAIOTCA MEpbl 3alluThl HWH(OpManuu Tpu UHGOPMAIMOHHOM B3aUMOJEUCTBUU C
UHBIMU MH()OPMAITMOHHBIMU CHUCTEMAaMU U MH()OPMAITMOHHO-TEIIEKOMMYHHUKAIIHOHHBIMHU CETSIMH, B
TOM 4uciie ¢ MHOOPMALMOHHBIMU CUCTEMAMH YIOJHOMOYEHHOIO JIMIIA, a TaKXkKe MPU MPUMEHEHUU
BBIYUCIUTENBHBIX PECypcoB (MOLIHOCTEH), MPEAOCTABISAEMBIX YHOJHOMOUYEHHBIM JIMIIOM JUIS
00paboTku nHpopMaIuu.

Pe3ynbTaThl MPOEKTUPOBAHMS CUCTEMBI 3alUTHl MHGpOpMaNUU HH()OPMAIIMOHHONW CHCTEMBI
OTPaXKAIOTCSI B TIPOSKTHOW JOKYMEHTAIMH (ICKU3HOM (TEXHHUYECKOM) MPOeKTe W (WiH) B pabouei
JOKYMEHTAIUH ) Ha HHPOPMALMOHHYIO CHCTEMY (CHCTEMY 3aIuThl HHPOpMaLUK HHPOPMALIMOHHOM
cucteMsl), pazpadaTteiBaeMbix ¢ yuetoM [ OCT 34.201 "Mudopmannonnas texunosorus. Kommieke
CTaHJApTOB Ha aBTOMATH3UPOBAHHbIE CUCTEMbl. BHIBI, KOMIUIEKTHOCTh M 0003HauEHUE
JIOKYMEHTOB TIPH CO3/IaHUH aBToMaTu3npoBaHHBIX cucteM" (nmanee - FOCT 34.201).

[IpoekTHast HOKyMeHTanMs Ha HMHGOPMAIIMOHHYIO CHUCTeMY U (WJIM) €€ CHUCTEMY 3allUThl
uH(pOpMaIlMU TOJUIekKAT COTJACOBAHUIO C ONEepaTOPOM MH(GOPMALMOHHON CHCTEMBI B CiIy4ae, ecliu
OH OIIPEJIEJICH TAKOBBIM B COOTBETCTBUHU C 3aKOHOAATENLCTBOM Poccuiickoi denepanu K MOMEHTY
OKOHYAHUSI TMPOEKTUPOBAHUS CUCTEMbI 3alIUTHl HHPOpMAIMK HH(DOPMALIMOHHOW CUCTEMBI U HE
SBIISICTCS 3aKa3YUKOM JTaHHOW MH()OPMAITMOHHON CUCTEMBI.

[Ipu orcyrcTBUM HEOOXOAMMBIX CPEICTB 3alIUThl MH(OpMaLMU, CepTUPUIMPOBAHHBIX Ha
COOTBETCTBUE TpeOOBaHHAM 1O OE30MacHOCTH HHGOpMAIMM, OpraHu3yercs pa3pabdoTka
(mopaboTka) cpeacTB 3amuThl WMH(DOpPMAIMM W WX CepTU(UKAIUS B COOTBETCTBHU C
3aKoHomarenbCcTBOM Poccuiickoit dPenepanuy MM IIPOU3BOIAUTCS KOPPEKTUPOBKA ITPOECKTHBIX
pemeHuit Mo MHPOPMAMOHHON cUCTeMe W (WMJIM) €€ CHUCTEeME 3allUThl MHPOPMAIMU C YYETOM
(YHKIMOHAJIBHBIX ~ BO3MOXKHOCTEH  HMMEIOMIMXCS  CepTH(HUIMPOBAHHBIX  CPEACTB  3AIIUTHI
nHpopmaruu.

15.2. Pa3zpaboTka SKCIUTyaTallMOHHOM TOKYMEHTALMM HAa CHUCTEMY 3allUThl HH(OpMaIuu
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WH(OPMAIIMOHHOW CHCTEMBI OCYIIECTBIISIETCSI B COOTBETCTBUM C TEXHUYECKUM 3a/JlaHHEeM Ha
co3nanue WHGOPMAIMOHHONW CHCTEMBbl M (WJIM) TEXHHMYECKUM 3aJaHHeM (JaCTHBIM TEXHHUYECKUM
3a/laHueM) Ha CO3JaHHe CUCTEMBI 3alTUTHI HH(GOPMAITUU UHPOPMAITUOHHON CHCTEMBI.

DKcIuTyaTallMOHHAsl JTOKYMEHTAalusi Ha CHUCTEMY 3alluThl MHPopManuu HH(POPMALIMOHHON
cuctembl pazpadateiBaercsa ¢ yaerom [OCT 34.601, TOCT 34.201 u TOCT P 51624 u nomxHa B
TOM YHCJIE COJIEPKATh OMHUCAHUE:

CTPYKTYPBI CUCTEMBI 3aIIUTHI HH()OpPMAIUKA HHPOPMAITMOHHON CHCTEMBI;

COCTaBa, MECT YCTAaHOBKH, TapaMETPOB U MOPSAIKa HACTPOUKH CPEICTB 3alUThl HHPOPMAIIIH,
IPOTPaMMHOTO 00ECTIeUeHHs U TEXHUYECKUX CPE/CTB;

MPaBWJI SKCILTyaTal[Mi CUCTEMBI 3aIUThl HHPOpMaK HH(OOPMALIMOHHONW CUCTEMBI.

15.3. TIlpm MakeTUpOBaHWM ¥  TECTUPOBAHWU CHCTEMBI 3aIIUTHl  HWH(OpPMALUU
MH(OPMALIMOHHON CUCTEMBI B TOM YHCJIE OCYILIECTBISIOTCS:

IpoBepKa pabOTOCIIOCOOHOCTH M COBMECTHUMOCTH BBIOPAHHBIX CPEJCTB 3alUThl HHPOPMALUU
¢ UH(POPMAITMOHHBIMHU TEXHOJOTUSMU U TEXHUUYECKUMH CPEACTBAMU;

MPOBEpPKa BBIMIOJIHEHUS BBIOPAHHBIMH CPEICTBAMHU 3allUThl WHGOpMAIUu TpeOOBaHUN K
CUCTeMe 3aluThl HHOpMaLUK HHOPMALIMOHHON CHCTEMBI;

KOPPEKTHPOBKA MPOCKTHBIX peHICHMI, pa3pabOoTaHHBIX NPU CO3JaHUM HHGOPMAIMOHHOMN
CHUCTEMBI M (MJTN) CUCTEMBI 3aIUThI HH(POpMaIuu HHPOPMAITMOHHON CUCTEMBI;

KOPPEKTHPOBKA MPOCKTHOM W OKCIUTyaTAllMOHHOW JOKyMEHTAllMd Ha CHUCTEMY 3allUThI
nHpopmaruu nHGOPMAITMOHHON CHCTEMBI.

MaxkeTupoBaHHE CHCTEMbl 3amMThl HHQOpManuu WHHOPMAIMOHHOW CHCTEMBI H €€
TECTUPOBAHUE MOXKET TIPOBOJUTHCS B TOM UHCJIE C HCIOJIB30BAaHUEM CPEACTB M METOJOB
MOJICTTPOBAHUS MHPOPMAITMOHHBIX CUCTEM M TEXHOJIOTHI BHPTYyaTU3alliu.

Buenpenue cucteMsl 3amuThl HHGOpMaIui HHHOPMAITMOHHON CUCTEMBI

16. Bueapenue cucTembl 3amMThl WH(MDOpMAUM HUHPOPMAIMOHHOW CHCTEMbI OPTaHHU3YyeTCs
obnanaTeneM HHGOPMAIHH (3aKa3UHKOM).

Buenpenue cuctembl 3amuThl HHPOpPMAIUH UHOOPMAIIMOHHOW CHUCTEMBI OCYIIECTBISETCS B
COOTBETCTBUM C TIPOEKTHOW U OKCIUTyaTallMOHHOM JOKYMEHTAallMel Ha CHUCTEMY 3alllUuThl
uH(popMauu NHHOPMAITMOHHON CHCTEMBI U B TOM YHCJIC BKITFOUYAET:

YCTaHOBKY U HACTPOMKY CPe/ICTB 3alUThl HH(OpMaliy B UHHOPMAIITMOHHON CHCTEME;

pa3paboTKy JOKYMEHTOB, OMPEISISIONINX MpaBUia U MPOLEAYPHI, pealn3yeMbIe OTIepaToOpoOM
uist obecrieyeHus 3aluThl HHGOpMauu B MH(GOPMAIMOHHONW CUCTEME B XOJ€ €€ IKCIUTyaTalluu
(manee - OpraHU3aMOHHO-PACTIOPSIIUTEIBHBIC JOKYMEHTBI IO 3aIuTe HHPOPMAITUH ),

BHEJPEHUE OPTaHU3AI[MOHHBIX MEp 3alUThl HH(OPMaLINH;

MIpeIBApUTENILHBIC UCTIBITAHUS CUCTEMBI 3aIIUThHI HH()OpMAUu HHHOPMAITMOHHON CHCTEMBI;

OTIBITHYIO JKCIITyaTaIllUI0 CUCTEMBI 3alIUThl HHGOpMAIIUU HHPOPMAIIMOHHOMN CHCTEMBI;

aHaIIM3 YSA3BUMOCTEH MH(POPMAITMOHHON CHCTEMbI U MPUHITHE MEp 3aIlUThl HH()OpMALIHU 10
UX YCTPaHEHUIO;

MIPUEMOYHBIC UCTIBITAHUSI CHCTEMBI 3aIIUTH HHPOpMAIH HH()OPMAIIMOHHONW CUCTEMBI.

K BHenmpeHuio cucteMmbl 3alMThl MHGOPMAUMU HHPOPMAIMOHHON CHCTEMbI MPUBJIEKAETCS
orepaTop MH()OPMAIIMOHHOW CHCTEMBI B Clydae, €ClM OH OINpeAeNieH TAKOBHIM B COOTBETCTBHH C
3aKOHONATENbCTBOM Poccuiickoit @egepanui K MOMEHTY BHEAPEHUS CHUCTEMBI  3alIUThI
uH(popMaui MHPOPMAITMOHHON CHUCTEMBI U HE SIBIISETCS 3aKa3YMKOM JaHHON HH(OPMAIIMOHHON
CUCTEMBI.

16.1. YcraHoBka U HAacTpoOWKa CpPeICTB 3alUTHl MHPOpMAUK B MHPOPMALMOHHOW CHCTEME
JOJI’KHA TPOBOJUTHCS B COOTBETCTBUU C JKCIUTyaTallMOHHOW TOKYMEHTAlMell Ha CHUCTEMY 3aIlMUThI
uH(popManuyu HHHOPMAITMOHHON CHCTEMBI H TJOKYMEHTAIIMEH Ha CPEeICTBA 3aIIUThI HH()OPMAIIUH.
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16.2. PaszpabarbiBacMble OpraHU3aI[MOHHO-PACHIOPSAUTENIBHBIE JOKYMEHTHI MO 3alluTe
uH(pOpMaLMU AOKHBI ONPENENTh MpaBuia U IPOUEaYpbI:

yrpapieHus: (aIMUHUCTPUPOBAHUS) CHCTEMON 3amuThl HWHDOpManuu WHHOPMAITMOHHON
CUCTEMBI;

BBISIBIICHUS] MHITUJICHTOB (OHOTO COOBITHS MJIM TPYIIBI COOBITHI), KOTOPbIE MOTYT ITPUBECTH
K cOOAM WM HapymieHH0 (YHKIMOHUPOBAHUS HWHGOPMAIIMOHHOW CHCTeMbl H (WIH) K
BO3HMKHOBEHUIO yrpo3 0e30macHoCTH HH(POPMAIUH (fajee - MHUUACHTHI), U PearupoBaHus Ha HUX;

yrpaBieHus: KoH(GUTrypaleil arrecToBaHHONW HH()OPMALIMOHHON CHCTEMBI U CUCTEMBI 3aIUThI
uHpopMauu HHPOPMAITMOHHONW CUCTEMBI;

KOHTpoJisI (MOHUTOpWUHTA) 3a OO0ECrmeYeHWEeM YpOBHSA 3alMIIEHHOCTH HWHGOpMAIUH,
coJieprkanieiicst B MHQOPMAIIMOHHOM CHCTEME;

3a1uThl HH(GOPMAaLMU TPU BBIBOJE M3 SKCIUTyaTallMi UH()OPMALIMOHHONW CUCTEMbI WM TOCTIe
NPUHATHS pelIeHust 00 OKOHYaHUU 00pabOTKU HH(OPMAITIH.

16.3. [Ipu BHeIpeHUN OpraHU3AIMOHHBIX MEP 3aIUTHl HH()OPMAITUU OCYIIECTBIISIOTCS

peanu3aliys MpaBul pa3rpaHUYeHUs JTOCTYIA, PErJIAMEHTUPYIOIIMX MpaBa JOCTYIa CyObEKTOB
JocTyna K 00beKTaM JIO0CTYIa, U BBEJACHUE OTpaHMYEHUI Ha JAEMCTBUS MOJIb30BaTENeH, a TaKXkKe Ha
U3MEHEHHE YCIOBHUH OKCIUTyaTallik, COCTaBa M KOH(UIYpaluu TEXHUUYECKUX CPEICTB H
MIPOTrPaMMHOTO 00ECTICUCHHSI;

MpOBEpKa TOJHOTHl W JETAJbHOCTH OIMCAaHWS B OPTaHU3AIMOHHO-PACHIOPSAUTEIBHBIX
JOKYMEHTaX 1O 3amuTe uH(OpManuu JCHCTBUU TOJB30BATENCH ©  aJIMUHHCTPATOPOB
UH(POPMALIMOHHOM CUCTEMBI 110 peau3allii OPraHU3allMOHHBIX Mep 3aIlUThl HHPOPMaLUY;

oTpaboTKa NEeHCTBUN OMKHOCTHBIX JIUI[ U MOJpa3/iejIeHH, OTBETCTBEHHBIX 3a PeaTu3aluio
Mep 3aIIuThl HHPOPMALIKH.

16.4. IlpenBapuTenbHBIC HCIBITAHUS CHUCTEMBl 3alIUTHl HHGOpMAUK HHGOPMAITMOHHON
cucteMsl poBoasaTcs ¢ yuyerom [OCT 34.603 "MudopmanmonHas TeXHOIOTUA. Buabl ucneiTaHuii
aBToMaTu3upoBaHHbIX cucTeM" (manee - [OCT 34.603) u BKIFOYAIOT TPOBEPKY pabOTOCITOCOOHOCTH
CHCTEMBI 3alIUThl HMH(OpManu HHGOPMAIIMOHHONM CHCTEMBI, a TakKXe NPHUHITHE PELICHUS O
BO3MOXXHOCTH OTBITHOM JKCITyaTallMd CHUCTeMbl 3alUThl HH(pOpManuu HHPOPMAIIMOHHOM
CHCTEMBI.

16.5. OnbITHAsE PKCILTyaTaysl CUCTEMBI 3aIlUThl MHPOpManuu WHGOPMAIMOHHONW CHCTEMBI
npoBoutcs ¢ yueromM [OCT 34.603 u BkItoyaeT NpoBepKy PyHKIMOHUPOBAHUS CUCTEMBbI 3aIUTHI
uHpopManuu HUHPOPMALMOHHONW CHUCTEMBbl, B TOM YHCIIE pPEATU30BaHHBIX MEp 3allUThI
uHOpPMaLIH, a TAK)Ke TOTOBHOCTh TOJIH30BATENEH M aMUHUCTPATOPOB K AKCIUTyaTaI[MH CUCTEMBI
3amuThl HGOPMAITUK HHHOPMAITMOHHONW CHCTEMBI.

16.6. Ananu3 ys3BuMOcTel HMH(OPMAIIMOHHOW CHCTEMBI MHPOBOJUTCA B IENAX OLCHKH
BO3MOXXHOCTH TIPEOJOJICHUS] HAPYLIUTENIEM CHUCTEMbl 3allluThl MHQOpMAUK HHPOPMAIMOHHOM
CHCTEMBI U MPEIOTBPAIICHUS peAU3alluu YIpo3 0€30MacHOCTH HH(POPMAITIH.

AHanmu3 ys3BUMOCTEH WH(OPMAIMOHHON CHUCTEMBI BKJIIOUACT aHAJIU3 YSA3BUMOCTEH CPEICTB
3alIUThl UHPOPMALIUU, TEXHHUYECKUX CPEACTB U NMPOrpaMMHOr0 obecredeHus: MHPOPMALUOHHOM
CUCTEMBI.

[Tpu ananu3ze ys3BUMOCTEH MH()OPMAIIMOHHOW CHCTEMBI MPOBEPSETCS OTCYTCTBUE M3BECTHBIX
ySI3BUMOCTEH CpPEeICTB 3alUThl UH(POPMALIMK, TEXHUYECKUX CPEICTB U IPOrPaMMHOT0 obecreueHus,
B TOM 4YHCIE C Y4eTOM HH(OpMaLUH, UMEIOUIeHcs y pa3paOOTYMKOB M TOJYYEHHOH U3 IPYrux
OOIIEIOCTYIHBIX HMCTOYHHKOB, MPABWJIBHOCTh YCTAHOBKM W HACTPOMKU CpPEACTB 3alllUThI
uHpOpMALIUY, TEXHHUUYECKUX CPEICTB M MPOTPAMMHOTO OOECHEYeHUs, a TaKKe KOPPEKTHOCTb
paboThl CPEeCTB 3aIIUTHI MHOOPMALIMK TPU MX B3aWMOJEUCTBUU C TEXHHMUYECKUMHU CPEICTBAMH U
POTPaMMHBIM 00ECTIeYeHUEM.

B cnyyae BbIgBIeHHS ysA3BUMOCTEH HMH(GOPMALMOHHOW CHUCTEMBI, MPHUBOIALINX K
BO3HMUKHOBEHUIO JIOTIOJIHUTENBHBIX Yrpo3 0e€30macHOCTH HMH(GOpMAIMK, MPOBOAUTCS YTOUHEHHE
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MOJIeH yrpo3 6e30macHOCTH HH(DOPMALIUK U TIPU HEOOXOJUMOCTH MTPHUHUMAIOTCS TOTIOTHUTEIIBHBIC
Mepbl 3aluThl MH(QOpPMAIMK, HANpaBICHHbIE HA YCTPAaHEHHE BBISIBICHHBIX YSI3BHUMOCTEH WM
UCKJTIOYAIOIINE BO3MOKHOCTh MCTIOJIB30BAHUS HAPYIIUTEIEM BBISBICHHBIX YSI3BUMOCTEH.

16.7. IlpuemMouHbIe WCIBITAHUS CHUCTEMBI 3aIUTHI WH(OpMaMu HHGOPMAIIMOHHONW CHCTEMBI
npoBosaTcst ¢ yuetoM [OCT 34.603 u BKIIIOYAIOT NMPOBEPKY BHIMOJIHEHUS TPEOOBAaHHUH K cHCTEMe
3alUThl HHPOpMAMU WH(DOPMALIMOHHONW CHCTEMBI B COOTBETCTBUU C TEXHUYECKUM 3aJaHHEM Ha
co3aHne WHQPOPMAIMOHHOW CHUCTeMBbl W (WJIH) TEXHUYECKHM 3aJaHWeM (YaCTHBIM TEXHUYECKHM
3aJIaHMEM) Ha CO3/IJaHWEe CUCTEMBI 3alTUThl HHPOPMAIIUK HHPOPMAITMOHHON CUCTEMBI.

ATtTtectanusi ”HGOPMAIIMOHHON CUCTEMBI M BBOJI €€ B JICHCTBHE

17. Arrecranms MHPOPMAIMOHHON CHCTEMBI OpraHU3yeTcsi oOjamateneM WHMopMauu
(3aKa3uMKOM) WM OINEpPaTopoM ¥ BKJIIOYAET MPOBEACHHE KOMILIEKCA OPTaHU3AIHOHHBIX H
TEXHUYECKUX  MEpOINpPHUATHH  (aTTeCTAallMOHHBIX  HCHOBITAHWI), B  pe3yJabTare  KOTOPBIX
MOJTBEPXKIAETCSI COOTBETCTBUE CHCTEMBI 3allUThl HMH(pOpMamuu WHPOPMAITMOHHON CHCTEMBI
HacTosuM TpeGoBaHUM.

17.1. B kauecTBe HCXOIHBIX JAaHHBIX, HEOOXOMUMBIX MJIs aTTeCTalMu WH(OPMAIMOHHOU
CHUCTEMBI, HCIIONB3YIOTCSI MOJENbh YIpo3 0€30macHOCTH WH(POPMAIUK, aKT KIacCH(HUKAIUN
UH(POPMALIMOHHON CHUCTEMBI, TEXHHUYECKOE 33JaHHE Ha CO3JaHHe MH()OPMAIMOHHOW CHCTEMBI H
(W) TEXHWYECKOE 3aJaHue (YaCTHOE TEXHUYECKOE 3aJlaHre) Ha CO3JaHHE CHCTEMbl 3alllUThI
uH(popManui HHOOPMAIIMOHHOW CUCTEMBI, MPOEKTHAs W JKCIUTyaTallMOHHAs TOKYMEHTAallds Ha
CUCTEMY 3alluThl HH(pOpMaUU UHYOPMALIMOHHONW CHCTEMBI, OpraHU3aMOHHO-PACTIOPSTUTEIIbHbIC
JOKYMEHTHI MO 3amuTe HWHPOPMAIUHU, PEe3yNbTaThl aHalW3a YSA3BUMOCTEH WH(HOPMAIMOHHON
CUCTEMbI, MaTepuaibl MPEABAPUTENbHBIX M TMPUEMOUYHBIX HCIBITAHUA CHUCTEMBbl 3allUTHI
uHpopManui WHPOPMAIMOHHON CHCTEMBI, a TaKXKe WHbBIE JOKYMEHTBHI, pa3padaTbiBaeMbic B
COOTBETCTBUU C HAaCTOSIIIUMU TpeGoBaHUSIMH.

17.2. Atrecranust ”HGOPMALMOHHON CUCTEMBI IPOBOJUTCS B COOTBETCTBHH C NMPOTPAMMOM H
METOJMKAMU aTTECTAlMOHHBIX HCHBITAaHUM 110 Hayana o0paboTku HHGOpMaLWU, MOJJIeKaIIeH
3amuTe B MHPOPMAIIMOHHOM cucteMe. [[nsi mpoBeneHus aTTectanud WHPOPMAIMOHHONW CHUCTEMBI
MPUMEHSIIOTCSl HAI[MOHAJIbHbIE CTAaHJAPThI, a4 TaKXKE METOJUYECKHE JOKYMEHTHI, pa3paboTaHHbIE U
yrBepxacHHble DCTOK Poccum B coorBerctBuM ¢ noanyHkToM 4 nyHkra 8 IlomoskeHus o
®denepanbHON CITy)K0€ MO TEXHHUYECKOMY M AKCIIOPTHOMY KOHTPOJIIO, YTBEPKIACHHOTO YKa3zoM
[Ipesunenta Poccuiickoit @eneparnuu ot 16 aBrycra 2004 r. N 1085.

[lo pe3ynapTaraMm aTTeCTAIMOHHBIX HCIBITAHUH O(QOPMIISIOTCS MPOTOKOJIBI ATTECTALIMOHHBIX
UCTIBITAHUHN, 3aKIIOYCHHE O COOTBETCTBHHM WH()OPMAIMOHHOW CHUCTEMBI TPEOOBAHHSIM O 3alIUTE
uH(pOpMallMK U aTTeCTaT COOTBETCTBUS B Cllydae MOJOKUTENbHBIX PE3yJbTaTOB aTTECTAllMOHHBIX
HCTIBITAHU .

17.3. JomyckaeTrcsi arrtecTanus HWH()OPMAIIMOHHON CHCTEMbI Ha OCHOBE pe3yJbTaTOB
aTTECTAllMOHHBIX HCIBITAHWNA BBIICTICHHOTO Habopa CEerMeHTOB WH(GOPMAIMOHHOW CHCTEMBI,
peaTu3yIONUX MOJHYI0 TEXHOJIOTHIO 00pabOoTKH HHGMOPMAIIHH.

B »TOoM cnyuae pacmpocTpaHeHHe aTTecTaTa COOTBETCTBUSI Ha JIPYTM€ CETMEHTHI
MH(OPMALIMOHHONW CHUCTEMBl OCYIIECTBISIETCS TPU YCIOBUM HX COOTBETCTBUSL CErMEHTaM
WH(OPMAIIMOHHON CUCTEMBI, MPOMIEAIINM aTTECTAllMOHHBIC UCTIHITAHUSI.

CermMeHT CUMTaeTCsi COOTBETCTBYIOLIUM CErMEHTY MH(POPMAIIMOHHON CUCTEMBI, B OTHOLICHUH
KOTOpOr0 OBUIM TPOBENCHBI ATTECTAIMOHHBIC WCIBITAHUS, €CIU JUIS YKa3aHHBIX CETMEHTOB
YCTaHOBJIEHBl OJIMHAKOBbIE KJIACCHl 3alllMIIEHHOCTH, Yrpo3bl 0Oe3omacHocTH HHGOpMaLuy,
peanu30BaHbl OJMHAKOBBIC MPOEKTHBIC PEHICHHs MO HWH(OPMAIMOHHON CHCTEME M €€ CHCTEeMe
3amuTHl HTHGOPMAITHH.

CooTBeTCTBHE CErMEHTAa, HAa KOTOPBIA PAacCHpOCTPAHAETCSl aTTecTaT COOTBETCTBUS, CEIMEHTY



consultantplus://offline/ref=E340C2C48E40B35844223FDF75E64625690E079BBA424E04F2A5A4456Ar4Q
consultantplus://offline/ref=E340C2C48E40B358442220CA70E6462569060294BF4F130EFAFCA847A31F7E6BC5C8B1147723EF9F68r1Q

UH(POPMALIMOHHOM CHUCTEMbI, B OTHOIIEHHMH KOTOPOrO OBUIM TIPOBEICHBI AaTTECTAllMOHHBIC
UCTIBITAHUSA, TIOATBEPKIAETCA B XOJ€E NMPHUEMOYHBIX HCIBITAHUN MH()OPMALMOHHOW CUCTEMBI WIIH
CErMEHTOB MH(POPMAITMOHHON CUCTEMBI.

B cermenTax WH(OPMAIMOHHONW CHCTEMBI, Ha KOTOpBIE PpACHpPOCTPAHSAETCS aTTecTaT
COOTBETCTBUS, OINEPATOPOM OOecreuuBaeTcs COOIOACHUE HKCIUTyaTAallMOHHOW JOKYMEHTAIlMH Ha
cucTeMy 3alIUTHI uHpopMaLuu MH(POPMALIMOHHOM CHCTEMBI u
OpraHU3aIMOHHO-PACTIOPSAUTENBHBIX JOKYMEHTOB IO 3alUTe HHPOPMALIUH.

OcobeHHOoCcTH — aTTecTalliM  MH(OPMAIMOHHOM  CHUCTEMbl HAa  OCHOBE  pPE3YJbTATOB
aTTECTAllMOHHBIX WCIBITAHUN BBIIEIEHHOTO0 HA0Opa €€ CErMEHTOB, a TaKXKe YCIOBHS M IOPSIOK
pacnpocTpaHeHHs] aTTecTara COOTBETCTBUS Ha JApPYrHMe CErMEHThl MH()OPMAIMOHHOW CHUCTEMBI
OINPEACIAIOTCA B IPOrpaMME U METOJMKAX aTTECTALIMOHHBIX MCIIBITAHUN, 3aKJIIOUEHUH U aTTeCTaTe
COOTBETCTBHSL.

17.4. TloBropHas arrtectanusi HWH(MOPMALMOHHOW CHUCTEMbI OCYLIECTBISETCS B cly4ae
OKOHYaHHUs CpOKa JEHCTBUs aTTecTaTa COOTBETCTBHMS MJIM MOBBIIMIEHUS Kjacca 3alUIEHHOCTH
UHPOPMALIMOHHOM cucTteMbl. [Ipu yBennyeHun coctaBa yrpo3 0e30macHOCTH HH()OPMALUU WIH
U3MEHEHMs NPOEKTHBIX PELICHUH, pealln30BaHHbIX MPH CO3JIaHUM CUCTEMbI 3alllUThl MH(OpMaIuu
UH(POPMALIMOHHON CUCTEMBI, IPOBOAATCS TOTIOJHUTENbHBIC aTTECTAMOHHBIC UCIIBITAHUS B paMKax
NEMCTBYIOILEr0 aTTeCTaTa COOTBETCTBHSL.

17.5. BBox B neiictBue HMH(GOPMAIIMOHHONH CHUCTEMbI OCYILECTBISETCS B COOTBETCTBHU C
3aKoHO1aTenbCcTBOM Poccutickoit deneparuu 06 nHpopmaiuu, HHOOPMAITMOHHBIX TEXHOJOTHUIX U
o 3amure uHpopmaruu u ¢ yuetom [OCT 34.601 v npu HATMYUU aTTECTaTa COOTBETCTBHUS.

Obecneuenne 3auUThl UHOOPMAIMH B XOZ€ IKCIUTyaTaI[H
aTTECTOBAaHHOW MH(GOPMAIIMOHHON CHCTEMBI

18. OGecmeuenue 3ammThl HWHPOPMANMK B  XOJE OKCIUTyaTalldd  aTTECTOBAHHOU
UH(POPMALIMOHHON CHUCTEMbI OCYIIECTBIISIETCS ONEPATOPOM B COOTBETCTBUHU C SKCIUTYaTallMOHHOM
JOKYMEHTallMell Ha CHUCTeMY 3alUThl HH(OpPMALMM U OPraHU3aLMOHHO-PACIOPSIUTEIbHBIMU
JOKYMEHTaMH I10 3aIIUTe HH(OPMAIMH U B TOM YHCIIE BKIIIOYACT:

yopaBieHue (aIMUHHCTPUPOBAHWE) CHUCTEMOM 3alIuThl HH(POPMAUM HWHPOPMAITMOHHON
CHCTEMBI;

BBISIBJICHHE WHLUJCHTOB U pearipoBaHUE HA HUX;

ynpaBieHue KoH(puUrypanueil aTrTecTOBaHHONH HH(OPMAIIMOHHOW CHCTEMBI M €€ CHCTEMbI
3amuTHl THGOPMAIIHH;

KOHTPOJb  (MOHHTOPUHI) 3a oOecreueHHeM YpOBHS 3alIMIIEHHOCTH HHGOpMAIH,
cojiepxkanieicss B uHOOPMAITMOHHON CHCTEME.

18.1. B xonme ymnpaBieHus (aIMHUHHCTPUPOBAHUS) CHCTEMOW 3aIlUThl HH(pOpMaIuu
MH(OPMaLIMOHHON CUCTEMBI OCYILIECTBISIOTCS:

3aBeJICHUE M YyJAJIEHUE YUYETHBIX 3allUCcel TOJb30BaTeNeH, YIpaBJICHUE IOJHOMOYUSIMHU
noJib30Baresiel MHPOPMAIMOHHON CHUCTEMBbl M MOJAJEp)KaHUE NMpaBUJ pa3TpaHUYEHHUs JOCTYIa B
UH(POPMALIMOHHOM CUCTEME;

yIpaBlIeHUE CPEICTBAMHU 3aLIUThl HHPOpPMAIMK B MHGOPMAIMOHHON CHCTEME, B TOM 4YHCIIEe
napamMeTpaMM HAacTPOHKHM MPOTPaMMHOTO OOECIIEYEeHHs, BKIIOYas IMPOrpaMMHOE obecreueHue
CPEICTB 3alUThl UHPOPMALIMH, YIPaBIECHUE YUYETHBIMU 3aIMCSIMH MOJIb30BaTeNIel, BOCCTAHOBJICHHE
paboTOCIOCOOHOCTH CpPEACTB 3aIIUThl MH(OpPMAIMM, TEHEepalHio, CMEHY M BOCCTaHOBJICHUE
napoJeu;

yCTaHOBKa OOHOBIIEHHI MPOrpaMMHOr0 oOecreueHus], BKI0Yas MporpaMMHOe oOecriedeHne
CPEICTB 3aluThl HWHQPOPMAIIUM, BBITYCKAEMBIX pa3paboTYMKaMu (TIPOU3BOAUTEIISIMH) CPEACTB
3alUTh MHOOPMAIH WIH TI0 UX MOPYUYCHHUIO;
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LEHTPAIM30BAaHHOE YIPABICHHE CUCTEMOH 3alUThl HHPOPMAMU HHPOPMALMOHHON CUCTEMBI
(pu HEOOXOUMOCTH);

peructpanysi M aHanu3 coObITUH B WH(GOPMAMOHHON CHCTEME, CBS3aHHBIX C 3aIIUTON
nHpopmaruu (1anee - COOBITHS OE30MaCHOCTH);

nH(GOPMHUpPOBAHUE TMONB30BaTENe 00 yrpo3ax 0e30MmacHOCTH HH(OpMAIMH, O MpaBUIax
JKCILTyaTalluy CUCTEMbI 3alUThl HHQOpPMALUK WHOOPMALIMOHHONW CUCTEMBI U OTAEIBHBIX CPEICTB
3alUTHl MH(QOpPMAIINH, a TAKXKe UX 00ydeHHe;

COIMPOBOXACHUE (YHKIMOHUPOBAHUS CHCTEMbI 3alIUThl HHPOpMAUM HHPOPMAIIMOHHOM
CHCTEMBI B XOJI€ €€ IKCIUTyaTalluy, BKIIOYasi KOPPEKTHPOBKY AKCILUTYaTallMOHHOW TOKYMEHTALUU Ha
Hee ¥ OpPraHU3alMOHHO-PACIIOPAIUTENbHBIX JOKYMEHTOB IO 3alUTe HHPOpMAaIIHH;

18.2. B xo/1e BbIsBICHUS! HHIUCHTOB U PEarupoBaHuUsl HA HUX OCYILECTBIISIOTCS:

oTpesieNIeHUE JIMIl, OTBETCTBEHHBIX 32 BBISIBIICHUE UHIMICHTOB U pearnpoBaHKe Ha HUX;

oOHapyXKeHHe U HIEeHTH(UKAIK UHIUACHTOB, B TOM YHCIIE OTKAa30B B 00CITYy)KHBaHUU, COOEB
(mepe3arpy3ok) B paboTe TEXHHYECKHUX CPEICTB, MPOTPAMMHOTO OOCCIIEYCHHS U CPEJICTB 3aIIUThI
uHpOpMaLIUY, HAPYIICHUH MPAaBUJ pa3rpaHUYEHUs J0CTYIa, HEMPAaBOMEPHBIX IEHCTBUI 1O cOOpy
nH(popMaIuy, BHEAPEHUH BPEIOHOCHBIX KOMIBIOTEPHBIX MpOrpamMMm (BHPYCOB) U HMHBIX COOBITHH,
NPUBOAALINX K BOSHUKHOBEHHIO MHIIUICHTOB;

CBOEBpEMEHHOE HWH(GOPMUPOBAHHME JIMI, OTBETCTBEHHBIX 3a BBISBICHHE HWHIUICHTOB H
pearupoBaHMe Ha HHUX, O BO3HMKHOBCHMHM HHIHMJCHTOB B HWH(POPMALMOHHOM CcHCTEME
M0JIb30BATESIMHU U a]MUHUCTPATOPaAMU;

aHaJIN3 WHIMJIEHTOB, B TOM YHCIIE ONpEACTCHWE HCTOYHUKOB W TNPHYUH BO3HHUKHOBEHUS
MHIUICHTOB, a TAK)KE OLIEHKA UX MOCJIE/ICTBUM;

IUIAHUPOBAaHUE W NPUHATHE MEp IO YCTPAaHCHHIO MHUUACHTOB, B TOM YHCJIE IO
BOCCTAHOBJIEHHIO MH()OPMALlMOHHONW CHCTEMBI U €€ CErMEHTOB B Cllydae OTKa3a B OOCIy)KHBaHHUU
WIK Tocie cOO0eB, YCTPAaHEHHIO MOCIEICTBUI HapyIIEHUS MpaBWI pPa3TPaHUUYCHUs JOCTYIa,
HENPaBOMEPHBIX JEHCTBUI Mo cOopy HHGpOpMaluu, BHEIPEHHS] BPEAOHOCHBIX KOMIIBIOTEPHBIX
nporpaMm (BUPYCOB) U MHBIX COOBITUH, MTPUBOSIIUX K BOSHUKHOBEHUIO HHIIUJICHTOB;

IUIAHUPOBAaHUE M TMPUHATHE MeEp IO MPEAOTBPALIECHUIO IMOBTOPHOTO BO3HUKHOBEHUS
UHIUJICHTOB.

18.3. B xone ympaBneHusi KoHGUTYypalued aTTeCTOBaHHOW MH(POPMAIMOHHON CHCTEMBI U €e
CHCTEMBI 3alUThI HH(OPMAIIMH OCYILECTBIISIOTCS:

noajepkaHue KoHGUrypauud HHPOPMALIMOHHOW CHCTEMBI M €€ CHUCTEMBbl 3alllUThl
uHpopMauu (CTPYKTYphl CUCTEMBI 3alUThl MHPOpPMAUU HH()OPMAIIMOHHONW CHCTEMBI, COCTaBa,
MECT YCTaHOBKM M TIapaMETPOB HACTPOWKH CPEACTB 3alllUThl HHPOpPMAIMH, IPOrPaMMHOTO
o0ecrieyeHnss U TEXHHUUECKUX CPEICTB) B COOTBETCTBUU C JKCILTyaTallMOHHON JOKYMEHTAIMel Ha
cucteMy 3amuThl uHOopMmaruu (Tmoanep)kanue 0a30BoM  KoHUTrypanuu HHGOPMAIIMOHHON
CHCTEMBI U €€ CUCTEMBI 3alUThl MH(OpMAIIH);

OTpesieNIeHUE JIUL, KOTOPBIM pa3pelieHbl JIEHCTBUS MO BHECEHHIO M3MEHEHHHl B 0a30BYIO
KOH(UTYpaIuio HHPOPMAITMOHHON CHCTEMBI U €€ CHCTEMBI 3aIlUThl HHPOpPMAIIHH;

yOpaBiIeHUE HW3MEHCHUSMH 0a30BOM KoH(urypanmuu WHHOPMAIIMOHHONW CHCTEMBI M €€
CHCTEMBI 3alUTHl HHPOPMAIIUH, B TOM YHUCIIE ONIPEIEICHUE TUIIOB BO3MOKHBIX U3MEHEHUN 0a30BOi
KoHpurypanuun  WHOOPMAIIMOHHOW CHCTEMBI M €€ CHCTeMbl 3alluThl  WH(OpMaIuu,
CaHKIIMOHUPOBAHME BHECEHUsSI U3MEHEHUH B 0a30BYI0 KOH(UTYparuio HHPOPMAITMOHHONW CUCTEMBI
U ee CHUCTeMbl 3aluThl HH(GOpPMALUU, TOKYMEHTUPOBAHHE NEHCTBUI 1O BHECEHHIO M3MEHEHHH B
0a30Byl0 KoH(pUTyparuio HHPOPMAIIMOHHON CHUCTEMBI M €€ CHCTEMbI 3alluThl WH(OpMAIUH,
COXpaHEHHE JaHHBIX 00 M3MEHEHUsX 0a30BOW KOHGUTYyparuu WH(GOPMAIIMOHHOW CHCTEMBI M €€
CHCTEMBl 3aIIWUThl MH(POPMALMU, KOHTPOJb NEHCTBUH 10 BHECEHHIO H3MEHEHHH B 0a30BYIO
KOH(purypamuo nHGOPMaITMOHHON CHCTEMBI U €€ CUCTEMBI 3alIUThl HHPOPMAIINH,

aHaJN3 MOTCHUUAIBHOTO BO3JEHCTBHS IUIAHUPYEMbIX M3MEHEHUI B 0a30BoW KOH(UTypanuu



UHPOPMALIMOHHOM CHCTEMBl M €€ CHUCTEMBl 3allUThl HWH(POpMAIMM HAa OO0ECHEUYEHHUE 3aIIUTHI
UHPOpPMALIMK, BO3HHUKHOBEHHE JIOTIOJHUTEIFHBIX  yrpo3  0€30MacHOCTH HWH(pOpMAIUu |
paboTocrmocoOHOCTh HH(POPMAIIMOHHOW CUCTEMBI;

OTIpeieNIeHUe MapaMeTPOB HACTPOWKH MPOTPAMMHOTO OOECIICYCHHUSI, BKIIFOUYAsl MPOTPAMMHOE
o0ecrieyeHne CpeACTB 3alIUThl WH(POPMAIUK, COCTaBa M KOH(MUTYPAIIUM TEXHUYECKHX CPENICTB U
MpPOrpaMMHOTO  OOecCIeYeHusi 0 BHECEHHMs] W3MEHEHHH B  0a30Byl0  KOH(MUTypaIHio
UH(POPMALIMOHHOM CUCTEMBI U €€ CUCTEMBbI 3allUThl HH(pOpMaIumy;

BHeCeHHE HHpopManuu (MaHHBIX) 00 W3MEHeHUsX B  0a30BoiM  KoHpUTypamuu
UHPOPMALIMOHHOM CHUCTEMBI M €€ CHCTEMBbl 3aIlUThl HH(POPMALUU B HKCIUIYaTAIMOHHYIO
JOKYMEHTAITUIO Ha CUCTEMY 3alUThl HH(popMaruu nHHOPMAIIHOHHON CHCTEMBI;

MPUHATHE PEIICHUsS TI0 Pe3yJibTaTaM YIpaBlIeHUs] KOH(UTYpaluei O MOBTOPHOM aTTecTaluu
WH(POPMAIIMOHHON CUCTEMBI WJIHM MTPOBEACHUM JIOTIOTHUTEIIBHBIX aTTECTAMOHHBIX HCITBITAHMH.

18.4. B =xome KOHTpoist (MOHHUTOPHHTA) 3a OOECIEYCHHEM YPOBHS 3alIMIIEHHOCTH
UH(pOPMAIINH, COIeprKaIIeicss B HHQOPMAIIMOHHON CHCTEME, OCYIIECTBIISIOTCS:

KOHTPOJIb 32 COOBITHUSMHM 0O€30MacHOCTH M JCHCTBUSAMH MOJb30BaTeleld B MH(GOPMAIIMOHHOMN
cucTeMe;

KOHTpOJb (aHadM3) 3aIIMIICHHOCTH WHGpOpMalMU, cojepxameiics B HH(OpMAIMOHHON
cucTeMe;

aHaJIM3 U OLEHKAa (YHKIMOHMPOBAHUS CHCTEMBl 3alIUThl MH(OpManuu HHGOPMAIIMOHHON
CHCTEMBI, BKJIFOYasl BBISIBIICHUE, aHAJTU3 U YCTPAaHCHHE HETOCTATKOB B (DYHKIIMOHUPOBAHUH CUCTEMBI
3alUTh MHQOpMAIMKM HHPOPMALIMOHHON CUCTEMBI,

MePUOMYCCKUI aHAJIN3 M3MEHEHUsI yrpo3 0e30macHOCTH MH(POPMAIMK B WH(POPMAITMOHHON
CHCTEME, BOSHUKAIOIIUX B XOJIE €€ IKCIUTyaTalluy, U IPUHATHE MEp 3aIlUThl HH(POpPMALIUU B CIydae
BO3HHKHOBEHHUSI HOBBIX YIp03 0€30MMacHOCTH HH(pOpMaIuu;

JOKYMEHTUPOBAHHE MPOLEAYpP U PE3yJIbTaTOB KOHTPOJIA (MOHMTOPUHTIA) 3a OOecleYeHHuEeM
YPOBHSI 3alIUIIIEHHOCTH WH(OPMAIINHU, COAEPIKaIIelcss B HH()OPMAIMOHHON CHCTEME;

NPUHATHE PEIICHUsS MO pe3yjabTaTaM KOHTPOJS (MOHMTOpPMHIA) 3a 00ECIECUYEHHUEM YpPOBHS
3aIUIIEHHOCTH HWHPOpMaMK O JA0pabdoTKe (MOJEPHH3AlMM) CUCTEMBI 3aIlUThl WH(OpMaIUu
UH(POPMALIMOHHOM CHUCTEMBI, TOBTOPHOH aTTeCcTallMi HHPOPMALMOHHONW CUCTEMBI WM MPOBEICHUH
JIOTIOJTHUTEIILHBIX aTTECTAIIMOHHBIX UCTIHITAHUH.

OoOecneueHne 3anIUThl HHOOPMAIMH MTPH BBIBOJIE U3 SKCILTyaTaIlluu
aTTeCTOBAaHHOW MH(POPMALIMOHHOMN CUCTEMbI UJIH MTOCTIEC IPUHSTUS
petieHust 00 OKOHYaHUU 00paObOTKH MHGOPMAITTH

19. OGecneyenue 3amuThl WUHGOPMAIMM TIPU BBIBOJE W3 OSKCIUTyaTalldd AaTTECTOBAHHOU
UHPOPMALIMOHHOM CHCTEMBl MM IIOCIEe NPUHATHS pelieHus 00 OKOHYaHHU 00paboTKH
UH(POPMAIIUN OCYIIECTBISIETCS] ONEPATOPOM B COOTBETCTBUU C IKCILTyaTAIIHOHHON TOKYMEHTAIIUEH
Ha cUCTEMY 3aIUTHI uHpOopMaIuu MH(POPMALIMOHHOM CHCTEMBI u
OpraHU3aIMOHHO-PACTIOPSAUTEIBHBIMA JJOKYMEHTaMH TIO 3aliuTe WHPOPMAIMM U B TOM YHCIC
BKJTIOYAET:

apXWBHpPOBaHUE HH(DOPMAINH, CoMepKaIIeics B MHPOPMAIIMOHHOHN CUCTEME,;

YHUYTOXKEHUE (CTHpaHHE) JaHHBIX M OCTAaTOYHON HMH(OPMALUU C MAIIMHHBIX HOCHTEIEH
nHpopmanuu 1 (WIM) YHUYTOKEHNE MAITMHHBIX HOCUTENCH HH(POPMAIIHH.

19.1. ApxuBupoBanue uHpOpMAIHHU, colepKalleiicss B MHYOPMAITMOHHON CHUCTEME, JOJDKHO
OCYIIECTBIISATHCS TIPU HEOOXOAMMOCTH JAIBHEHINIETO UCTIONb30BaHUS HHPOPMAIIUU B IEATEILHOCTH
oreparopa.

19.2. YHuuTOXEeHHE (CTUpaHWE) JaHHBIX U OCTATOYHOW MH(POPMAIIMH C MAIIMHHBIX HOCUTEIIEH
UHOpPMALIUU TPOU3BOAMUTCS MPU HEOOXOIMMOCTH Tepefadd MAIIMHHOTO HOCUTENs MH(opMaiuu



JPyromy IMoJb30BaTeN0 HH(OPMAIIMOHHON CUCTEMBI HJIM B CTOPOHHHUE OpraHM3aluu Ul PEMOHTA,
TEXHUYECKOTO OOCTYKHBAaHUS WIH JATHHEUIIIETO YHUITOXKCHUSI.

[Ipu BbIBOOE U3 OKCIUTyaTallMM MAaIIMHHBIX HOCHUTENeH WH(pOpMalMKU, Ha KOTOPBIX
OCYIIECTBISIUCh ~ XpaHeHWe u  00paboTka uWH}OpManuu, OCYIIECTBIsETCS (HU3NUECKOe
YHUYTOXKCHHUC 3THX MAIIMHHBIX HOCHUTEIIEH I/IHq)OpMaI_[I/II/I.

I1l. TpeGoBanus Kk MepaM 3aIIUTHI HHPOPMALIUH, COIEPIKAIIEHCS
B UH(OPMAIIMOHHON CUCTEME

20. OpraHu3aiiOHHBIE W TEXHUYECKHE MEPHl 3allUThl HMH(POPMAIUH, peaU3yeMble B
UH(POPMALIMOHHOM CHUCTEME B PaMKax €€ CHCTEMBI 3alllUThl MH(OPMAIUH, B 3aBUCUMOCTH OT YIpo3
0e30macHOCTH nHdopmaIuu, HCITOJTh3YEMBIX nH()OPMAITMOHHBIX TEXHOJIOTUA u
CTPYKTYpHO-(QYHKIIMOHAIBHBIX ~ XapaKTEPUCTUK  WH(MOPMAIMOHHOW  CHUCTEMBI  JIOJDKHBI
o0ecneunBaTh:

UACHTU(UKAIMIO U ayTEHTH(PUKALINIO CYyObEKTOB JIOCTYIAa U OOBEKTOB JIOCTYIIA;

yIpaBJIeHUE JTOCTYIIOM CYOBEKTOB JOCTYIAa K 00BEKTaM JIOCTYTIA;

OrpaHUYEHUE MPOTPAMMHOMN CpeJibl;

3alUTy MAIIMHHBIX HOCUTENEH HHPOpMaIIH;

pETUCTpaIHIO COOBITUI 06€30MaCHOCTH;

AHTUBUPYCHYIO 3aILIUTY;

oOHapyeHHe (TpeI0TBpaIleHue) BTOPKEHUH;

KOHTPOJIb (aHAJIN3) 3aIIUIIEHHOCTH HH(POPMAIIHH;

LIEJIOCTHOCTh UH(POPMALMOHHOW CUCTEMBI U MH(OpMAIH;

JOCTYITHOCTh MH(MOpMAITNH;

3aIUTY CPEIbl BUPTYaTU3AIINN;

3alUTy TEXHUYECKUX CPECTB;

3anIUTy HH(OPMAIIMOHHON CUCTEMBI, €€ CPEICTB, CUCTEM CBS3H U Nepeaayy TaHHBIX.

CocraB Mep 3amuThl HHGOpPMAIUU U WX 0a30BbIE HAOOPHI JUISI COOTBETCTBYIOIIMX KJIACCOB
3AIIUIIICHHOCTH WH(QOPMAIMOHHBIX CHCTEM TMPUBEACHBI B MPWIOKEHHH N 2 K HACTOSIIUM
TpeboBanusM.

20.1. Mepsl o uACHTU(DUKALUY U ayTeHTU(UKAIUN CYOBEKTOB JI0CTyNa U 0OBEKTOB J0CTYyIa
JOJKHBI OOecreunBaTh MPUCBOEHUE CYOBEKTaM U OO0BEKTaM JOCTyNa YHHKAIbHOIO IpHU3HaKa
(uneHTU(UKATOPA), CPABHEHUE MPEABSIBIIEMOT0 CyOHEKTOM (0OBEKTOM) JOCTYIA HACHTU(UKATOPA
C MEepeyHeM MPHUCBOCHHBIX HACHTU(PUKATOPOB, a TaKkKe MPOBEPKY MPHUHAIICKHOCTH CYOBEKTY
(00BEKTY) mOoCTyIa NPEaBIBICHHOTO UM UACHTU(UKATOPA (TIOATBEPKACHUE MTOATUHHOCTH).

20.2. Mepbl 1o YIpaBIEHUIO JOCTYIIOM CYOBEKTOB JOCTyIMa K OOBEKTaM JOCTYyMa JOKHBI
o0ecrieynBaTh yrpaBJeHUE IPaBaMU U PUBUIIETHSIMUA CyOBEKTOB JI0CTYIIA, pPa3rpaHUUYCHUE TOCTyIa
CyOBEKTOB JOCTyna K OOBEKTaM JOCTylla Ha OCHOBE COBOKYMHOCTHM YCTAHOBJICHHBIX B
UH(POPMALIMOHHOM CHUCTEME IMpaBHJ pa3rpaHUUYEHUs TOCTYIa, a TaKKe 00ecrevyrBaTh KOHTPOJb
COOJTIOICHHS THX TIPaBUJL.

20.3. Mepbl 10 OTrpaHUYEHHUIO MPOTPAMMHON Cpeabl TOJDKHBI 00ECeunMBaTh YCTAaHOBKY H
(W) 3amyCcK  TOJBKO PAa3peIIeHHOTO0 K HCIOJIb30BAaHWIO B  HMHGOPMAIIMOHHOW CHCTEME
OPOTPAaMMHOTO OOECIIEYeHUsT WM HUCKJII0YaTh BO3MOXKHOCTh YCTAHOBKM U (WJIM) 3amycka
3aIpeIIeHHOT0 K UCTOIb30BaHUIO B MH(OPMAIIMOHHON CUCTEME MTPOrPaMMHOT0 00ECTIeUeHusI.

20.4. Mepsl 1O 3amMTe MAIIMHHBIX HOcHUTened wuHdopMamuu (cpeacTsa oOpabOTKH
(xpanenus) wH(OpMAIMK, CHEMHBIC MAIIMHHBIE HOCHTEIM WH(POPMAIUM) JOJKHBI HCKIIOYATh
BO3MOXXHOCTh HECAaHKIIMOHHUPOBAHHOTO JOCTYMa K MAIIMHHBIM HOCHTEISM U XpaHSIIeWcs Ha HUX
uH(pOpMalliK, a TakKe€ HECAaHKIMOHHUPOBAHHOE HCIIOJIb30BAHME CHhEMHBIX MAIIUHHBIX HOCHUTEJEH
uHpOpMaLIUH.



20.5. Mepsl 1o perucTpanuu coObITUH 0€30MacHOCTH JOJDKHBI obecneunBaTh cOOp, 3aruch,
XpaHeHHE W 3amuTy WHQOpManuu O COOBITHSIX 0€30MacHOCTH B WH(OPMAIMOHHOW CHCTEME, a
TaKXe BO3MOXHOCTHh IPOCMOTpa M aHaIW3a MH(OpMAIMH O TaKUX COOBITHSX M pearupoBaHUE Ha
HUX.

20.6. Mepsl 1O aHTUBUPYCHOHM 3amMTe JOJDKHBI oOO€cleynBaTh OOHApYXKEHHE B
MH(OPMALIMOHHON CHCTEME KOMITbIOTEPHBIX MpOrpamMm MO0 MHON KOMIbIOTEpHOM MH(OpMaiuu,
NpeJHa3HAYCHHON /Il HECAaHKIIMOHMPOBAHHOTO YHHUTOXECHMS, OJIOKMPOBaHMS, MOAMU(DUKALNH,
KOIUPOBaHUS KOMIBIOTEPHON MHPOPMAIMK WM HEUTpalu3alu CPeACTB 3allUThl HHOpMaLUY, a
TaKXe pearupoBaHue Ha OOHApyKEHUE STUX MPOTrpaMM M UH(OpPMAIIH.

20.7. Mepsl mo oOHapyXeHHIO (TIPEIOTBpAICHUIO) BTOPKEHHH JIOJDKHBI 00ECIeunBaTh
oOHapyxeHHe AeWCTBUH B WHGOPMAIMOHHON CHUCTeME, HAIPaBICHHBIX Ha IMpeIHaMEpPEHHBIH
HECaHKIIMOHUPOBAHHBIN TOCTYN K MH(OpManuHy, crienuaibHble BO3ACHCTBUS HAa HH(POPMALIMOHHYIO
cucrteMy U (M) HHGOPMAIIMIO B LIESIX €€ JOOBIBaHUS, YHUUTOXKECHUS, UCKAKEHUS M OJIOKUPOBAHUS
JocTyna K HHpopMaIiy, a TakkKe pearupoBaHue Ha 3TH JIeHCTBUS.

20.8. Mepbl mo KOHTpOMIO (aHANU3y) 3AIIMIICHHOCTH MH(POPMALUHU TOJDKHBI 00eCreunBaTh
KOHTPOJIb YPOBHS 3alllMIIEHHOCTH HH(pOpMAaIUu, cojaepxkaiieiics B MH(DOPMALIMOHHOW CHCTEME,
NyTEeM TPOBEJCHUS MEpPONPUATHH MO aHAIU3y 3allUIIEHHOCTH WH()OPMAIMOHHONW CHCTEMBI H
TECTUPOBAHUIO €€ CUCTEMbI 3aIlIUThl HHPOPMALIHH.

20.9. Mepsl mo obecneueHHIo MEIOCTHOCTH WH(GOPMAIMOHHONM CHUCTEMBl M HH(POpPMALUU
JOJKHBI o0ecrieunBaTh OOHapykeHHEe (PaKTOB HECAHKLIMOHUPOBAHHOTO HAPYIIEHUS IIEJIOCTHOCTH
UH(POPMALIMOHHOM CUCTeMbl U cojepxaiieiics B Hell HH(OpMamuu, a TakkKe BO3MOXHOCTb
BOCCTaHOBJICHHUSI HH()OPMAITMOHHOM CUCTEMBI U COJIepKAIIeics B Hell nH(OpMaIuy.

20.10. Mepsl mo oOecneueHHIO AOCTYIHOCTH HWH(POPMALUMU JODKHBI 00ecreunBaTh
aBTOPU30BAaHHBIN JOCTYN MOJIb30BaTENeH, UMEIOIINX MpaBa MO TaKOMY JOCTYIy, K MHbOpMaluu,
cojepxaiieiics B HMHPOPMALMOHHOM CHUCTEME, B IITAaTHOM peXuMe (QYHKIIMOHUPOBAHHUS
WH()OPMAITMOHHOW CHCTEMBI.

20.11. Meps! 110 3aIKTE CPebl BUPTYAIU3ALUN JODKHBI UCKIIIOYaTh HECAHKLIIMOHUPOBAHHBIN
IocTynn K umH(popManuu, oOpabaTeiBaeMOM B BHPTYAITbHOW HMHPPACTPYKTYpE, U K KOMIIOHEHTaM
BUPTyaJIbHOW HMH(PACTPYKTYpHI, a TaKKe BO3JeHCTBHE HAa MH(POPMALMIO U KOMIIOHEHTHI, B TOM
YHClie K CPEeICTBAM YIIPaBJICHUsI BUPTYAIbHONH UH(PPACTPYKTYpOil, MOHUTOPY BUPTYaJbHBIX MAIIUH
(TUIepBU30py), CUCTEME XPaHEHHs NAaHHBIX (BKJIIOYAs CHCTEMY XpaHEeHHs 00pa30B BUPTyaJbHOU
UHQPACTPYKTYpHl), CETH IMepeladd JaHHBIX 4Yepe3 3JEMEHThl BHUPTYaJbHOM WM (U3NYECKOU
UHPPACTPYKTYPBI, TOCTEBBIM ONEPAI[IOHHBIM CUCTEMaM, BUPTYaJIbHBIM MalluHaM (KOHTEeHHepam),
CUCTEME M CETH pPEIUIMKAllMHM, TEPMUHAIbHBIM U BUPTYaJbHBIM YCTPOMCTBAM, a TaKXe CHUCTEME
PE3EPBHOTO KOIMPOBAHUS U CO3/IaBAEMBIM €10 KOIHUSIM.

20.12. MepsI 10 3aIUTE TEXHUYECKUX CPENICTB JIOJDKHBI MCKIIIOYATh HECAHKIIMOHUPOBAHHBIN
JIOCTYI K CTAI[MOHAPHBIM TEXHUYECKHM CpelCTBaM, 00pabaThIBalONIMM HH()OPMALIUIO, CPEACTBaM,
obecrieunBarouM  (QYHKIIMOHUPOBAHWE HWH(POPMAIMOHHOW CHCTeMBI (Jajiee - CpeacTBa
oOecrieyeHns (HYHKIIMOHUPOBAHUA), U B MOMEIICHUS, B KOTOPHIX OHHU IOCTOSHHO PAaCIHOJIOXEHBI,
3alIUTy TEXHUYECKUX CPEACTB OT BHEIIHHUX BO3JEHCTBUHM, a Takke 3alluTy HHopMauu,
NPECTaBICHHON B BUJIe HH()OPMATUBHBIX HJIEKTPUUECKUX CUTHAJIOB U (PU3UUECKUX ITOJICH.

20.13. Mepsl 1o 3amuTe HHGOPMAITMOHHONW CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3HM U Tepeaadn
JAHHBIX JIOJDKHBI OOEcIieurBaTh 3aIUTy HMH(POPMALMU NPH B3aMMOACHCTBHM HH(POPMALMOHHOM
CUCTEMbl WJIH €€ OTHCNbHbIX CErMEHTOB C WHBIMH HHQOPMAIIMOHHBIMH CHUCTEMaMH H
UH(POPMALIMOHHO-TEIIEKOMMYHUKAIIMOHHBIMU  CETSIMH TIOCPEJICTBOM TPHUMEHEHHS] apXUTEKTYpHI
MH(OPMALIMOHHONW CHUCTEMbI, NPOEKTHBIX pEIIeHUH @0 €€ CHUCTeMe 3aluThl HHGOpMaluy,
HAIPaBIICHHBIX Ha 00eCIeueHNEe 3aIUThl HHPOPMAIIHH.

21. Beibop mep 3ammThl HHGOpMAIUK 1T UX peau3aiuu B MHGOOPMAIMOHHONW CHCTEME B
paMKax ee CUCTEMBbI 3alUThl HH(OpMaIK BKIIIOYAET:



orpesneneHue 06a3z0Boro Habopa Mep 3alMThl WHGOpPMALMU JAJs YCTAaHOBJIEHHOTO Kiacca
3alIUIIEHHOCTH UH(QOPMAIIMIOHHON CHCTEMbI B COOTBETCTBUU C 0a30BBIMU HaOOpaMHu Mep 3alllUThI
uHOpMaLKK, IPUBEICHHBIMH B MpriiokeHUH N 2 K HacTosiuM TpeGoBaHuUsM;

aganTanuioo  0a3oBoro Habopa Mep 3amuThl  WHPOPMAIMH  MPUMEHUTEIBHO K
CTPYKTYPHO-(DYHKITMOHAIBHBIM XapaKTepUCTHKaM WH(POPMALIMOHHON CUCTEMBbI, HH(POPMALMOHHBIM
TEXHOJIOTHSIM, OCOOCHHOCTSM (YHKIIMOHUPOBAHUS WH(GOPMAITMOHHOM CHUCTEMBI (B TOM YHCIIC
npeaycMaTpUBAIOIIyI0 HCKIIOYeHHe Hu3 0azoBoro Habopa Mep 3amuThl HH(QOpMAIuu Mep,
HEINOCPEACTBEHHO CBS3aHHBIX C HH()DOPMALIMOHHBIMU TEXHOJIOTHSIMH, HE MHCIOIb3yeMbIMH B
UHPOPMALIMOHHOM CHUCTeMEe, WM CTPYKTYPHO-(DYHKIIMOHAIBHBIMUA XapaKTepUCTHKAMHU, He
CBONCTBEHHBIMU MH(POPMAITMOHHOMN CHCTEME);

YTOYHEHHUE aJalTHPOBAHHOTO 0a3oBOro Habopa Mep 3aIlUThl WH(GOPMAIMHM C YYETOM HE
BBIOPAaHHBIX paHee Mep 3alluThl WHPOPMAIHUHU, MPUBEACHHBIX B MPUIOKEHUH N 2 K HACTOSIINM
TpeboBaHusIM, B pe3ynbTaTe 4ero OMpPEAESIOTCS Mephl 3aIllUThl MH(OPMAIUH, 00eCIIeUnBatOLIIe
OJIoKMpoBaHKE (HEUTpaIH3allii0) BCEX yrpo3 0e30MmacHOCTH MH(MOpPMAIUH, BKIIOUYCHHBIX B MOJIEITh
yrpo3 6e30MacHOCTH WH(POPMAIIHH;

JIOTIOJTHEHNWE YTOYHEHHOTO aJanTHPOBAHHOTO 0a30BOro Habopa Mep 3amuThl UHGOpMAIUN
MepamH, 00eCreunBaIOIMMI BBINOJIHEHHE TPeOOBaHUI O 3amuTe MH()OPMAIMH, YCTaHOBICHHBIMU
WHBIMM HOPMAaTHUBHBIMHM IPABOBBIMU aKTaMH B O0JIaCTH 3aIlMThl MH(OpPMAlNMHU, B TOM 4YHCIE B
00J1aCTH 3aIUTHl IEPCOHAIBHBIX TAHHBIX.

s BeiOOpa Mep 3amuThl MHGOpPMALMU 7S COOTBETCTBYIOIIETO KJlacca 3alllUIICHHOCTH
UHPOPMALIMOHHON CHUCTEMBI TPUMEHSIOTCS METOAMYECKHE JOKYMEHTBI, pa3paboTaHHBIE W
yrBep)kaeHHbie DCTOK Poccun B cooTBercTBMM ¢ moAnyHKTOM 4 niyHkTa 8 Ilomokenust o
OenepanbHOil CiTy)kO€e MO TEXHHYECKOMY W HKCHOPTHOMY KOHTPOJIIO, YTBEPXKICHHOTO YKa3oM
[Ipesunenta Poccuiickoit denepamuu ot 16 aBrycra 2004 r. N 1085.

22. B unH(pOopMaIMOHHON cHCTEME COOTBETCTBYIOIIETO Kjacca 3allMIICHHOCTH B paMKax ee
CUCTEMBbl 3alllUThl MHGOpPMAlUU JIOJKHBI OBITh peaTu30BaHbl MEpPbI 3alluThl HHGOpPMAIUH,
BBIOpaHHBIE B COOTBETCTBMM C NyHKTOM 21 Hacrosmux TpeGoBanmii u oOecriednBaronine
OyIoKMpoBaHKEe (HEUTPATH3aIIMIO) BCEX YyIpo3 0€30MacHOCTH HH(OPMAITUH.

[Ipu >TOM B UWHPOPMALMOHHON CHUCTEME [OJDKEH ObITh, KaK MHHHMYM, pEaln30BaH
aJanTHUPOBAHHBIN 0a30BbIM HAOOpP Mep 3alUTHI HH()OPMALIUK, COOTBETCTBYIOUINM YCTaHOBICHHOMY
KJIacCy 3alUIIEeHHOCTH UH(OPMAIIHOHHON CHCTEMBI.

23. Tlpy HEBO3MOXHOCTH peaau3anvi B WHOOPMAITMOHHOW CHCTEME B paMKaxX €€ CHCTEMbI
3amUThl UHOOPMAIIUK OTIENHHBIX BBIOPAHHBIX MEpP 3alIUThI MH()OPMAIIMKM HA 3Tamax aJanTaiuu
6a3zoBoro Habopa Mep 3amuThl HHGOPMAITMN WM YTOYHEHHS aJanTHPOBaHHOTO 0a3oBoro Habopa
Mep 3amuThl MH(OPMAIMM MOTYT pPa3pabaThIBaThCs WHBIE (KOMIICHCHUPYIOIIME) MEpbl 3aIUThI
uHpopmarnuu, oOecrieuMBaroOlMe  ageKBaTHOE  OJIOKMpOBaHWE  (HEUTpaIu3alMio)  yrpo3
6€301acHOCTH HH(POPMAIIHH.

B stoM cinywae B xome pa3pabOTKH CHCTEMBI 3amuThl WHOOpMAIuu HWH(POPMAIMOHHOMN
CHCTEMBI JIOJDKHO OBITh NMPOBEIACHO OOOCHOBaHHE MPUMEHEHHUS KOMIICHCUPYIOUIMX MEp 3aIlUThI
uH(poOpMalliK, a MpU aTTECTAlMOHHBIX MCIBITAHUSIX OIICHEHAa JOCTaTOYHOCTh U aJeKBaTHOCTb
JAHHBIX KOMIICHCHPYIOIIMX Mep Juid OJOKHpOBaHUS (HEHTpanmu3anuu) yrpo3 Oe30MacHOCTH
nHpopmanuu.

24. Mepsb! 3aiUThl HUH(GOPMAIIMK BEIOUPAIOTCS U PEATH3YIOTCS B MH(POPMALIMOHHON cucTEME B
paMKax €€ CHCTEMbl 3allUThl WH(POpPMAlMU C Y4YETOM Yyrpo3 0e30MacHOCTH HHGPOPMAINH
OPUMEHUTEIBHO KO BCeM OOBEKTaM M CyOBEKTaM JOCTyla Ha amnmapaTHOM, CHCTEMHOM,
MPUKIIATHOM U CETEBOM YPOBHSX, B TOM UHCJIE B CPE/ie BUPTYaIU3alUU U 00JIAUHBIX BHIYMCICHUH.

25. BrpiOpanHble W peajn30BaHHBIE B HMH(OPMAIIMOHHOW CHUCTEME B paMKaxX €€ CHUCTEMBI
3amUThl THGOPMAITUH MEPHI 3aIUTH HHGOPMAITH TOHKHBI 00€CTIeUnBaTh:

B MH(OPMAIMOHHBIX CUCTeMax | Kilacca 3aIlUIIEHHOCTH - HEUTpaau3anuio (OJIOKUpOBaHHE)
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yrpo3 0e30macHOCTH WH(OpPMaNMU, CBSI3aHHBIX C JIGHCTBUSMU HAPYIIUTENS C BBICOKHUM
MOTEHLINATIOM;

B MH(OPMAIIMOHHBIX CHCTEMax 2 KJlacca 3allUIIEHHOCTH - HEUTpaau3anuio (OJIOKUpOBaHHE)
yrpo3 Oe3omacHocTH WHGOpPMAIUU, CBSI3aHHBIX C JEHCTBUSMHU HApyLIUTENs C MOTEHLMAJIOM He
HUXE CPEJIHETO;

B MH(POPMAIIMOHHBIX CHUCTeMax 3 W 4 KIacCOB 3allMIIEHHOCTH - HEUTpaIU3aluio
(61okupoBaHue) yrpo3 Oe3omacHOCTH WHGOPMAIUH, CBS3aHHBIX C JCHCTBUSAMH HApYIIMTENS C
HU3KHUM MTOTEHIHATIOM.

[ToreHiman HapymuTesss ONPEAEISIETCA B X0/I€ OLIEHKU €r0 BO3MOYKHOCTEM, POBOAUMON MIPU
onpezeNeHuu yrpo3 0e3omacHOCTH WH(OpMAalKMKd B COOTBETCTBUU C IMYyHKTOM 14.3 HacToALUX
TpeboBanmii.

OneparopoM MOXET ObITh NMPUHATO PEIIEHHWE O MPUMEHEHMHM B MH(OPMALMOHHOW CUCTEME
COOTBETCTBYIOIIIETO KJIacca 3aIIUIEHHOCTH MEp 3alUThl HH(OPMAIIUU, 00SCTICUNBAIONIUX 3aAIIUTY
OT yrpo3 Oe3omacHOCTH UWH(MOPMAIUK, pEAU3yeMbIX HapyImuTeIeM ¢ 00Jiee BBICOKHUM
MOTEHIUAJIOM.

26. TexHuyeckue Mepbl 3alIUTBl HHPOPMAIMH PEATU3YIOTCS IOCPEACTBOM IPUMEHEHUS
CPEJCTB 3alUThl HHPOPMAIUHU, UMEIOIIUX HE0OX0IMMbIe (PYHKIIMHU OE30MacCHOCTH.

B stom ciiyuae B nH(OpmMaInmoHHbIX cucteMax | u 2 Kiacca 3auuiieHHOCTH MPUMEHSIIOTCS

CPEACTBA BBIUUCIUTENBHOM TEXHUKU HE HIKE 5 Kitacca;

CUCTEMBbI OOHAPYKEHHUS BTOPKEHUHN U CPEJICTBA aHTUBUPYCHOM 3alTUTHI HE HIDKE 4 Ki1acca;

MEXKCETEeBbIE DSKpaHbl HE HWXKE 3 Kjacca B CiIy4ae B3aUMOJACHUCTBHUS WH(POPMAIMOHHOMN

CHUCTEMBI c 1H(}OpPMaLMOHHO-TEIIEKOMMYHUKAIIMOHHBIMHU CeTsMHU MEXIyHAPOAHOTO
UHPOpPMALIMOHHOTO OOMEHa M He HWXKe 4 Kiacca B ClIy4ae OTCYTCTBHS B3aWMOJICHCTBHS
uH(pOpMaLOHHON CUCTEMBI c MH(OPMALIMOHHO-TEIEKOMMYHHKAITMOHHBIMU CeTsAMU

MEXIyHApOJAHOTO HH(OPMAIIMOHHOTO OOMEHA.

B nnpopmannonHbIxX cucremax 3 Kiacca 3alllMIIeHHOCTH IPUMEHSIOTCS:

CPEICTBA BBIYUCIUTENBHON TEXHUKHU HE HIKE 5 KJlacca;

cucTeMbl OOHApyKEHHsI BTOPKEHUH M CpeACTBAa aHTUBHUPYCHOM 3aIlUThl HE HMXE 4 Kiacca B
ciaydae B3aUMOJCUCTBUSA MHPOPMALIMOHHOMN CUCTEMBI c
UH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHBIMUA ~ CETAMH  MEXAYHAPOJHOTO  MH(POPMALUOHHOTO
oOMEeHa U He HIDKE 5 Kiacca B CiIydae OTCYTCTBHS B3aMMOACUCTBUS MH(OPMAIIMOHHON CHCTEMBI C
UH(POPMALMOHHO-TEIEKOMMYHUKAIIUOHHBIMU ~ CETAMH  MEXAYHAPOJHOTO  MH(POPMALUOHHOTO
oOMeHa;

MEXXCETEBbIE SKpaHbl HE HIDKE 3 Kjacca B Cjiydae B3aWMOJICHCTBHS HWH(POPMAITMOHHOMN

CUCTEMBI c UH(POPMALMOHHO-TEIEKOMMYHUKAITMOHHBIMU CETSAMU MEXyHapOJAHOIO
UHPOPMALIMOHHOTO OOMEHa M He HWXKe 4 Kiacca B ClIy4ae OTCYTCTBHS B3aUMOJEHCTBUS
UH(POPMALIMOHHOM CUCTEMBI c MH(POPMAIMOHHO-TEJICKOMMYHUKAMOHHBIMU CETSIMU

MEXIYHApOHOTO HH(POPMAIIMOHHOTO OOMEHa.

B nndopmannoHHbIX crucTeMax 4 Kiacca 3alueHHOCTH TPUMEHSIOTCS

CpeICTBa BBIYUCIUTEIHHOW TEXHUKHU HE HUXKE 5 Ki1acca;

CHCTEMBbl OOHAPY>KEHHsI BTOPKEHUN U CPEJICTBA aHTUBUPYCHOM 3allIUTHI HE HIDKE 5 Kiacca;

Me)KCETEBbIE SKPaHbI HE HIKE 4 Kiacca.

B undopmannoHHbix cuctemMax | W 2 KIACCOB 3alIUIICHHOCTH TMPUMEHSIIOTCS CpEACTBa
3alUThl HTHPOPMAIMH, TPOrpaMMHOE O0ecrieueHrne KOTOPhIX MPOILIO MPOBEPKY HE HUXKE 4YeM 1o 4
YPOBHIO KOHTPOJISI OTCYTCTBUS HEACKIAPUPOBAHHBIX BO3MOKHOCTEH.

27. B cmydae 00paboTkn B HWH(POPMAIMOHHON CHCTEeME HWH(OpMalUM, COJep Kallen
MEPCOHANBHBIE JaHHBIC, peallu3yeMble B COOTBETCTBHHM C MyHKTamMu 21 u 22 HacTOAIUX
TpebGoBanuii MephI 3aTUTH HHPOPMAIIUH:

Uit “HGOPMAIMOHHON CHCTeMBI | Kitacca 3ammineHHocTH obecneunBaroT 1, 2, 3 u 4 ypoBHU



3alIMIICHHOCTH IIEPCOHATIBHBIX JTAHHBIX <I>;

<1> VYcraHaBiMBaeTCsi B COOTBETCTBUU C TpeOoBaHMSIMM K 3aIIUTE MEPCOHATBHBIX TAHHBIX
npu ux o0paboTke B HMH(OPMAIMOHHBIX CHUCTEMax IEPCOHAIBHBIX JAaHHBIX, YTBEP)KICHHBIMU
nocra”oBjieHueM [IpasurenscrBa Poccuiickoit @enepanuu ot 1 HosO6ps 2012 . N 1119.

Uit THQOPMAIIMOHHON CHCTEMBI 2 Kjlacca 3alllUIIEHHOCTH obOecreunBaioT 2, 3 U 4 ypoBHU
3alIUIICHHOCTH IIE€PCOHAIIbHBIX JaHHBIX <*>:

Uit UH(QOPMAIIMOHHOW CHUCTEMBbI 3 KJacca 3alllMIEHHOCTH obOecredynBaroT 3 U 4 ypOBHH
3alIUIIIEHHOCTH IIE€PCOHAIIbHBIX JaHHBIX <*>:

Uit UHQOPMAIIMOHHOW cHucTeMBbl 4 Kiacca 3allUIIeHHOCTH, o0ecrneynBaloT 4 ypOBEHb
3alIUIIEHHOCTH IIE€PCOHAIIbHBIX JaHHBIX <>,

28. Ilpm wucCnonb30BaHUM B HWHPOPMALMOHHBIX CHUCTEMaxX HOBBIX HH(POPMALMOHHBIX
TEXHOJIOTHI W BBISBJICHHUH JOMOJHUTEIBHBIX YIpo3 0e30macHOCTH MH(OpMAIUH, JUIsl KOTOPBIX HE
oTpeieNieHbl MEphl 3alIUThl HHPOPMAIUH, JOJDKHBI pa3padaThIBaThCS KOMIICHCHPYIOIINE MEPHI B
COOTBETCTBUU C MyHKTOM 23 HacTosimux TpeboBaHMil.

[Tpunoxenue N 1

K TpeboBanusaM o 3ammuTe HHHOPMAIHIH,

HE COCTaBJISIIOIIEH rOCYAapCTBEHHYIO TalHY,
COJIepaKAILEHCs B TOCYAAPCTBEHHBIX
MH(POPMALIMOHHBIX CHCTEMAax

OIIPEJIEJIEHME KJIACCA 3AIUIEHHOCTH MHOOPMAILIMOHHON CUCTEMBI

1. Knacc 3ammmenHoctd wHbOpManroHHON cuctembl (mepBbiii kiaacc (K1), BTopoit kimace
(K2), tpermit xmacc (K3), gerBeptriii knmacc (K4)) ompenensercs B 3aBUCHUMOCTH OT YPOBHS
3HaunMocTu uHpopmanuu (Y3), o6pabaTreiBaeMoli B 3TOH MHPOPMAIIMOHHON CHCTEME, M MaciTada
UH(POPMALIMOHHOM cucTeMsl ((penepanbHblil, pernOHaIbHbIN, 00BEKTOBBIH).

Knace 3amumennoctu (K) = [ypoBeHb 3HaUNMOCTH HH(OPMAIMH; MAcIITad CUCTEMBI].

2. YpoBeHb 3HAYMMOCTH HH(OpMAIIUH OIpPENeNsIeTCs] CTETEHBI0 BO3MOXKHOTO yIiepoa Juis
obnamatenst mHopMaruu (3aKkazunka) U (WJIM) omeparopa OT HAPYIICHHUS KOH(DHUIACHIIMAIbHOCTH
(HempaBOMEpHBIE JIOCTYI, KOMHUPOBAaHUE, MPEAOCTABICHHE HJIM PacIpOCTPaHEHHE), LEIOCTHOCTU
(HeTIpaBOMEpHBIE YHHUTOXEHUE WM MOIU(DHUIMPOBAHKWE) WU JOCTYIMHOCTH (HEMpPaBOMEpPHOE
O50KMpoBaHKE) UH(OPMALIHH.

VY3 = [(xoH(}UAEHIMAIBHOCTH, CTENEeHb YyiiepOa) (LEJIOCTHOCTh, CTENeHb YyIiepoa)
(TocTymHOCTD, CTEMEHb yiiepoa)],

IJIe CTETIEHh BO3MOXKHOTO yIepOa ompenensiercs obanarenemM nHGopMaIuu (3aka3uyukoM) U
(I/IJ'II/I) OIepaTopoM CaMOCTOATCIBHO SKCIICPTHBIM UJIM MHBIMHU MCTOAAMHU U MOKCT GBITBZ

BBICOKOW, €CIIM B PE3yJIbTaTe HApYIICHHUS OIHOTO W3 CBOWCTB 0€30MacHOCTH WH(POpMAIUU
(KOHq)I/I,Z[eHI_[I/IaJIBHOCTI/I, OE€JI0CTHOCTH, ,Z[OCTyHHOCTI/I) BO3MOJXHBI CYHICCTBCHHBLIC HCTAaTUBHBIC
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HOCJEACTBHS B COLMAILHON, MOTUTUYECKON, MEXAYHAPOIHONW, SKOHOMHUUECKOW, (PMHAHCOBOW MIIH
WHBIX 00JIACTSX JEATEIbHOCTH M (Win) MHGOPMAIIMOHHAS cUcTeMa U (W) omeparop (o0yiamaTeins
uH(}OpMAIIMK) HE MOTYT BBITIOJHATH BO3JIOKEHHBIC HA HUX ()YHKITUH;

CpenHell, ecnu B pe3yibTaTe HapyIICHHUS OJHOTO M3 CBOMCTB 0e30macHOCTHM HH(OpMAIUH
(KOH(UICHIIMATHHOCTH, IETOCTHOCTH, JOCTYIHOCTH) BO3MOXHBI YMEPECHHBIE HETATUBHBIC
MOCJICJICTBHSI B COIMAIILHOM, MOJMTHYECKOW, MEXTYHAPOIHOM, SKOHOMUYECKOHN, (DMHAHCOBOW HIIN
WHBIX 00JIaCTAX AEATeTbHOCTH U (uiu) uHpopManmoHHas cucreMa u (wiu) oneparop (obnanaTensb
nH(OpMaIMK) HE MOTYT BBIITOJHATH XOTsI ObI OJTHY M3 BO3JIO)KCHHBIX HA HUX (DYHKITUH;

HU3KOH, eciM B pe3yjibTaTe HapyLICHHs OJHOTO M3 CBOMCTB 0€30MacHOCTH HH(POpPMALUU
(KOH(QUIEHINATBHOCTH, IEIOCTHOCTH, JOCTYIMHOCTH) BO3MOXHBI HE3HAYUTEIIbHBIE HETaTHUBHBIC
HOCJEACTBHS B COLMAILHON, MOJUTUYECKON, MEXAYHAPOIHONW, SKOHOMHUUECKOW, (DMHAHCOBOW WIIH
MHBIX 00JIACTSX JeATEIbHOCTH M (Win) MHGOPMAIIMOHHAS cUcTeMa U (W) omeparop (o0yiamaTeins
uH(pOpMAaIlMK) MOTYT BBINONHITH BO3JOXKCHHBIE Ha HUX (YHKIMH C HEJOCTaTOYHOM
3¢ (PEeKTUBHOCTHIO  WJIM  BBINOJIHEHHE (DYHKIMA  BO3MOXXKHO TOJBKO C  IPUBJICUYECHUEM
JOTIOTHUTEIBHBIX CHJI M CPEJICTB.

Nudopmanust umeeT BBICOKHI ypoBeHb 3HaunMocTd (Y3 1), ecnmu XoTs Obl IJisi OJHOTO W3
cBOMcTB Oe3omacHocT wuH(pOpManuu (KOH(DUIESHIIMAIBHOCTH, IIEIOCTHOCTH, JIOCTYITHOCTH)
ompeiesieHa BRICOKas CTerneHb yiepoa. Mudopmanius umeeT cpeHuil ypoBeHb 3Ha4UMOCTH (Y3 2),
€ci XOTs OBl JJIi OJHOTO M3 CBOWCTB Oe3omacHOCTH HHMopManuu (KOH(GHUIAESHIHMATILHOCTH,
LEJIOCTHOCTH, JOCTYITHOCTH) ONpE/esIeHa CPeIHsAs CTeNeHb yuepOa u HeT HU OJTHOTO CBOMCTBA, IS
KOTOPOTO OmpefesieHa BBICOKas creneHb ymepba. MHopmanus uMeeT HHU3KHH ypOBEHb
sHaunmoctu (Y3 3), ecnu s BceX CBOMCTB Oe3omacHocTH MHGopMaruu (KOH(DUICHIIMATIBHOCTH,
IIEJIOCTHOCTH, IOCTYITHOCTH) OMpeAeIeHbl HU3KHE CTEeNEeHN yiiepoa.

Nudopmanusi mMeeT MHUHUMAIBHBIA ypoBeHb 3HauuMocTH (Y3 4), ecaum oOiamarenem
uH(popManuu (3aka3uukoM) u (WIHM) OMEpaTOPOM CTENEeHb yiiepda OT HapyIIeHUS CBOWCTB
6e3omacHocTH nHMopMaIuu (KOH(PUIACHIIMATIBHOCTH, 1IEJIOCTHOCTH, JOCTYITHOCTH) HE MOXKET OBITh
orpezeNieHa, HO MPHU 3TOM MH(OPMAIUS MOAJIEKHUT 3alIUTE B COOTBETCTBHH C 3aKOHOAATEIHCTBOM
Poccuiickoit deneparumu.

[Tpu 06paboTke B MH(POPMAIIMOHHON cucTeMe IBYX M Ooisiee BUJOB MH(popMaruu (cimyxeOHas
TaifHa, HAJOrOBasl TailHa W WHbBIC YCTAHOBJICHHBIE 3aKOHOJATENIbCTBOM Poccuiickoit deneparuu
BUABl MH(POPMALMU OrPAaHUYEHHOI'O JIOCTyNa) YPOBEHb 3HaunMocTd uHpopmauuu (Y3)
OTpeAeNATCs OTACNBHO I Kaxaoro Buaa uHQopmaruu. MTOroBblii ypoBeHb 3HAUYMMOCTH
uHpopmanuu, obpabaTsiBaeMoil B MH()OPMAITMOHHONW CHCTEME, YCTAaHABJIMBAETCS MO0 HAWBBICIINM
3HAYEHUSIM CTENEHH BO3MOXKHOTO ymiepOa, ONpENeNeHHbIM I  KOH(HUAECHIUATbHOCTH,
[[EJIOCTHOCTH, TOCTYITHOCTH WH(OPMAILIUU KaXI0TO BUIa HHPOPMAIIHH.

3. Uadopmarnmonnas cucteMa uMmeet ¢efepalibHbI MacTad, eciii oHa (QYHKIIMOHUPYET Ha
tepputopun Poccuiickoii @eneparnuu (B mpenenax ¢GeaeparbHOrO OKPYra) U MMEET CETMEHTHI B
cyowsekTax Poccuiickoit deneparuy, MyHHIIMIATBHBIX 00pa30BaHUAX U (MJIM) OPTaHU3AIUSX.

WudopmanroHHas cucreMa UMeeT PEerHOHANbHBIM MaciiTad, eciiv OoHa (DYHKIIMOHUpPYET Ha
Tepputopun cyonekTa Poccuiickoit ®denepanmyii 1 UMEET CETrMEHTHI B OJIHOM HWJIM HECKOJIBKHX
MYHHIIUTIATLHBIX 00Pa30BaHUSX U (KJIH) TTOJABEIOMCTBEHHBIX M WHBIX OPTaHU3AIIHSIX.

Nudopmanmonnas cucrtemMa mMeeT OOBEKTOBBIM MaciiTald, eciii OoHa (DYHKIIMOHHPYET Ha
00BeKTax OMHOTO (eAepaTbHOrO OpraHa TOCYAapCTBEHHOW BIIACTH, OpPraHa TOCYAapCTBEHHOM
BIacTu cyobekTa Poccuiickoit deneparuu, MyHUIIUIIAILHOTO 00pa30BaHus U (MJIM) OpraHU3aIiui 1
HE WMEeT CErMEHTOB B TEPPUTOPHUATBHBIX OpraHax, MPeICTaBUTENbCTBAX, (UIMAIaX,
MOJIBEIOMCTBEHHBIX U UHBIX OPraHU3aIHSIX.

4. Knacc 3alumieHHOCTH WH(OPMALMOHHOM CHCTEMBI OINpPENeIsieTcsi B COOTBETCTBUU C
TaOJINLIEN:
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YPOBEHb 3HAUMMOCTH Macmtab HHPOPMALMOHHON CUCTEMBI
uHpopManuu denepanbHbIN PeruonanbubIit OOBEKTOBBII
Y31 K1 K1 K1
y32 K1 K2 K2
¥33 K2 K3 K3
V34 K3 K3 K4

COCTAB

[Tpunoxenue N 2
K TpeboBanusaM 0 3ammuTe HHGOPMAIHH,

HE COCTaBJISIIOIIEH rOCYAapCTBEHHYIO TalHY,
COJIepaKalLEeHCs B TOCYAAPCTBEHHBIX
MH(pOPMALMOHHBIX CHCTEMaX

MEP 3AIIUTBI MTHOOPMAILIMU 1 X BA3OBbBIE HABOPbLI
I COOTBETCTBVYIOIIETI'O KJTACCA 3AINUIINEHHOCTHU

MHOOPMAITMOHHOW CUCTEMBI

VYcioB Hoe

Mepsl 3amuTsl nHOOpMAIUK B HHOOPMAITMOHHBIX

Kinaccel 3amuinesHocTu

o003HaueHHE U cucremMax UH(POPMALIMOHHOM
HOMEpP MEpbI CHCTEMBbI
4 | 3 2|1
|. Unentudukaius u ayreHTHGUKAINs CyObEKTOB J10CTyNa U 00beKTOB joctyna (MAD)
NAD.1 WNnentudukarus u ayreHTudukanus| + + + +
0JIb30BaTeeil, SBIISOLUXCSI paboTHUKaMU
oreparopa
NAD.2 Wnentudukanuss U ayreHTHU(UKALUSA yCTPOMCTB, B + +
TOM  4HCJ€  CTAllMOHAPHBIX, MOOWJIBHBIX U
MOPTAaTUBHBIX
NAD.3 VYnpaBienue uaeHTH(UKATOpaMH, B TOM UHUCIe| + + + +
CO3/1aHuE, IIPUCBOEHHUE, YHUUTOKEHHE
UACHTU(DHUKATOPOB
NAD.4 VYnpaBieHue cpeicTBaMU ayTeHTU(UKAIMH, B TOM | + + + +
quclie  XpaHeHHWe,  Bbllaya,  HHUIUAIHU3AINS,
ONOKMpOBaHHWE  CPEACTB  ayTEHTH(QHUKAIMA U
MpUHATAE Mep B Ciydae yTpatel ©  (WIN)
KOMIIPOMETAIIMH CPEJCTB ayTeHTH(PHUKAIINN
NAD.5 3armura oOpatHO# CBSI3U npu BBOHmEe| + + + +
ayTeHTH(UKAIMOHHON HH(MOpMaIun
HNAD.6 WNnentuduxarnuys u ayreHTHUKaus |+ + + +
MOJIb30BaTENe, HE SBIAIOMUXCA pabOTHUKaMU
oreparopa (BHEIIHUX MOJIb30BATEIICH )
HAD.7 Nnentudukanus u  ayreHTHUKAIMSI OOBEKTOB




(haliJIOBOM CHCTEMBI, 3aITyCKAEMBIX M HCIOJHIEMBIX
MoJynei, OOBEKTOB CHUCTEM yIpaBieHus Oa3amu
JaHHBIX, OOBEKTOB, CO37aBAEMBIX MPHUKIATHBIM H
CHEIHALHBIM MMPOTPAMMHBIM O0ECTIeUeHUEM, HHBIX
00BEKTOB JIOCTYIIA

I. YpaBnenue nqoctynom cyObEeKTOB TOCTyma K 00bEeKTaM JI0CTyIma

(Y1)

VL1

VYrpasnenue (3aBefieHre, aKTUBAIUs, OJJOKUPOBAHUE
u YHHUYTOKEHUE) YYETHBIMU 3aMuCsSIMHA
moyib30BaTeneil, B TOM  4YWCI€  BHEMIHUX
M0JIb30BaTENEN

+

VIIL.2

PeaHHBaHHH HGOGXOHHLHJX METOA0B
(MMCKpEIMOHHBINA, MaHAATHBIA, POJIEBON WM WHOM
METO/), TUIOB (YTCHHE, 3aIUCh, BBIIOJHCHHUE HWJIU
WHOMW THUI) W MPABWJI Pa3rPAaHUYCHHS TOCTYIIa

VI3

VYnpasnenue (punpTparms, MapHIpyTH3aLHs,
KOHTPOJIb COGHHHGHHﬁ, OIHOHAITPpAaBJICHHAA
mepegaya M HWHBIE  CIIOCOOBI  YIpaBJICHUS)
MH(POPMAIIMOHHBIMH IIOTOKaMu MEXIY
YCTPOWCTBAaMH, CEerMEHTaMHU  HMHGOPMAIMOHHOU
CHCTEMBI, a TaKkXe Mexay HH()OPMAIIMOHHBIMU
CUCTEeMaMHU

V1.4

Paznenenne momHOomMouunii (poseit) moab30BaTeNeH,
aQIMUHHUCTPATOPOB M JHI, OO0ECIEYNBAIOLINX
(G YHKIIMOHUPOBAHUE MH(POPMAITMOHHON CHCTEMBI

VIS

HasHaueHne MHHHMAJIBLHO HEOOXOJWMBIX TIPaB H
MPUBWIECTUI TONB30BATENSAM, AJAMHHHCTpATOpaM H
nunaM, — obecreunBaroUM  (YHKIIMOHUPOBAHWE
MH(OPMALIMOHHON CUCTEMBI

VIIJL.6

OrpanuyeHre HEYCIEUIHBIX IMOMBITOK BXOAa B
nH(pOPMAITUOHHYIO CHUCTEMY (moctyna K
MH(OPMAIIMOHHOH crucTeMe)

V1.7

[MpenynpexxaeHne MOIB30BATENSI MPH €ro BXOAE B
MHPOPMALIMOHHYI0 CHUCTEMY O TOM, 4YTO B
WHPOPMAIIMOHHON CHUCTEME pealn30BaHbl MEpHI
3amuTel  WHGOpMAIMKM, HU O HEOOXOIUMOCTH
COONIIOJICHUSI WM  YCTAHOBJICHHBIX  OINEPaTOPOM
npaBui 06paboTku nHpopMaUU

VI8

OnoBelieHue IONb30BATENS IOCJIE  YCHEHIHOIO
BXOJa B HWHQPOPMALIMOHHYIO CHCTEMY O €ro
IpebIAYIIEeM BXOe B MHPOPMALIMOHHYIO CUCTEMY

VIIJL.9

OrpanvueHue 4Yuclia TNapaJJieIbHBIX  CEaHCOB
JOCTyNa JJIsl KayKJI0M YYETHOW 3alKUCH MOJIb30BaTENA
MH(OPMALIMOHHON CUCTEMBI

VIIJ.10

brnokupoBaHue ceanca A0cTyna B HH(HOPMALMOHHYIO
CUCTEeMY  IIOCJI€  YCTAHOBJIEHHOTO  BPEMEHU
Oe3meiicTBUs (HEAKTUBHOCTH) TOJIL30BATENSI WIIH TIO
€ro 3ampocy

V11

Pazpemienne (3amper) aedCTBHII TMOJB30BaTElNCH,




pa3pemeHHbBIX 70 UIeHTH(OUKAIN "
ayTeHTU(UKALUU

VITA.12

[Tonnepxka 1 coxpaHeHue aTpuOyTOB 0€30MaCHOCTH
(MeToK 0e30IMacHOCTH), CBSI3aHHBIX ¢ HMH(pOpPMAIHEH
B IIpoIlecce €€ XpaHeHUs U 00paboTKU

VIIJ.13

Peaﬂmauml 3alMUIICHHOI0 YAAJICHHOTO JOCTYyIIa
CyOBEKTOB JOCTyma K OOBEKTaM JIOCTyma depe3
BHCIIHHUC
WH(HOPMAIIMOHHO-TEIIEKOMMYHUKAITHOHHBIC CETH

VIIJL.14

PernmaMeHTanuss ¥ KOHTPOJb MHCIIONB30OBAaHHUS B
MH(POPMAIIMOHHOMN cucreme TEXHOJIOTUHI
OEeCTIpPOBOHOTO JIOCTYTIA

VIIJL15

PermameHTanmuss W KOHTPOJIb HCIOJIB30BAHUS B
MH(POPMAIIMOHHOMN CUCTEME MOOMJIBHBIX
TEXHUYECKHUX CPEJICTB

VIIJI.16

VYnpasnenue B3aUMOJICHCTBUEM C
MH(POPMAIIMOHHBIMH CHCTEMaMU CTOPOHHHUX
OpraHu3aIuit (BHEIITHHE nH(pOpMaAITMOHHBIE
CUCTEMBI)

VIII.17

OOecrieueHne  JIOBEPEHHOW  3arpy3KH  CpEICTB
BBIUUCIIUTEIIbHOW TEXHUKHU

I1l. Orpannvenne nporpammuoit cpeanl (OI1C)

OIlIC.1

Ynpasnenue 3aIyCKOM (oOpammenusIMm)
KOMITIOHCHTOB HPOTIrpaMMHOIO OGGCHG‘-IGHI/I}I, B TOM
YHCJIe OIpENeICHUEe 3alyCKaeMbIX KOMITOHEHTOB,
HACTpOMiKa TapaMeTpPOB 3allyCKa KOMIIOHEHTOB,
KOHTPOJTh 3 3aITyCKOM KOMITOHEHTOB TIPOTPAMMHOTO
obecrniedeHus

OIIC.2

VYnpasnenue YCTaHOBKOM (MHCTAIIISAIHEH )
KOMITIOHCHTOB HPOTIrpaMMHOI0O OGGCHG‘-IQHI/I}I, B TOM
YHCciIe ONpE/ICICHUE KOMIIOHCHTOB, MOJIICKAIINX
YCTaHOBKE, HACTpOWKa IMapamMeTpoB YCTAHOBKH
KOMIIOHEHTOB, KOHTPOJTh 3a YCTaHOBKOM
KOMIIOHEHTOB IPOTrPaMMHOI0 00ECTICYeHHU S

OIIC.3

YcTaHoBka (MHCTAJUISIHS) TOJIBKO Pa3pemieHHOro K
UCIOJIb30BAaHUIO TPOTrPaMMHOTO OOecreyeHus: Hu
(1K) ero KOMIIOHEHTOB

OIIC.4

VYnpaBieHue BpeMEHHbIMH (aillaMi, B TOM YHCIIE
3allpeT, pa3pellicHHe, IEePEHANPaBICHUE 3aIlUCH,
yllaJeHue BpeMEHHBIX (haitioB

IV. 3ammra MammHABIX HOCHUTENeH nHpopMmarin (3

HI)

3HHN.1

VYdeT MalIMHHBIX HOCUTENeH nHpopMauu

3HN.2

praBHeHI/Ie AOCTYIIOM K MAalIWHHBIM HOCHUTCIIAM
nHpopmaruu

3HI.3

KonTposp mnepemenieHusi MallMHHBIX HOCHUTEIIEH
uH(bOpMaIIMY 32 MPeIebl KOHTPOIUPYEMON 30HBI

3HN.4

Hckntouenne BO3MOKHOCTH HECAHKIIMOHUPOBAHHOTO
O3HAKOMJIEHHUS C COjepXaHHeM HH(OpMaluH,




XpaHAMICHCS HAa MAIIWHHBIX HOCUTENSAX, W (WIN)
UCIOJIb30BAaHUS HOCUTENeH HHQOpPMAIMK B HHBIX
WH(POPMAIIMOHHBIX CHCTEMAax

3HI.5

Kontpons wucnons3oBanusi uHTEpEHCOB BBOJA
(BpIBOga) wH(pOpMaNMKM Ha MAIIMHHBIE HOCHUTEIH
nHpopmaruu

3HU.6

Kontpone BBOoma (BbIBOma) wuHpoOpManuu Ha
MAaIlMHHBIE HOCUTETH WH(POpMALUU

3HW.7

KOHTpOJ'H: INOAKIFOYECHHUA MAIIUuHHBIX HOCUTEIIEH
nHpopmaruu

3HIN.8

YHuutoxkeHnne  (ctupaHue)  UHPOpMANMH — HA
MalIMHHBIX HOCUTENSIX MPU WX Tepeaade MEKIy
MOJIb30BATEIISIMA, B CTOPOHHHE OpTaHHM3alUd IS
pEMOHTa WJIH YTWIH3AIUU, a TaKXKe KOHTPOJIb
YHUYTOXKCHUSI (CTUPAHUS)

V. Perucrpanus cobsituii 6e3onacuoctu (PCBH)

PCb.1

Omnpenenenne cOOBITHI 6€30MaCHOCTH, MOJISKAIINX
peFI/ICTpaL[I/II/I, nu CpOKOB nux XpaHeHI/I}I

PCb.2

Omnpenenenue cocraBa M colepKaHusi WHPOpMaLUU
0 COOBITUIX 0€30macHOCTH, [IOJIEKALIX
perucTpanuu

PCB.3

C6op, 3anmch 1 XpaHeHUuEe UHPOPMALUU O COOBITHIX
0€30MacHOCTH B TEYCHUE YCTAHOBICHHOTO BPEMEHH
XpaHEHUS

PCb.4

PearupoBanue Ha cOou mpu perucTpanuu COOBITHI
6€3OHaCHOCTI/I, B TOM  4HUCIIC arrapaTHbIC )41
MporpaMMHBIE OIMMOKH, cOOM B MeXaHU3Max cOopa
uHpopMaud WM JOCTIDKEHHWE  Tpenena  WIH
TIePENOJIHCHHS 00beMa (EMKOCTH) MaMsITH

PCb.5

MonuTtopuHr (IPOCMOTpP, aHAIW3) pe3yIbTaTOB
perucTpanuu COOBITHIA 0e3ormacHOCTH u
pearupoBaHHe Ha HUX

PCb.6

'enepupoBaHre BpEMEHHBIX METOK ©  (WJIH)
CHUHXPOHU3aAIUA CUCTEMHOT'O BpPCMCHHA B
WH()OPMAITMOHHOMN CHCTEME

PCb.7

3ammra nHGOPMAIHK O COOBITUSIX 0€30MaCHOCTH

PCb.8

ObecrieyeHrie BO3MOKHOCTH MPOCMOTpA U aHAIU3a
uH(hopManuu 0 JIEUCTBUIX OTJICIbHBIX
MOJIh30BaTesIei B MH(OOPMAITMOHHOW CHCTEME

VI. AutuBupycHas 3amura (AB3)

AB3.1

Peanu3zanust aHTUBUPYCHOM 3aIMTHI

AB3.2

OO6HoBeHNE 0a3bl TaHHBIX MPU3HAKOB BPEIOHOCHBIX
KOMIIBIOTEPHBIX POrpamMm (BUPYCOB)

VIl. O6napy:xenue Bropxenuii (COB)

COB.1

OObHapyKeHHe BTOPKECHHIA

COB.2

OO6HOBIeHNE 0a3bI PEMIAOITUX MTPABUII

VIIl. Korrpons (ananu3) ammmennocty nHdopmarmu (AH3)

AH3.1

\BLI;{BneHHe, aHaJn3 ysI3BUMOCTEM I/IH(bopMam/IOHHoﬁ\

+




CUCTEMBI M  OIICPATUBHOC  YCTPAHCHUC BHOBb
BBISIBJICHHBIX YHSBHMOCTGI\/'I

AH3.2

KoHTponb ycTaHOBKM OOHOBJIECHUN MPOTrPaMMHOIO
oOecrieueHus, BKIIIO4Yasi OOHOBIICHHE TTPOTPAMMHOTO
o0ecrniedeHus CpeICTB 3alUThl HHGOPMAITUU

AH3.3

KoHnTpo:is paboTOCIOCOGHOCTH, apaMeTpoB
HACTPOMKM ¥ NPABWIBHOCTH (DYHKIMOHWPOBAHHUS
IPOrPaMMHOTO OOECTIEYeHUsI U CPEICTB 3aIUTHI
nHpopmaruu

AH3.4

KoHTponms  cocrtaBa  TEXHHYECKHX  CpEICTB,
mporpaMmMHOIO OGGCHG‘-IGHI/IH U CPCACTB 3alllUThI
nHpopmaruu

AH3.5

KonTposib mpaBwil TeHepanuu W CMEHBI MHapoJien
HOHBBOB&TGHGﬁ, 3aBCACHUA U YHAJICHUA YUYCTHBIX
3alMce  MOJIb30BaTelield, peaau3alud  MPaBUIT
pasrpaHnycHus JIOCTYIIOM, MIOJTHOMOYU I
MOJIb30BaTesIei B MH(OOPMAITMOHHOW CHCTEME

IX. O6ecnieuenne mesocTHOCTH HHGOPMAIIMOHHON cucteMbl 1 nHGopmarwu (OI1J])

OLUL1

Kontposs IIETIOCTHOCTH IPOTrPaMMHOTO
o0ecrieyeHus1, BKJIIOYasi MPOrpaMMHOE oOecriedeHne
CPEIICTB 3alIMTHI HHpOpManuu

+

OLUL.2

Kontposs [IEIOCTHOCTH UHOpMAIHH,
cozepkamieiics B 0a3zax JaHHBIX MH(OpMAIMOHHON
CHCTEMBI

OLUL3

OOecnieueHne  BO3MOXHOCTM ~ BOCCTAHOBJICHUS
IIPOrPaMMHOTI0 o0ecrieyeHus, BKJIIOYast
IporpaMMHOE  OOECIIeUeHHE CpEeACTB  3allUThI
uHboOpMalMK, TPH BO3HUKHOBEHMM HEIITATHBIX
CUTyaLi

OLJIL.4

OOHapy)XeHHe W pearupoBaHHME Ha TOCTYIUICHHE B
MH(OPMALIMOHHYI0O  CHCTEMY  He3alpalllBaeMbIX
ANEKTPOHHBIX COOOIIEHHUH (MUCEM, TOKYMEHTOB) W
MHOM  wmHpOpManuu, HE  OTHOCAIIUXCS K
(GYHKIIMOHMPOBAHUIO HMH(POPMALMOHHON CHCTEMBI
(3amuTa OT crama)

OLUL5

Kontponb coJiepKaHus uH(popmanuu,
nepegaBaeMol M3  MH(OPMAIIMOHHOW  CHCTEMBI
(KOHTEHHEpHBI, OCHOBAaHHBIH HA  CBOHCTBax
0o0BEKTa OCTyNa, ¥ KOHTEHTHBIM, OCHOBAHHBIN Ha
MOKMCKE 3allpellleHHON K mepenadye HHopManuu c
UCIOJIb30BAHUEM  CHUTHATyp, MacoK U  HHBIX
METOJIOB), U UCKJIIOYEHHE HETPAaBOMEPHOIl nepeaadu
uHpopManuu U3 HHGOPMAITMOHHON CHCTEMBI

OLJI.6

OrpanuueHue 1paB IOJNb30BAaTENEd IO BBOAY
nH(popManuy B UHPOPMAITMOHHYIO CUCTEMY

OLUL7

KOHTpOJ'IB TOYHOCTH, IIOJHOTBI W IIPaBHUJIBHOCTHU
JaHHBIX, BBOIJUMBIX B I/IHq)OpMaL[I/IOHHYIO CUCTCMY

OLUJL.8

KoHTposb ommb0YHbIX JeHCTBUIN MOJIb30BATENCH 1O




BBONy u (wnm) Tmepegade  uHopmanmuu  u
MPEeIYIpPEexJACHUE MOJIb30BaTeneid 00 OMmHMOOYHBIX
TNEUCTBUIX

X. O6ecneuenne noctynHoctr nHpopmanmn (O/]

T)

OJIT.1

Hcnonp3oBaHne OTKA30yCTOMYMBBIX TEXHUYECKHUX
CpENCTB

OAT.2

PesepBupoBanme TEXHUYECKUX CPEICTB,
MPOrPaMMHOTO O0ECIIEUYCHUs, KaHAJIOB Iepelavn
nH(popManuy, CpeICTB o0ecrieyeHus
(G YHKIIMOHUPOBAHUS MHPOPMAITMOHHON CUCTEMBI

OJIT.3

Kontponb 0€30TKa3HOTO (G YHKIIMOHUPOBAHUS
TCXHUYCCKUX CPCIACTB, 06Hapy>KeHHe U JIOKaJIu3anus
OTKa30B (YHKIIMOHUPOBAHUS, WPHUHATHE Mep II0
BOCCTAaHOBJICHUIO OTKa3aBIINX CpCACTB n ux
TECTHPOBAHUE

OJIT .4

[Mepuonnveckoe pe3epBHOE KOITMPOBAHHE
uHpOpMallMM Ha pE3epBHbIC MAIIMHHBIE HOCHUTEIN
nHpopmaruu

OJIT.5

OOecnieueHre ~ BO3MOXXHOCTH ~ BOCCTAHOBJICHUS
uHpOpMAlUK C PE3EPBHBIX MAIIWHHBIX HOCHUTENEH
nHpopManuu  (pe3epBHBIX KOMWM) B TEUCHHUE
YCTAaHOBJICHHOI'O BPCMCHHOI'O MHTCpPBAJIa

OAT.6

Knacrepuszanus nHPOPMALIMOHHON CHCTEMBI U (HJIH)
ee CeTMEHTOB

OJIT.7

KoHTponb cOCTOSHHSI W KadecTBa MPEIOCTaBICHUS
YIIOTHOMOYEHHBIM JTUIIOM BBIUHCIUTEILHBIX
pecypcoB (MOIIHOCTEH), B TOM YHCIIC IO Tepeaaye
uHpOopMaIU

XI. 3amuta cpenbl BupTyanuzaiuu (3CB)

3CB.1

Nnentudukanus w ayTeHTHPUKAIHUS CYOBEKTOB
JoCTyma ©U OOBEKTOB JOCTylla B BHUPTYaJbHOM
UHPPACTPYKTYpE, B TOM YHCIE AJIMHHUCTPATOPOB
YIpaBIEHUS CPEICTBAMH BUPTYaIU3AIHH

3CB.2

VYnpaBieHue JOCTYNOM CYOBEKTOB JIOCTyma K
00BeKTaM J0CTyNa B BUPTYaIbHON HHOPACTPYKTYPE,
B TOM YHCJI€ BHYTPU BUPTYAJIbHBIX MAIIUH

3CB.3

Perucrpanus COOBITUI Oe3omacHoCTH B
BUPTYAJIbHOU HHPPACTPYKTYpE

3CB4

Ynpasnenue (pumpTparnms, MapHIpyTH3aIIHs,
KOHTPOJIb COCIUHCHMUA, OIHOHAITpaBJICHHAA
mepeAada) — MOTOKaMU  MHPOPMAIMH  MEXKIY
KOMIIOHEHTaMH BUPTYaJIbHOW HMHQPACTPYKTYypHl, a
TaKKe o epuUMETpy BUPTYaJTbHOU

UHPPACTPYKTYPHI

3CB.5

JloBepeHHasi 3arpy3ka CEepBEpOB BUPTYaIH3AIlNH,
BUPTYQJIbHOM MaIUHBI (KOHTEHHEpa), CepBEpPOB
YIPaBJICHUS BUPTyalu3anuen

3CB.6

VYipasneHue NepeMelleHueM BUPTYalIbHbIX MAalluH




(KoHTEHHEPOB) U 00padaThIBAEMBIX HAa HUX JAHHBIX

3CB.7

KonTposns LIEJIOCTHOCTH BUPTYaJIbHOU
UHOPACTPYKTYPHI U €e KOHpUrypauui

3CB.8

Pe3epBHOE KONMpOBAHME NAHHBIX, PE3EPBUPOBAHME
TEXHUYECKHUX CPENICTB, MPOrPaMMHOT0 o0OecredeHus
BUPTyaJbHOW HMH(PACTPYKTYphl, a TaK)Ke KaHAJOB
CBSI3M BHYTPU BUPTYaJIbHOU HHGPACTPYKTYPHI

3CB.9

Peanuzanms m ynpapiieHME aHTUBUPYCHOW 3aIMTOMN
B BUPTYaJIbHOH MHPPACTPYKTYpE

3CB.10

PazOuenne BupTyanbHOH HMHQPPACTPYKTYpbl Ha
CETMEHTBI (cerMeHTHUpOBaHHE BUPTYaJIbHOU
UHOQPACTPYKTYpHI) Uid 00paboTku HHpOpMaNUU
OTJIETBLHBIM  TIOJIb30BaTeieM ©  (WJIHM) TPYHION
[I0JIb30BaTEICH

XII. 3anura Texanueckux cpenacts (3TC)

3TC.1

3amura uHpOpMaInH, o0pabaTbIBaeMOit
TEXHHYECKHMHU CpEICTBAMH, OT €€ YTEYKH IO
TEXHUYECKHM KaHaJaM

3TC.2

Opranuzanus KOHTPOJMPYEMOW 30HBI, B Ipejaenax
KOTOPOW TIOCTOSIHHO Pa3MEIIaloTCsl CTallMOHApHBIC
TEXHUYECKUE CpEeICTBa, oOpabarbiBaroIye
nH(pOpMaINO, U CPENICTBA 3aMUTH HHPOPMAIIUH, a
TaKXe CpeaCcTBa obecneueHus: PyHKIIMOHUPOBAHUS

3TC.3

Kontpons u ynpaBneHue (QpU3NYECKUM JOCTYIIOM K
TEXHUYECKMM  CPEICTBAM, CpEACTBAM  3allUTHI
uHpOopManuy, CpeacTBam o0ecrieyeHus
(GYHKIIMOHMPOBAHUSA, a TaKKe€ B IOMEUICHUA U
COOpPYXKEHHs, B KOTOPBIX OHH YCTAaHOBJICHHI,
MCKJTIOYAIONINE HECAHKIIMOHUPOBAHHBIN (PU3NUECKUN
JOCTYIT K cpeicTBaM o00paboTku uH(popManuu,
CpeacTBaM 3alUThl WHGOpPMAIMM U  CPEACTBAM
obecrieueHus (G YHKIIMOHUPOBAHUS
MHPOPMALIMOHHON CHCTEMBl W TOMEUICHUS U
COOpY’KE€HMsI, B KOTOPhIX OHU YCTaHOBJIEHBI

3TC.4

Pa3memnienue ycTpoicTB BhIBOJMA (OTOOpakKeHUSs)
uHpOopManuy, UCKJIIOYarouiee ee
HECAHKIIMOHUPOBAHHBIA TIPOCMOTP

3TC.5

3ammTa OT BHENIHUX BO3JCUCTBUIN (BO3ACHCTBUI
OKpY>Karoleu Cpenbl, HECTaOMILHOCTHU
AIEKTPOCHAOKEHHUS, KOHIUIIMOHUPOBAHUSA WM HHBIX
BHEIIHUX (PAaKTOPOB)

XII. 3ammra ua

OpPMAaIMOHHOM CUCTEMBI, €€ CPEJCTB, CUCTEM CBSI3U U nepenaun gqanusix (3UC)

3UC.1

Paznenenne B nHpoOpManMOHHON cucteMe (yHKIMN

o YIPaBJICHUIO (aIMMHUCTPUPOBAHUIO)
MH(POPMAIIMOHHOMN CUCTEMOH, yIIPaBIECHUIO
(aIMHHUCTPHUPOBAHHUIO) CHUCTEMOM 3aIIUTHI

uHpopmanuu, QyHKIHA 10 00paboTKe HHPOpMaAUU
Y UHBIX PyHKIUH HHOOPMAITMOHHONW CHCTEMBI

+

+




3UC.2

[IpenoTBpaiienne 3afep>KKU WU IPEpPHIBAHUS
BBHITIOTHEHUST TIPOIIECCOB C BBICOKHM TPUOPUTETOM
CO CTOPOHBI IIPOIIECCOB C HU3KUM MPHOPUTETOM

3UC.3

Obecnevenne 3ammThl HHGOPMAIIMH OT PACKPBITHS,
Monu(UKAMK ¥ HaBSA3bIBaHUS (BBOJA JIOXKHOM
nHpopManui) mpu ee mnepenade (MOATOTOBKE K
nepenave) Mo KaHajdaMm CBSI3HM, UMEIONINM BBIXO 3a
npenensl  KOHTPOJIUPYEMOW 30HBI, B TOM HYHCIIE
OecrpoBOTHBIM KaHAJIaM CBSI3U

3UC.4

OOecnieueHre JOBEpPEHHBIX KaHajla, MaplipyTa
MEXAYy aJAMUHHCTPATOpPOM, IIOJNB30BAaTeleM U
cpeacTBaMu 3amuThl  “HGopMaMK  (QYyHKIUAMU
0€301aCHOCTH CPEJICTB 3aIUTHI HH(OPMAITIH)

3UC.5

3amper HECAHKIIMOHUPOBAHHOM YAUICHHON
aKTHBAIlUM BHJEOKaMEp, MHUKPO(POHOB M HHBIX
nepuepuiiHbIX ~ YCTPOMCTB,  KOTOpPHIE  MOTYT
aKTUBUPOBATHCS  YAQJIEHHO, HW  OIOBEIICHUE
MoJIhb30BaTesel 00 aKTHBAIIMN TaKUX YCTPONCTB

3UC.6

[lepeqaua W KOHTPOJH IIEIOCTHOCTH aTPUOYTOB
Oe3omacHOCTH (METOK O€30MacHOCTH), CBS3aHHBIX C
nHpopManueit, mpu oOMeHe nHdopmalend ¢ UHBIMU
MH(POPMALMOHHBIMHA CUCTEMaMHU

3UC.7

KOHTpOIb CAHKIIMOHMPOBAHHOTO M HUCKIIOYEHHE
HECAaHKIIMOHUPOBAHHOTO HCITOJIb30BaHNUSA
TEXHOJIOTUH MOOWJIBHOTO KOAa, B TOM YHUCIE
perucTpanus COOBITHH, CBSA3aHHBIX c
UCTIOJIb30BAHUEM TEXHOJIOTHIT MOOMIBHOTO KOZa, UX
aHaJIM3 U pearnpoBaHNE HA HAPYLIEHUs, CBA3aHHBIE C
MCTOJIb30BAHUEM TEXHOJIOTUH MOOMIIBHOTO KOJIa

3UC.8

KOHTpOb CAaHKIMOHMPOBAHHOTO M HUCKIIOYEHHE
HECAaHKIIMOHUPOBAHHOTO HCITOJIb30BaHUsA
TEXHOJOTUI Tnepefayd pedd, B TOM  UHCIE
perucTpanus COOBITHH, CBA3aHHBIX c
HCIIOJIb30BAaHUEM TEXHOJIOTUH Mepeladd pedd, HuX
aHaJIN3 U pearnpoBaHNE HA HAPYLIEHUs, CBSA3aHHBIC C
MCI0JIb30BAaHUEM TEXHOJIOTUH NIEpeJaul peun

3UC.9

KoHTposib  CaHKIIMOHMPOBAHHOW M  HCKJIIOYEHUE
HECaHKIIMOHUPOBAHHOU nepegadu
BUIeOMH(OpPMAIIMKA, B TOM YHCIIE PETUCTpaIus
COOBITHI, CBSI3aHHBIX c nepenayen
BHIcOMH(OpMAIIMK, WX aHAIW3 W pPearupoBaHUE Ha
HapyIIEHUs, CBsI3aHHBIE c nepeaaue
BHIcOMH(OpMaIun

31C.10

[ToaTBepkieHHEe  TPOMCXOXKAEHHS  HMCTOYHHKA
uHpopManuy, HOJTy4yaeMon B nporecce
OIIPEEITICHNUS CETEBBIX aIPECOB 110 CETEBBIM UMEHAM
WM  OIpPCACIICHUA CCTCBbBIX HUMCH II0 CCTCBbBIM
azmpecam




3UC.11

OO0ecrieyeHre IMOUIMHHOCTH CETEBBIX COEIUHEHUN
(ceaHcoB B3aMMOJICUCTBUSI), B TOM 4YHUCJIE A
3aIUTBl  OT TIOAMEHBI CETEBBIX YCTPOMCTB |
CEPBUCOB

3UC.12

Ucknrouenune BO3MOXHOCTHU OTpULlaHUSA
nmonb3oBareneM (akTa OTNpaBKU  WHOOpMAIUU
JIPYTroMYy IOJIb30BATEIIO

3UC.13

Ucknrouenune BO3MOXHOCTHU OTpULIaHUA
nmosb3oBarenaeM (akra moaydeHus WHOpMAIMU OT
JPYTOTO TOJTH30BATEIS

3UC.14

Hcnons3oBanue yCTPONCTB TEPMUHAIBHOIO JOCTYIA
Tu1s1 00paboTKM HHGOPMAITHHI

3UC.15

3ammTa apXUBHBIX (DAiIIOB, MapaMeTPOB HACTPOUKHU
CPeACTB 3alIUThl MH(MOPMAIMKM M TMPOrPAMMHOIO
o0OecrieueHrs W WHBIX JAHHBIX, HE MOJJIEKaIINX
M3MEHEHHIO B ITpoliecce 00padoTKK HHPOPMALIUU

3UC.16

BreisiBnenne, aHanmu3 W OJOKHpOBAaHUE B
WHPOPMAIIMOHHON  CHCTEME CKpPBITHIX  KaHaJOB
nepenaun wHGOpMAMU B 00XON pealM30BaHHBIX
Mep  3amuThl  WHGOpPMANMKM ~ WIH  BHYTPHU
pa3pelIeHHbIX CETEBBIX MPOTOKOJIOB

3UC.17

Pazbuenne  umH(pOpPMAIIMOHHONW  CHCTEMBI  Ha
CEerMEHTBHI  (CerMEHTHpOBaHUE HWH(POPMAIMOHHOMN
cucTeMbl) W oOecrieuyeHHe 3aIluThl I[EePUMETPOB
CETMEHTOB HH()POPMAITMOHHOW CHCTEMBI

31C.18

Obecneuenue 3arpy3Ku u UCTIOTHEHUS
IIPOTPaMMHOT'O obecrnieueHus c MAaIIMHHBIX
HocuTelel WH(OPMAIUK, JOCTYIHBIX TOJBKO IS
YTCHUA, u KOHTPOJIb OEJIOCTHOCTHU AJaHHOT'O
MPOrpaMMHOTO 00eCTIeUeHUS

3UC.19

W3onsmust mporieccoB  (BBIMIOTHEHUE MPOTpPamMM) B
BbIJIEJICHHOW 00J1aCTH MaMsTH

31C.20

3ammTa 0eCIIpPOBOIHBIX COCTMHEHHUM, PUMEHSIEMBIX
B UH(OPMALIMOHHOM cUCTEME

3UC.21

Uckmouenune JOCTyTa MOJIb30BATENS K
nH(popManuy, BO3HUKIIEH B pPE3yJbTaTe ICUCTBUUN
NpeAbIYIIEr0o  MOJIb30BaTENsl  4Yepe3  PeecTphl,
ONEPATUBHYIO MaMsATh, BHEIIHHWE 3allOMHHAIOLINE
YCTpOWCTBAa W WHBIE OOIIME s MOJIb30BaTele
pecypcbl HHGOPMAITMOHHON CUCTEMBbI

31C.22

3ammra WHOOPMAIMOHHOW CHCTEMBI OT YyIrpo3
6e3omacHocTH WHGOpPMALKK, HANpaBICHHBIX Ha
OTKa3 B 00CTY)KHBaHUHN HHGOPMAIITMOHHONW CHCTEMBI

31C.23

3ammra nepumerpa  (pusmueckmx u (WIH)
JIOTHYECKUX TPaHUI]) HHGOPMAIIMOHHONH CHCTEMBI
npu ee B3aUMOJICHCTBUA C WHBIMU
MH(POPMAIIMOHHBIMH CUCTEMaMHU u
WH(POPMAIIMOHHO-TEICKOMMYHUKAITHOHHBIMU




CETIAMU

31C.24

[Ipekpamienue CeTEeBBIX COCAUHEHUHM TI0  MX
SaBepLHeHI/II/I N 10 HUCTCUCHUU 3aJaHHOI'O
OTIePaTOPOM BPEMEHHOTO WHTEpBaja HEAKTHBHOCTH
CETEBOI'0 COCMHCHHUS

3UC.25

Hcnonb3oBanue B MH(GOPMALMOHHON cHUCTEME WU
€€ CerMEHTaxX pa3jM4YHbIX THUIIOB OOIIECHCTEMHOTO,
INPUKIAZHOTO M  CHELHMAIBHOTO IPOrPaMMHOIO
obecrieueHus (CO3jaHNue TETEPOTCHHOM CPEIbI)

31C.26

Hcnons3oBaHne MNPUKIAJHOTO UM CHEUUAIBHOTO
MIPOTrPaMMHOI0 obecrnieveHus, HMMEIOIINX
BO3MOXXHOCTh  (DYHKIIMOHHPOBAaHUS B  cpelax
Pa3IMYHBIX ONEPALIMOHHBIX CUCTEM

3UC.27

Co3nanue (OMyISALUSA) JIOKHBIX HWH(POPMALMOHHBIX
CHCTeM WJIN HMX KOMIIOHCHTOB, MNpEeJIHA3HAYCHHBIX
st OOHApY)KEHHsI, pETUCTpallMk ¢  aHalu3a
JNEUCTBUM HApyIIUTEIEH B MPOLECCe pean3aluu
yrpo3 6e301macHOCTH HH(OPMAIHH

3UC.28

BocnpousBenenre JOXKHBIX H  (WJIH) CKpPBITHE
MCTUHHBIX OTJEINIbHBIX UH(POPMALIMOHHBIX
TEXHOJIOTUH U (WIM) CTPYKTYpPHO-(PYHKINOHATIHHBIX
XapaKTEePUCTUK MH(OPMAIIMOHHON CHCTEMBI WU €€
CETMEHTOB, obecrieynBaroee HaBA3bIBAHHE
HapyIIUTEI0  JIOKHOTO  MpEACTaBICHHs 00
UCTHHHBIX WH(GOPMAIMOHHBIX TEXHOJIOTUAX U (HJIH)
CTPYKTYPHO-(DYHKIIMOHQJIBHBIX ~ XapaKTEpUCTHKAX
MH(OPMALIMOHHON CUCTEMBI

3UC.29

[lepeBon WHPOPMALMOHHOH CHUCTEMBI WU €€
YCTPOWCTB (KOMIIOHEHTOB) B 3apaHee OMpe/ICICHHYIO
KOH(UTypaImio, 00€eCTIeYNBAOIILYIO 3alUTy
uHbopMalMK, B CiIydae BO3HMKHOBEHMM OTKA30B
(cOoeB) B  cucreme  3amuUTHl  MHpOpPMALUU
MH(POPMAITMOHHON CUCTEMBI

31C.30

3ammra  MOOWIBHBIX ~ TEXHMYECKHMX  CPEICTB,
IIPUMEHSEMBIX B MH(OPMALIMOHHOM cUCTEMe

"+" - Mepa 3amuThHl UH(OpPMAIMK BKJIIOYEHA B 0a30BBI HAOOp Mep A COOTBETCTBYIOLIETO

KJIacca 3allUIEeHHOCTH HHHOPMAITMOHHONW CHCTEMBI.

Mepsb! 3amuThl HHPOpPMALHK, HE 0003HAUYEHHBIC 3HAKOM "+, IPUMEHSIOTCS TIPH aJanTaluu
0a30Boro Habopa Mep M YTOUYHECHHMH aJalTUPOBAHHOTO 0a30BOro Habopa Mep, a TakkKe Ipu
pa3paboTKe KOMIICHCUPYIOIIUX MeEp 3alluThl

COOTBETCTBYIOIICTO KjIacCa 3alIMIICHHOCTH.

uHpopManuu B HHGOPMAIIMOHHONH CHCTEME



