ITamsaTka Ao o0yvarommxcsa 00 HHPOPMALMOHHON 0€30I1aCHOCTH J1eTel

HEJIb34

BeeMm moapsia cooOmiath CBOIO 4YacTHYI0 HMH(OpManuio (Hacrosimue ums, (aMuIuio,
TenedoH, aipec, HOMep IIKOJIbI, a Takke GoTorpaduu CBOU, CBOCH CEMBH U JIPY3€i);

2. OTKpbIBaTh BIOXKEHHbIE (ailiibl 3JIEKTPOHHOM MMOYTHI, KOT/Ia HE 3HACIIb OTIPAaBUTEIIS;

3. I'pyOuts, npuaupaTbcs, OKa3bIBaTh JAaBICHUE — BECTH Ce0sI HEBEXKIIMBO U arpecCUBHO;

4. He pacniopspkaiicst IeHbraMu TBOEH ceMbH 0€3 pa3pelleHus CTapllInX — BCEr/ia CrpalinBai
poauTENent;

5. He BcTpeuaiicsa ¢ UHTepHET-3HAKOMBIMH B PEAJIbHOM KU3HU - TOCOBETYMCS CO B3POCIBIM,
KOTOPOMY JI0BEpsICLIb.

OCTOPOXHO

1. He Bce numnyt npasay. Yuraems o cebe HenpaBay B THTepHeTe — coo011H 00 3TOM CBOUM
POIUTENSIM UITU ONIEKYHaM;

2. IlpurnamaroT nepenuchBaThCs, UTPaTh, 0OMEHUBATHCS — MPOBEPD, HET JIU MOJIBOXA;

3. Hesakonnoe xonupoBanue Qaiinos B IHTepHETE — BOPOBCTBO;

4. Bcerna pacckasbiBail B3pOCibIM O Ipo0JieMax B CETH — OHU BCETa MOMOTYT;

5. Hcnonb3yii HACTpOHKH 6€30MaCHOCTU M MPUBATHOCTHU, YTOOBI HE OTEPSITh CBOU aKKAYHTHI
B COLICETSX U JIPYTHX NOpTaiax.

MOXHO

1. VBaxail 1pyrux noJib30BaTelIeH;

2. llonp3yembcss HTEpHET-HCTOYHUKOM — JI€Jall CChIIKY Ha HETO;

3. OrtkpbIBail TOJBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmarbcs 3a TMOMOIIBIO B3POCIBIM — POJIUTENIN, ONEKYHBl U aJIMUHUCTPALUS CalTOB
BCErzia IOMOT'YT;

5. Tlpotigu obyueHue Ha caiite «CeTeBUYOK» U MOIYYH MacnopT U(pOBOTO TpaxaaHuHa!

Hpn.ﬂomeﬂue Ne2. I/IHq)OpMaIII/IOHHaH nmamMsTKa aJis Oﬁy‘-laIOIlII/IXCﬂ AJIs pasMeleHus Ha

opuumnanbHbIX MHTEpHET-pEecypcax

C KaKIbIM T'OAOM MOJIOACKHU B UHTCPHCTC CTAHOBUTHCA 6OJ'ILH_IC, a IKOJIbBHUKKU OJHHU H3

CaMbIX aKTUBHBIX TMOJb30BaTened PyHera. Mexnay TeMm, MOMHUMO OTPOMHOIO KOJWUYECTBA
BO3MOXKHOCTEH, MHTEpHET HeceT W MpoOJjeMbl. DTa MmaMsATKa JIOJDKHA MOMOYb Tebe Oe30MmacHo
HaXOOUTHCA B CETH.

Komnwviomepnole supycol

KoMnbroTepHsIil BUPYC — 3TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX ITPOrpamMM, OTJIIMYATEIIBHON

0COOEHHOCTBIO KOTOPOIl SIBJISIETCSI CIIOCOOHOCTH K Pa3MHOXEHMIO. B JOmoiHeHHe K 3ToMYy,
BUPYCBI MOT'YT ITOBPEAUTH WX MOJTHOCTBIO YHUUTOXKUTh BCE (DAIIbI U IaHHBIE, TIOJAKOHTPOJIbHBIE
MOJIb30BATENI0, OT UMEHH KOTOPOT0 ObLIa 3alyIieHa 3apaXxEHHas IporpaMmma, a TakKe MOBPEAUTh
WIN J1aK€ YHUYTOXXUTh ONEPALMOHHYIO CUCTEMY €O BceMHM (haiinamu B LenoM. B GonbmHcTBE
CIIy4aeB pacHpOCTPaHSIOTCS BUPYCHI UEPE3 UHTEPHET.

Meroas! 3aIUTHI OT BPEJOHOCHBIX IIPOIPAMM:
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Hcnonb3yil cOBpeMEHHbIE ONEPAIMOHHBIE CUCTEMbI, UMEIOIIUE CEPHhE3HBIN YPOBEHB
3aIUTBI OT BPEAOHOCHBIX IIPOTrPAMM;

[TocrostHHO ycTanaBiMBaid mauTd (UUGPOBBIE 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHaBJIMBAIOTCS C LENbI0 JOpaOTKM IPOrpaMMbl) M Jpyrue OOHOBJIEHUS CBOEH
orepannoHHON cucteMbl. CKaunBail X TOJIBKO C OPHUIMATBHOTO caiiTa pa3padoTynKa
OC. Ecnu cymiecTByeT pexiuM aBTOMaTHYE€CKOTr0 OOHOBIJIEHUS, BKIIIOUH €I0;

Pabotaif Ha cBOEM KOMITBIOTEPE MO ITPaBaMH IOJIb30BATENs, & HE aMUHHCTPATOPA.
OTO HE 03BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOTrPaMM HHCTANINPOBAThCS HA TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

Hcnonb3yil aHTUBUPYCHBIE IIPOTPAMMHBIE NIPOLYKTHI U3BECTHBIX ITPOU3BOJUTEINIEH, C
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

Orpannyb pU3HUECKUI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIMLL;

Hcnonp3yii BHEIIHUE HOCUTETH HH(OPMAINH, TaKue Kak (Iienka, TUCK Win (ai u3
UHTEPHETA, TOJIBKO U3 NPO(EepPEeHHBIX HCTOUHUKOB;

He otkpsiBaii KoMIbIOTEpHbIE (ailyibl, MOJYyYEHHbIE U3 HEHAIEKHBIX HMCTOUYHUKOB.
Haxe T1e (ailnpl, KOTOpBIE MpPUCIAT TBOW 3HAKOMBIH. Jlydmie yrouHu y Hero,
OTIIPABJISUI JIU OH TeOe HX.

Cemu WI-FI

Wi-Fi - 310 He BUJ mepenaun JaHHbBIX, HE TEXHOJIOTHS, a BCETO JIMIIb OpeH 1, Mapka. Ere
B 1991 rony Hunepnanackas kommanus 3apeructpupoana Opern «WECA», uro o6o03Hauyano
cinoBocodetanue «Wireless Fidelity», KOTOpbIi TepeBOAUTCS KaK «OECIPOBOIHAS TOUHOCThY.

Jlo Hamero BpeMeHM JoluIa Apyras adbOpeBHarypa, KOTOpas SIBJISETCS TaKOW ke
TexHoyoruei. 9to abopeBuatrypa « Wi-Fi». Takoe Ha3BaHUe ObUIO JaHO C HAMEKOM Ha CTaHAAPT
BbICIINH 3BYKOBOM TexHuKH Hi-Fi, uTo B mepeBoie 03HavaeT «BBICOKAsI TOUHOCTHY.

Jla, GecruiaTHBIM MHTEPHET-AOCTYI B Kade, OTeNnsiX U a’ponopTrax SBISETCS OTIMYHOU
BO3MOKHOCTBIO BbIXO/1a B MHTEpHET. HO MHOTHE 3KCIIEpThI CUMTAOT, YTO 001Ief0CcTymHbIe Wi-Fi
CETH HE SIBIISIOTCS O€30MacCHBIMHU.

CoBeTsl 110 Oe30macHOCTH paboTe B 00IIeA0CTyMHBIX ceTsx Wi-fi:

1.

He mepenasaii cBoro nuuHyro uHpopmaruio depe3 obmemnoctynueie Wi-Fi cern.
PaGoras B HuX, )kenaTeIbHO HE BBOJUTH APOJIH IOCTYIIA, JOTHHBI U KaKHe-TO HOMEpa;
Hcnonb3yit 1 0OHOBIIANH aHTUBHUPYCHBIE MPOrpaMMBbl M Opanamayep. Tem caMbIM Thl
obe3omacuib ce0st OT 3aKauKu BUPyca Ha TBOE YCTPOHCTBO;

ITIpu ucnonb3oBanun Wi-Fi oTtkmoun ¢ynkiuio «OO0mmii noctyn kK ¢aiiam u
npuHTepam». JlaHHas QYHKOMS 3aKpbiTa [0 YMOJIYAaHUIO, OJHAKO HEKOTOphIe
MOJIb30BaTEIIN aKTUBUPYIOT €€ A1 yA00CTBa UCIOIb30BaHuUs B paboTe min yueoe;

He ucnone3yit nyonuunenii WI-FI ans nmepenaum JWYHBIX AaHHBIX, HalpuMep IS
BBIX0/1a B COIIMAJIbHBIE CETH MJIH B AJIEKTPOHHYIO MOYTY;

Nnone3yit Tonbko 3amunieHHoe coenunenue uepe3 HTTPS, a ne HTTP, T.e. ipu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B wmoOmmeHoM Tenmedone ortkmioun  Gynknuio  «[lomkmouenne k- Wi-Fi
aBTomMaTudeckn». He nomyckail aBTOMaTuuecKoro moAKJIIOYEHNs YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

Coyuanvuvie cemu
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ConuasibHble CETH aKTUBHO BXOJAT B HAIY )KU3Hb, MHOTHE JIFOIU paOOTAIOT U KUBYT TaM
noctosiHHO, a B Facebook yke 3aperucrpupoBaH MIULIHApP] YETIOBEK, YTO SIBJISICTCS OJHOMN
CeIbMOI BCEX JKUTENEH IUTaHeThl. MHOIHME IMOJIb30BATEIM HE MOHHUMAIOT, 4TO HH(MOpMaIus,
pasMCiCHHad UMW B COOHUAIIBHBIX CCTAX, MOXKCT GBITB HaﬁﬂeHa " HUCII0JIb30BaHa KEM YroJgHo, B
TOM YHCJIE HE 0053aTe/IbHO ¢ OJIariMK HaMEPEHHUSIMU.

OCHOBHBIE COBETHI IO O€30MAaCHOCTH B COLMaJIBHBIX CCTAX:

1. Orpannyb cnucok apy3ed. Y TeOs B Ipy3bsAX HE JOJDKHO OBITh CIIy4alHBIX W
HE3HAKOMBIX JIFOICH;

2. 3amumail cBO 4acTHYIO *u3Hb. He ykaspiBall maponu, TenedoHbl, aapeca, IaTy
TBOETO POXIEHUSA M JPYIyH0 JUYHYIO HHPOpPMALUIO. 3JIOYMBIIUICHHUKH MOTYT
UCIOJIb30BaTh Jake MH(OpPMALMIO O TOM, KaK Thl U TBOU POAMTENH IJIaHUpPYETe
MIPOBECTH KAHUKYJIbI;

3. 3amuirail cCBOIO pemyTaluio - AepKH ee B YHUCTOTe U 3aaBail cebe BOImpoc: XoTen Obl
ThI, YTOOBI JAPYTrHe MOJIb30BATEIN BUJIETH, YTO ThI 3arpyxaemib? [logymaii, mpexae
9YeM YTO-TO OMYyOJIMKOBATh, HAMUCATh U 3arPY3UTh;

4. Ecau Tel TOBOPHUIIL C JIFOJMHU, KOTOPBIX HE 3HACIIIb, HE UCIIOJIB3YH CBOE peaIbHOE UMsI
U APYTYIO JINYHYIO0 HH(DOPMAIHK: UMSI, MECTO KHUTEIbCTBA, MECTO YUeObI U IpoUee;

5. WU3sberaii pazmemienus potorpaduii B MuTepuere, rae Tol n300pakeH Ha MECTHOCTH,
10 KOTOPOI MOKHO OTIPEJEIUTH TBOE MECTOIOJIOKEHNUE;

6. Ilpu peructpanuu B COIMAIBHON CETH HEOOXOAMMO HCIOJIb30BATh CIOKHBIE MAPOIIH,
cocrosire u3 OyKB ¥ IUQP U ¢ KOJTUIECTBOM 3HAKOB HE MEHEE §;

7. Jlns conumanbHOM ceTH, MOYTH U APYTHX CAMTOB HEOOXOIMMO MCIOIB30BaTh Pa3HbBIE
naposid. Torga eciiu Te0s1 B3JIOMAIOT, TO 3JI0YMBIIIIEHHUKH TMOy4aT JOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

DiekmpoHHble eHb2u

ONEKTPOHHBIE AEHBIM — 3TO OYEHb YAO0OHBIN CIIOCOO MiaTexed, 0OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIY4YUTh 3TU ACHBIH.

SJICKTpOHHBIC JACHBI' TIOABHIIMCH COBCEM HCOAAaBHO M MMCHHO H3-3a 3TOI'O BO MHOI'MX
rocyaapCTBax A0 CHUX IOP HEC NPOMHUCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHn GyHKIMOHUPYIOT M O HUX YK€ IMIPOIHMCAHO B 3aKOHE, 1€ UX Pa3JIeIIsioT
Ha HECKOJIbKO BUJIOB — AHOHUMHbIE 1 HE aHOHUMHBbIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX paspeuiaercss MpOBOAUTH oOnepauud 0e3 WAeHTH(PHUKAIUK [OJb30BaTesl, a B
HEaHOHHWMHBIX UACHTU(DUKAIIY TT0JIb30BATENS SBISIETCS 00s13aTeIbHOM.

Taxxe cienyer pa3nuyarh JIEKTPOHHbIE (UATHBIE NEHBI'M (PaBHBI TOCY/IapCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHBIE He(hUaTHBIE IEHBIU (HE paBHBI TOCYAapCTBEHHBIM BAJTIOTAM).

OcHOBHBIE COBETHI 10 O€30MaCHOI paboTe ¢ IEKTPOHHBIMU JCHbIaMHU:

1. TlpuBsxku K cueTy MOOMIBHBIN TeneoH. DTO caMblii YIOOHBIM U OBICTPBIN crOco0
BOCCTAHOBUTB AOCTYN K cueTy. IlpuBs3aHHBIi TesneoH MOMOXKET, eciau 3adynellb
CBOY IUTATEKHBIN NIAPOJIb WM 3al/EIIb HAa CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonb3yii omHOopa3oBkie mapoiu. [Tocie nmepexo/ia Ha yCHIICHHYIO aBTOPHU3AIUIO TeOe
y’Ke He OyZIeT yrpokaTh ONAaCHOCTh Kpa)ku MIIM TepexBaTa IJIaTeKHOTO Mapois;
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3. BeiOepu cnoxubslii mapons. IlpecTynmHukam OyneT HE MPOCTO yraaaTh CIOXKHBIHN
napoiib. Hazexxsble maposiau — 3T0 Mapoiu, KOTOpble coJepkKaT He MeHee § 3HAKOB U
BKJIIOYAIOT B c€0sI CTPOYHBIE W MPOMUCHBIE OYKBBI, IIU(PPHI U HECKOIHKO CHMBOJIOB,
TaKHe Kak 3HaK JoJutapa, pyHTa, BOCKIUIATENIbHBIN 3HaK U T.11. Hanmpumep, $tROng!;;

4. He BBOJIM CBOM JUYHBIE JaHHBIE HA CaliTax, KOTOPHIM HE JOBEPSCIIb.

aﬂeKWIDOHHa}Z nodyma

DJeKTpOHHAs M0YTa — 3TO TEXHOJIOTUS U NPEIOCTABIISIEMbIE €10 YCIYTH 110 EPECHUIKE U
MOJYYCHUIO AJIEKTPOHHBIX COOOIIEHHI, KOTOpPBIE PACHPEICNSIOTCS B KOMIIBIOTEPHOH CETH.
OOBIYHO ~ DJIEKTPOHHBIM  MOYTOBBIM  SAIMK  BBIJIIAMT  ClEQyOLMM  oOpas3oMm:
UMS_TIOJIb30BATEISI(@UMSL_JOMeHa. Takke KpoMme IMepeadyd MpOCTOr0 TEKCTa, HMEETCs
BO3MOYKHOCTb IlepeiaBaTh (paiiibl.

OcHoBHBIE COBETHI 110 6€30MaCHOM paboTe C IMEKTPOHHON MOUTOM:

1. Hago BrIOpaTh MpaBUIBHBIN TOYTOBBIN cepBUC. B HHTEpHETE €CTh OrPOMHBII BBHIOOD
OecIIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIyUIIe JOBEPATh TEM, KOTO 3HACIIb U KTO
IIEPBBII B PEUTHHIE;

2. He yka3piBaii B JuM4HOI mouTe JuuHy0 nHpopmanuto. Hampumep, mydiie BbIOpaTh
«My3BIKaTbHBIN _(panaT@» mm «pok2013» BMecTo «remal3»;

3. Hcnosnp3yii IByX3TalHy aBTOPU3ALUI0. JTO KOI'/1a IOMUMO [apoJid HYKHO BBOJUTH
KOJI, IpHUChIIaeMbIil o SMS;

4. BeiOepu CHOXHBIM Mapoib. J[7s KaXJOTro MOYTOBOTO SIIIUKA JOKEH OBITH CBOM
HAaJIe)KHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Eciu ecTb BO3MOXXHOCTh HANMCATh CAMOMY CBOM JIMUHBIA BOIIPOC, UCIOIB3YH 3Ty
BO3MOXHOCTb;

6. HMcnonb3yil HECKOJIBKO IOYTOBBIX SIIMKOB. [IepBbIM 111 4YacCTHOW NEPENUCKU C
ajgpecaraMM, KOTOPBIM Tbl JIOBEpsi€llb. OTO DJIEKTPOHHBIA ajgpec HEe Halo
WCIIOIB30BaTh MPU PETUCTpauu Ha GopyMax U caiTax;

7. He oTkpsiBaii (aitiibl U Ipyrue BIOKEHH B MUCbMaXx Jake €CIM OHU MPHUIILTH OT TBOUX
npyseit. Jlydie yTouyHu y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TH (paitiibr;

8. Tlocne okoHuaHust pabOTHI HA TOYTOBOM CEPBHCE TMepe] 3aKPHITHEM BKIIAJIKU C CAaliTOM
He 3a0y/p Ha)kaTh Ha «BbIATHY.

Kubepoyinune unu supmyanvroe uzdesamenbcmeo

KubepOymauHr — mpecienoBaHUE COOOIMICHUSIMH, COJEPXKAIIMMH  OCKOPOJICHHUS,
arpeccHio, 3alyTHBaHKUE; XYJIUTAHCTBO; COIMAIbHOE OOMKOTHPOBAHHUE C TIOMOIIBIO PA3THYHBIX
WHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 60pHOE ¢ KUOEPOYIITUHIOM:

1. He Opocaiics B 60i. Jlyummuii cmoco6: mocoBeToBaThcsl Kak ceOst BECTH M, €CJIM HeT
TOr0, K KOMY MOXHO OOpaTHUTbCS, TO BHauyaue yCIMOKOWUThCs. Eciu Thl HauHelb
OTBEYaTh OCKOPOJICHHSIMH Ha OCKOPOJICHHs, TO TOJBKO eIle OOJIbIIe Pa30XIKellb
KOH(JIUKT;

2. Vupaeisii cBoel KubeppemnyTaiue;

3. AHOHUMHOCTh B ceTd MHHMasg. CyIIeCTBYIOT CHOCOObI BBIICHHTb, KTO CTOHMT 3a
AHOHHMMHBIM aKKayHTOM;

4. He cTouT BeCcTH XyIUTaHCKUH 00pa3 BUPTyanbHOH kxu3HU. IHTEpHET QuKcHUpyeT Bce
TBOU JICHCTBUSI M COXPAHSET UX. Y TAIUTh UX OYIET KpaiiHe 3aTpyIHUTEIHHO;
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5. Cobmtonaii CBOW BUPTYaIbHYIO YECTh CMOJIONLY;

6. HWraopupyii eauHn4HbIM HeratuB. OHOPa30Bble OCKOPOUTEIbHBIE COOOIICHHSI JTyYlle
UrHopupoBaTh. OOBIYHO arpeccHs MpeKpallaeTcs Ha Ha4YaJIbHOM CTa/lny;

7. ban arpeccopa. B nporpaMmMax oOMeHa MTHOBEHHBIMU COOOLLIEHUSIMU, B COLIUAIIBHBIX
CeTAX €CThb BO3MOXXHOCTb OJOKHMPOBKHM OTIPABKHA COOOIIEHHH C OIpeaeneHHbIX
aZipecos;

8. Ecim T1H1 cBuzmerens kubOepOymmmura. TBoum aeicTBUSA: BBICTYOUTH MPOTHB
IIpecieoBarens, IOKa3aTb €My, YTO €ro JeHCTBHsS OLICHHBAIOTCS HEraTHUBHO,
MOJIEP)KATh JKEPTBY, KOTOPOM HyXHa IICUXOJIOrMYecKas IIOMOIlb, COOOLIUTH
B3pOCIIBIM O (haKTE arpecCUBHOIO MOBEACHUS B CETH.

Mobunvuviit menegon

CoBpeMeHHbIE CMapT(OHBI U IJTAHIIETHI COAECPHKAT B ce0€ BIOIHE B3POCIBIN (DYHKIHOHAI,
U Tenepb OHM MOT'YT KOHKYPHUPOBAaTh CO CTAallMOHAPHBIMM KoMIbroTepaMu. OJHAKO, CPEICTB
3alUThI AJ1s TOJOOHBIX YCTPOICTB I10Ka OYEHb Majlo. TecTupoBaHKE U TOUCK YSI3BUMOCTEN B HUX
IPOMCXOIUT HE TaK HHTEHCUBHO, Kak i 1K, To jkxe camoe kacaeTcsi 1 MOOUJIbHBIX MPHIIOKEHHUH.

CoBpemeHHble MOOMIIbHBIE Opay3epbl ykKe MPAaKTUYECKU JAOTHAJIM HACTOJIbHBIE aHAJIOTH,
OJIHAKO paciiupeHue (yHKIHMOHAjJa BiI€YEeT 3a COOOW OOJBIIYIO CIIOXKHOCTb M MEHBIIYIO
3aLUILEHHOCTb.

Jlaneko He Bce NPOM3BOJIMTENN BBIITYCKAIOT OOHOBJIEHHUS, 3aKPHIBAIOIINE KPUTHUYECKUE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcCHOBHBIE COBETHI JIsi 0€30MaCHOCTH MOOMIIBLHOTO TenedoHa:

1. Hwuuero He sBNsieTCS MO-HAcTOAIEMY OecIUIaTHBIM. byb ocTopokeH, Besib Korna Tebe
npeJularaloT O0ecIulaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITBI KaKMe-TO IUIATHBIE
yCIIyTH;

2. Jlymaii, npexxae yem otnpaButh SMS, ¢oto mnu Bujieo. Thl TOUHO 3HAEIIb, IJI€ OHU

OyayT B KOHEUHOM HTOTE?

Heo6x011Mo0 0OHOBIIATE ONEPAIMIOHHYIO CUCTEMY TBOETO CMapT(OHa;

Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI 11 MOOMIIBHBIX TeNle()OHOB;

5. He 3arpy»xaii npujio)keHHs OT HEU3BECTHOT'O UCTOYHUKA, BEIb OHU MOTYT COZEpPKaTh
BPEJOHOCHOE NTPOrPaMMHOE 00ECIIEUEHUE;

6. Ilocne Toro xak Thl BBIHJEIIb C caiiTa, IJ€ BBOAWI JMYHYIO HH(POpPMAIHUIO, 321 B

HacTpolku Opaysepa u ynanu cookies;

[leproanuecku npoBepsit Kakue MIaTHbIE YCIYT'H aKTUBUPOBAaHbI HA TBOEM HOMEPE;

8. MlaBaii cBoif HOMep MOOMJIBHOTO TenedOHa TONBKO JIIOJAM, KOTOPHIX Thl 3HAEIIb U
KOMY JTOBEpSEIIb;

9. Bluetooth nomkeH OBITH BBIKIIOUEH, KOT/Ia Thl MM HE Mousb3yembcs. He 3a0biBaif
MHOTJIa MPOBEPATH ITO.
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Online uepwi
CoBpeMeHHBIE OHJIAMH-UTPBI — 93TO KPAacOYHBIC, 3aXBaTHIBAIONINE pa3BIICUCHHUS,

O00BEAMHSIIONINE COTHHU THICSY YENIOBEK MO0 BceMy Mupy. Mrpoku ucCienyroT JaHHBIA UM MHD,
o0LIat0TCs IPYT C APYTrOM, BBIIOJHSIOT 3aJaHHsl, CPAXKAIOTCS C MOHCTPAaMU U MOTY4al0T OMBIT. 3a
YIOBOJILCTBUE OHU ILIATST: MOKYMAOT JHUCK, OIJIAYMBAIOT AOOHEMEHT WM MPUOOPETAIOT KaKHe-
TO OIIUU.

Bce »Tm cpeactBa mIyT Ha TOIJACpKAaHWE M PAa3BUTHE WIPHI, a TaKkKe Ha caMy
6C3OHaCHOCTB: COBCPHICHCTBYIOTCSI CHCTCMBI ABTOPH3AllMH, BbIIIYCKAOTCA HOBBIC IIaT4YU
(rdpoBBIC 3aTUIATKH IS TPOTPaMM ), 3aKPHIBAIOTCS YSA3BUMOCTH CEPBEPOB.
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B HO,Z[O6HI:IX HUrpax CTOUT OIlaCaTbCd HE CTOJIbKO CBOUX COIICPHUKOB, CKOJIBKO KpaKu
TBOCTO IMapOJisd, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3allH1 OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 10 OE30IIACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroit urpok Befet ceds MI0Xo WiK co3aaeT Te0e HENPUATHOCTH, 3a0JI0KUPYH
€ro B CIIUCKE UTPOKOB;

[loxxkamylics agMUHUCTpAaTOpaM UIPhl Ha IIJIOXO€ IIOBEICHHME JTOr0 WIPOKa,
JKEJaTeJIbHO IIPWIOKUTD KaKUe-TO J0Ka3aTeJIbCTBA B BUIE CKPUHOB;

He yxa3piBaii mnunyro nHpopMmanuo B mpodaiisie urpel;

VYBaxkail Ipyrux y4aCTHUKOB I10 UIPE;

He ycranaBnuBaii Heo(uIuanabHble TaTYH U MOJIBI;

Hcnonb3yi CII0KHBIE U pa3HbIE N1apOJIy;

Jlaxxe BO BpeMsi UIPbl HE CTOMT OTKJIIOYaTh aHTUBMpYC. Iloka ThI Wrpaems, TBON
KOMIIBIOTEP MOT'YT 3apa3uTh.

N

NouhsAWw

Duiune i Kpaxjca Tu4HuIX OaHHbIX

OObIYHON Kpaskel JIeHer M JOKYMEHTOB CErofHsl YK€ HHKOro He yauBHfilb, HO C
pPa3sBUTHEM HUHTEPHET-TEXHOJOIMH 3JOYMBIIIJICHHUKM HEPEeMECTUIMCh B HUHTEPHET, H
IIPOJODKAIOT 3aHUMATHCS «JIIOOUMBIMY JETIOM.

Tak mosiBUIIach HOBasi yrpo3a: MHTEPHET-MONICHHUYECTBA WM (UIIWHT, TJIaBHAS IIETh
KOTOPOI'O COCTOMT B MOJYYEHUU KOH(UICHLIMAIbHBIX JAHHBIX MOJIb30BaTENIe — JIOTMHOB U
naposiei. Ha anrnuiickom s3eike phishing unraercs xak ¢ummsr (ot fishing — pbiGHas 0B,
password — mapoJib).

OcHOBHBIE COBETHI IO 60pbOE ¢ HYUITMHTOM:

1. Cnemu 3a cBOMM akkayHTOM. Eciu Thl mojo3peBaelllb, YTO TBOS aHKeTa OblLia
B3JIOMaHa, TO He0OXOMMO 3a0JIOKUPOBATh €€ U COOOLIUTH aIMUHUCTPATOpaM pecypca
00 3TOM KaK MO>KHO CKODEE;

2. Hcnonb3yit Oe3onacHble BeO-CaliThl, B TOM YHCJIe, MHTEPHET-Mara3uHoB U IOUCKOBBIX
CHCTEM;

3. Hcnonb3yit cloXXHbIE M pa3Hble Mapoiu. Takum oOpas3om, eciau TeOs B3JIOMAIOT, TO
3TIOYMBIIIJICHHUKH TTOJTyYaT JOCTYI TOJIBKO K OJJHOMY TBOEMY NMPOMUIIO B CETH, a HE
KO BCEM;

4. Ecnu Te0s B31OMaH, TO HEOOXOIUMO TPEAYIIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE
no6aBieHbl y Te0sl B JIpY3bAX, O TOM, UTO T€Osl B3JIOMAIM U, BO3MOXKHO, OT TBOETO
MMEHH OY/IeT pacchUIaThCs CIIaM M CCHUTKY Ha (DUIITMHTOBEIEC CAMTHI;

5. VYcranoBu HaaexHbIH mapoib (PIN) Ha MOOMIIBHBIN TenedoH;

OTKIIIOYM cOXpaHEHue Maposst B Opaysepe;

7. He otkpsiBaii paiiiisl U qpyTUe BIOKEHHUS B MUChMaxX JJaKe €CJIA OHH TPHUIILIH OT TBOUX
npys3eit. Jlydine yTouHd y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (paitiibl.

o

Lugposas penymayus

[Mudposas pemyranus - 3T0O HEraTUBHAs WM MO3WTHBHas WH(OpManus B CETH O TeOe.
Kommpomerupyromas uHpopMaIus pa3MelleHHass B MUHTEPHETE MOXKET Cephe3HBIM 00pa3oM
OTpPa3UThCsI HAa TBOEW peanbHOU )u3HH. «l{udpoBas pemyrarus» - 3T0 TBOW UMHIK, KOTOPBIN
dopmupyercst u3 uHpopMmalu o Tede B MHTEPHETE.

TBoe MecTO JKUTENbCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJ0KEHNE, OCOOCHHOCTH XapaKkTepa
U paccKa3bl 0 OJIM3KUX — BCE ATO HAKATUTMBAETCS B CETH.
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MHorue noJapocTKU JErKOMBICIEHHO OTHOCATCA K IMYOJMKALUU JTMYHON HH(pOpMAIUN B
WNurtepHere, He MOHUMAsI BOBMOXHBIX TOCIEACTBUN. ThI Jaxke HEe CMOKEIIb JI0TaIaTbCsl O TOM, YTO
dororpacdus, pasmelieHHas 5 JeT Ha3all, cTaja MPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, paszmenienue TBoux pororpaduii u Apyrue 1edcTBUsS MOTYT HE UCUE3HYTh
JaKe MOCJIe TOTO, KaK Thl UX yJAIHIIG. Thl HE 3HACHIb, KTO COXPAHMII ATy WH(OPMAIIHIO, IToTIalia
JU OHA B IOMCKOBBIE CHCTEMbl M COXPaHWJACh JIM OHA, a TJIABHOE: YTO MOAYMalT O Tebe
OKpYKAroIlee JIF0IM, KOTOphIe HAAYT W YBUAAT 3T0. HaliTu mHMOpMALIMIO MHOTO JIET CITYCTSI
CMOKET JII000# — Kak U3 JOOPBIX MOOYKIEHUH, TaK U C HAMEPEHUEM IPUUUHUTD BPEJl. ITO MOKET
OBITH KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3aLIUTE LU(PPOBON pemyTauu:

1. Tlomymaii, mpexje 4eM 4TO-TO MyOJUKOBaTh U mepenaBaTh y ceOs B Oiore Wiu B
COIMAIILHOU CETH;

2. B nactpoiikax npoQuiisi yCTaHOBH OTPAaHUYEHHUS Ha IIPOCMOTP TBOETO MPOQHIISL U €T0
COJICP)KMMOT0, C/IeTIal €ro TOJIBKO «IJIs APYy3eiiy;

3. He pasmemaii u He yka3biBail nHpOpPMAIHIO, KOTOpPas MOKET KOTO-JIM00 OCKOPOIISATH
WJIM OOMKaTh.

Aemopckoe npaso

CoBpeMeHHbIE KOJILHUKH— aKTUBHBIE TI0JIb30BaTeNd I(PpoBoro npoctpancTBa. OHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJb30BaHWE MHOTHMHU BO3MOXKHOCTSIMU HU(GPOBOrO MUpa TpedyeT
coOI0IeHMSI TPaB Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMUH <«UHTEIJIEKTyadbHasi COOCTBEHHOCTbY» OTHOCHUTCA K pPa3jIMYHbIM TBOPEHUSIM
YeJI0BEYECKOr0 yMa, HauMHasi ¢ HOBBIX M300pETeHUH 1 3HAKOB, 0003HAYAIOIUX COOCTBEHHOCTD
Ha TMpPOJIYKTHl M YCIyT'M , W 3aKaH4yuBass KHUramu, Qororpagusmu, KUHOPUIBMAMU U
MY3bIKaJIbHBIMU [TPOU3BEICHUAMM.

ABTOpCKHE ITpaBa — 3TO MPaBa Ha MHTEJIEKTYalbHYI0 COOCTBEHHOCTh Ha MPOU3BEIACHUS
HayKH, IUTEPATypbl U UCKycCTBA. ABTOPCKHUE IIpaBa BHICTYNAIOT B KAYECTBE rapaHTUH TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJdeT HampacHbIM, JacT €My CIIpaBeIJIMBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOEro TPyAad, NOJYyYUTh U3BECTHOCTh U MpPU3HAHUE.
Huxkro 6e3 paszpemieHust aBTopa HeE MOKET BOCIIPOM3BOIUTH €r0 POU3BEACHUE, PAaCTIPOCTPAHSTh,
nyOJIMYHO JIEMOHCTPUPOBATh, MpPOAAaBaTh, MMIIOPTUPOBATH, MYCKAaTh B MPOKaT, MYOJIMYHO
UCTIOJIHATD, IOKA3bIBATh/UCHIOIHATH B A(Hpe UK pazmeniaTsh B IHTepHeTe.

Hcnonb30BaHue «ITUPATCKOT0» MPOrPaMMHOT0 00ecrieueHHsI MOXKET MIPUBECTH K MHOTHM
pUCKaM: OT IOTEpU JAaHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKM TBOETO YCTPOMCTBA, TJe
YCTAQHOBJICHHBII He JierajgbHas mnporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYET
JerajgbHble U OeCIIaTHBIE MPOTrpaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

CereBu4oK.p) — TBOHM TIJIaBHBI COBETYMK B CETH. 3J€Ch THl MOJXEIIb Yy3HATh O
0€30MacHOCTH B CETH TMOHATHBIM U JIOCTYITHBIM SI3BIKOM, a MPU BO3HHUKHOBEHHH KPUTHUYECKOU
CUTyaluu oOpaTHTbCS 3a COBETOM. A TakKe MPHUHSITH Y4acTHE B KOHKYpPCax U CTaTb CaMbIM
U(POBBIM TPaKIaHUHOM !
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