MAMSITKA }
JUIS OBYYAIOINUXCS OB MHPOPMAIIMOHHOM BE30OIACHOCTH
JNETEN

HEJIb34

1. Bcem mozipsi cooO1IaTh CBOO YacTHYIO HHGOpMAIHIO (HacTosmue uMs, pamuimio, TenedoH,
ajipec, HOMep MIKOJIbI, a TaKkke (hoTorpaduu CBOH, CBOSH CEMbU U Ipy3eil);

2. OTKpbIBaTh BIOXKEHHBIE (DailsIbl SJIEKTPOHHON MOYTHI, KOT /1A HE 3HACIIb OTIPABUTEIIS;
3. I'pyOuth, npuanpaThcs, OKa3blBaTh AaBJICHUE — BECTU ce0s1 HEBEKIMBO M arpEeCCUBHO;

4. He pacniopspkaiicsi JeHbraMu TBOEH ceMbH 0€3 pa3pelleHrs CTapIIuX - BCeria CrpaminBai
poauTeneu;

5. He Bcrpeyaiics ¢ IHTepHET-3HaKOMBIMHU B pPEaIbHOM JKU3HU - IIOCOBETYICS CO B3POCIIBIM,
KOTOPOMY JIOBEPSICILb.

OCTOPOXHO

1. He Bce numryt npasay. Yuraeus o cedbe HenpaBay B IHTepHeTEe — co00111u 00 3TOM CBOUM
POJMTENSM UM OIEKYHaM;

2. [lpurnamaroT nepenuchiBaThCsl, UTPATh, 0OOMEHUBATHLCS - IPOBEPD, HET JIU MOJBOXA;
3. He3zakonHoe konupoBanue ¢aiiios B UHTepHETE - BOPOBCTBO;
4. Beerna paccka3biBail B3pOCIBIM O TTpoOJIeMax B CETH - OHU BCET/ia IIOMOTYT;

5. Vcrionb3yit HacTpoiKK 0€301MacCHOCTH U MIPUBATHOCTH, YTOOBI HE TIOTEPATH CBOM AKKAYHTHI B
COILICETSAX U JIPYTHX MopTaiax.

MOXHO

1. YBaxaii 1pyrux rnojab30BaTeNen;

2. Ilonw3yembess UHTEpHET-UCTOYHUKOM - JIEJIail CCBUIKY Ha HETO;
3. OTKpbIBaii TOJNBKO T€ CCHUIKU, B KOTOPBIX YBEPEH;

4. O0maTbcs 32 TOMOILBIO B3POCIBIM - POAUTENHN, ONEKYHbI U aIMUHUCTpAIlUs CaliTOB BCeraa
IIOMOT'YT;

5. Ilpoiigu oOydenue Ha caiite «CeTeBUYOK» U MOJIY4H NacrlopT HU(PPOBOro rpakaaHuHal
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NHO®OPMALIMOHHASA ITAMATKA JUIAA OBYYAIOLHINUXCA

C KaX/1pIM I'0ZIOM MOJIOZIEKH B HHTEPHETE CTAHOBUTHCS 0OJIbILIE, a IIKOJIBHUKU OJTHU U3 CaMbIX
aKTUBHBIX ITOJIb30BaTesnel Pynera. Mexay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOYHOCTEH, HHTEPHET HECET U MPoOIeMbl. DTa namsTKa JODKHA IIOMOYb Tebe 6e301acHo
HaxXOJUTHCS B CETH.

KomnbrotepHbie BUPYCHI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOTPaMM, OTIIMYUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBISIETCS CIIOCOOHOCTH K pa3MHOKEHHIO. B oToTHeHne K A TOMY,
BUPYCBI MOT'YT ITOBPEUTH WIH NOJHOCTHIO YHUUTOXKHUTH BCe (ailibl U TaHHbIE,
[OJIKOHTPOJIbHBIE TI0JIb30BATEI0, OT UMEHU KOTOPOTro Oblia 3amylieHa 3apak€HHas Iporpamma,
a TaKk)Ke MOBPEIUTh WM AaXKE YHUUTOXHUTH ONEPallMOHHYIO CUCTEMY CO BceMH (paiiinamu B
1es10M. B OonbIIMHCTBE CllydyaeB paclpoCTPaHSIIOTCS BUPYChl YEpE3 UHTEPHET.

MeToabl 3aIUTEl OT BPCIOHOCHBIX ITPOTpaMM:

1. Ucnionb3yil coBpeMeHHbIE ONEPAlMOHHbIE CUCTEMBI, UMEIOLINE CePhE3HBIN YPOBEHB 3aIUTHI
OT BPEJIOHOCHBIX IIPOTPaMM;

2. IlocTrosiHHO ycTaHaBIMBal MadyTy (UG POBbIE 3aIUIaTKH, KOTOPbIE aBTOMATUYECKU
YCTaHaBJIMBAIOTCS C LEJbIO JOPAOTKU MPOTrpaMMbl) U Jpyrue OOHOBIIEHUS CBOEH onepariioHHON
cucreMbl. CkaunBail BX TOJIBKO ¢ ourranbHOro caita pazpadorunka OC. Ecnu cymecTByet
PEKUM aBTOMATUYECKOI0 OOHOBJIEHHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEPE ITOJ1 ITpaBaMH 0JIb30BATENs, a HE aAMMHHUCTpATOpa. JDTO HE
MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MTPOrPaMM HHCTAJUIMPOBATHCS HA TBOEM NEPCOHAIEHOM

KOMITbIOTEPE;

4. Vcnionb3yit aHTUBUPYCHBIE TPOIPaMMHBIE ITPOIYKThI U3BECTHBIX TPOU3BOIUTEINEH, C
aBTOMaTHUYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyb (puU3HYECKH JOCTYH K KOMIIBIOTEPY [T TOCTOPOHHUX JIMIL;

6. Mcnonp3yil BHEIIHKME HOCUTENH HH(OPMAIIUY, TaKue Kak (iemika, JTUCK Win (aidi us
UHTEPHETA, TOJILKO U3 MPO(EePEHHBIX HCTOUHUKOB;

7. He oTKkphIBail KOMIbIOTEPHBIE (Daiiiibl, MOyUYSeHHBIE U3 HEHAIEKHBIX UCTOUHUKOB. [laxke Te
¢aiinbl, KOTOpbIE MPUCIIAT TBOW 3HaKOMBIH. Jlydilie yTouHH y HEro, OTIPaBJIsI JIU OH TeOe UX.

Cerun WI-FI
Wi-Fi - 3T0 He BuJ miepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeH 1, Mapka. Emie B 1991

roJly HUJepiaaHackas kommnanus 3aperucrpuponaia opersr «WECAy, yto 0003Haqano
cioBocouetanue «Wireless Fidelity», KoTopblif mepeBoAUTCS Kak «OecIpOBOIHAS TOYHOCTDY.



Jlo Hamero BpeMeHH JAoIIa Ipyras abopeBuaTypa, KOTopas sSBJISIETCS TAKOU )K€ TEXHOJIOTHEH.
D10 abbpeBuarypa «Wi-Fi». Takoe HazBaHuMe OBLIO JaHO C HAMEKOM Ha CTaHAApPT BBICIIHI
3ByKkoBo#i TexHuku Hi-Fi, 4To B mepeBosie 03Ha4aeT «BBICOKAsE TOYHOCTbY.

Ja, GecruiaTHBIN HHTEPHET-AOCTYII B Kade, OTEISX U adpPOIopTax SBISICTCS OTIUIHON
BO3MOXKHOCTBIO BBIX0J1a B MHTEpHET. HO MHOTHE 3KCIIEPThI CYUTAIOT, YTO 00IIe0CTyIMHbIE Wi-
Fi cetu He saBnsAroTCs OE30I1aCHBIMU.

Cosertsl 110 Oe30macHOCTH pabore B 001Iea0CcTynHbIX ceTsx Wi-fi:

1. He nmepenasaii cBoro nuunyro uHbopmaruio uyepe3 odmenocrynubie Wi-Fi cetu. Paboras B
HUX, KeJIaTeJIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JIOTHHBI M KaKHUe-TO HOMEpa;

2. Ucnionb3yit 1 0OHOBIISIN aHTUBUPYCHBIE TPOrpaMMBI B OpanaMayep. TeM caMbIM Th
o0e3onacuiib ceds 0T 3aKaYKU BUpPYyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnons3oBanun Wi-Fi otknroun pynkiuto «O0mmii noctyn K dailiaam u mpuHTEpam».
Jannast QyHKIHS 3aKphITa 10 YMOJYAHUIO, OJJHAKO HEKOTOPBIE TIOJIB30BATEIIA aKTUBUPYIOT €&
IUTsl y100CTBa UCIIOJIb30BaHMsI B paboTe min yuebe;

4. He ucnonw3yit myonnunelii WI-FI s nepegaun aMuHbIX JaHHBIX, HAIPUMEP JUIs BBIXOJIA B
COLIMAJIbHBIE CETH WJIU B DJIEKTPOHHYIO IOYTY;

5. Nnonw3yit Tonbko 3amuiieHHoe coequnenue yepe3 HTTPS, a ue HTTP, T.e. mpu Habope BeO-
azpeca BBOAM UMEHHO «https://»;

6. B MmoOunsHOM Tenedone otkinoun ¢pyHknuto «lloaxmouenne k Wi-Fi aBTomatuuecku». He
JIOITyCKai aBTOMaTHYECKOTO MOJIKII0UYEHUs yCTpoiicTBa Kk ceTsiM Wi-Fi 0e3 TBoero cornacus.

ConuanbHbIE CETH

CouuanbHbIe CETH aKTUBHO BXOJISIT B HAIILY )KM3Hb, MHOTHE JIFOJIU PAOOTAIOT U )KUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUJLIIHAp/ YENIOBEK, YTO SIBISIETCS OJHOMN
CeZIbMOM BCeX JKUTENEeH TIaHeThl. MHOTHE MOIh30BaTeu HE TOHUMAIOT, YTO HH(pOpMaIus,
pa3MeIleHHas UMY B COLIMATBHBIX CETSIX, MOXKET ObITh HaliJleHa U UCIIOJIb30BaHa KEM yroJIHO, B
TOM YHCIIe HE 00s13aTebHO ¢ OJIaruMu HAMEPEHUSIMHU.

OCHOBHBIE COBETHI 10 0€30IIaCHOCTH B COIMAJIBHBIX CETIX:

1. Orpanuyb criucok Apy3ei. Y TeOs B IPYy3bsiX HE TOJDKHO OBITH CYYalHBIX U HE3HAKOMBIX
b1 {001 (7 K

2. 3amuiaii cBOIO 4acTHYIO *ku3Hb. He yka3biBail maponu, TenedoHsl, ajapeca, 1aTy TBOETO
POXJIEHUS U JPYTYIO JUYHYIO0 HHPOPMALIKIO. 370YMBIIIJIEHHUKA MOTYT MCIIOJIb30BaTh e
I/IH(i)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTEIIN IIJIAHUPYCTE ITPOBECTH KAHUKYJIbI;

3. 3amminaii CBOO pernyTaIuio - IEp>KU €€ B YUCTOTE U 3a/1aBail cebe BOIpoc: XoTes ObI ThI,
4TOOBI APYyrue MOIB30BATENN BUJIENH, YTO ThI 3arpyskaemib? [logymail, mpexae 4emM 4To-To
OITyOJIMKOBATh, HAMMKCATh U 3aTPy3UTh;

4. Ecnu Thl TOBOpUILIB C JIFOABMH, KOTOPBIX HE 3HACILb, HE UCIIOJIb3YH CBOE PEAIBHOE UM U
JPYTyIo JUUHYIO HH(OPMALMU: UM, MECTO JKUTEIILCTBA, MECTO Y4eObl U IPOYEe;



5. U36eraii pazmenienns ¢potorpaduii B UuTepHere, rae Thl H300pakeH Ha MECTHOCTH, T10
KOTOPOH MOXKHO OIIPEEINTH TBOE MECTOIIOJIOKCHHE;

6. [Ipu peructpanuu B CONUAIBHOMN ceTH HEOOXOAMMO HCIIOIB30BATh CIIOKHBIC TTAPOJIH,
cocrosmume u3 OyKB ¥ QP U C KOJTUIECTBOM 3HAKOB HE MEHEe §;

7. 1nst conManbHOM CeTH, MOYTHl M IPYTUX CAaiTOB HEOOXOIMMO UCIIONIb30BaTh pa3HbIe MapoOIH.
Torna ecau Te6st B31I0MAIOT, TO 370yMBIIUIEHHUKH IOJIy4aT JOCTYII TOJIBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

:‘)J'IeKTpOHHBIC JCHbI'

DNEKTPOHHBIE IEHBI'H — 3TO OUEHb yI0OHBIH CIIOCO0 MlaTexei, 0IHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPbIE XOTAT MOJTYYUTh 3TH JICHBIU.

3JI€KTpOHHI)I€ JACHbI'M ITOABHUIINCH COBCEM HCAABHO M UMCHHO H3-3a 3TOI'0O BO MHOT'MX
rocyaapCTBax A0 CHUX ITOP HE POMNHCAHO IIPO HUX B 3dKOHAX.

B Poccun sxe oHn (yHKIMOHUPYIOT M O HUX YK€ TIPONHCAHO B 3aKOHE, TJI€ UX pa3AeisaioT Ha
HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HKIIa B TOM, YTO aHOHUMHBIE - 9TO T€E, B
KOTOPBIX pa3pemiaeTcst MpOBOAUTH ONepaliu 0e3 uIeHTH(UKALNHY TTOIb30BaTeNs, a B
HEaHOHMMHBIX MJIEHTU(UKALIMY 110JIb30BaTENs BISETCS 00s13aTeIbHOM.

Taxoke creayeT pa3nuyarh IEKTPOHHbIE (PHATHBIE AEHBIH (PaBHBI TOCYJAPCTBEHHBIM BAaJIIOTAM)
Y JICKTPOHHBIE He(UATHBIEC ACHBIH (HE paBHBI TOCY/IAPCTBEHHBIM BATIOTAM).

OcHOBHBIE COBETHI 110 O€30MaCHOI paboTe C 3JEKTPOHHBIMU JI€HbIAMHU:

1. ITpuBsixu Kk cueTy MOOMIBbHBIN TenedoH. ITo camMblil yA0OHBIHM 1 ObICTPBII C11OCO0
BOCCTaHOBHUTH JIOCTYII K c4eTy. [IpuBs3aHHbIi TeneOH MOMOXKET, ecii 3a0yAenTb CBOI
IUTATEXHBIA apOoJIb WK 3aii/ienIb Ha CaliT ¢ HE3HAKOMOT'0 YCTPOUCTBA;

2. Ucnonb3yit ogqHopa3oBkle mapoiu. [locie nmepexona Ha YCHIIEHHYIO aBTOPU3AIIUIO Te0e yxke
He OyJIeT yrpo’kaTh OMACHOCTh KPaXKu WIIM MepexBaTa IIaTeKHOTO MapoJis;

3. Beibepu cnosxHblil maponsk. [lpectynHukam Oyner He MPOCTO yraaTh CIOXKHBIA Tapoib.
HanexHble maposiy — 3T0 MapoJiy, KOTOphle coJepkKaT He MeHee § 3HAKOB U BKJIFOYAIOT B ce0s
CTPOYHBIE U MPOMHUCHBIE OYKBBI, IU(PBI U HECKOJIBLKO CUMBOJIOB, TaKHE KaK 3HAaK J0Ju1apa,
¢byHTa, BoCKIMIATeNbHBIN 3HaK U T.11. Hanmpumep, StROng!;;

4. He BBOIM CBOM JIMYHBIE TAHHBIE HA CalTaX, KOTOPHIM HE JOBEPSEILIb.

DJIEKTPOHHAs OHTA

DJIEKTPOHHAS MOYTA — 3TO TEXHOJOTHS U MPEJOCTABIISIEMbIE €10 YCIYTH 10 MEPECHUIKE 1
MOJTYYEHUIO AJIEKTPOHHBIX COOOIICHHIA, KOTOPBIE PACTIPEACTISIOTCS B KOMIIBIOTEPHOM CETH.
OOBIYHO JIEKTPOHHBIN TTOYTOBBIN SIIIUK BBITIISIUT CIEIYIOIAM 00pa3oM:
UMs_TIOJb30BaTeNsI(@uMsl_oMeHa. Taxke Kpome mepeaadu MpocToro TeKCcTa, MMeeTCs

BO3MOXKHOCTh MepeaaBaTh (paisibl.

OcHOBHBIE COBETHI 110 06€30MacHOM paboTe C IMEKTPOHHOM MOUTOM:



1. Hano BbIOpaTh mpaBUIIbHBIHN MOYTOBBIH cepBHC. B HHTEpHETE €CTh OrPOMHBIN BEIOOP
OeCIUIaTHBIX OYTOBBIX CEPBUCOB, OJTHAKO Jy4IIE JOBEPATh TEM, KOI'O 3HACIIb U KTO IIEPBbIN B
pEUTHUHTE;

2. He yka3piBaii B TMYHOM Mo4YTe JIMYHYIO HH(popMaruio. Hanpumep, ryurie BEIOpaTh
«MY3BIKaTbHBIN (paHaT@» i «pok2013» BMecTo «remal3y;

3. Mcnonb3yit ABYXATaNHYI0 aBTOPU3AIMIO. DTO KOTIa IOMUMO Taposisi HY)KHO BBOJIUTH KO/,
npucbuIaeMblil mo SMS;

4. Beibepu c10KHBIN naposib. J{J1s Kak10T0 TOYTOBOTO SITUKA TOJDKEH OBITh CBOM HAJICKHBIMH,
YCTOWYHMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecth BO3MOKHOCTB HAIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH ATy
BO3MO>KHOCTB;

6. I/ICHOHBBYﬁ HCCKOJIBKO ITIOYTOBBIX AITMKOB. HepBHﬁ JJIA YacTHOH MNEPCIIMCKU C aapecaTaMu,
KOTOPBIM ThI JOBCPACHID. 9710 3JI€KTp0HHI)II71 aapeC HC HAaAO0 HUCIIOJIb30BATh IIPU PETUCTPALIUA HA

dopymax u caiitax;

7. He oTkpeiBaii (ailsibl U Apyrue BIOKESHUS B IUCbMaX JJa)Ke €CIIM OHH MPHIILUTA OT TBOUX
npys3eil. Jlydine yTouHH y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (paiiibl;

8. [Tocne okoHUaHMs pabOTHI HA IOYTOBOM CEPBHUCE MEPE]] 3aKPHITHEM BKIIAJIKH C CAUTOM HE
3a0y1p HaXaTh HA «BBIATIY.

KuOepOymuHr niy BUPTyaabHOE U3/1€BATEIbCTBO

KubepOyniauHar — npecienoBaHue COOOIEHUIME, COJIEPKAIUMHI OCKOPOJICHHSI, arpecCculo,
3alyruBaHue; XyJUTaHCTBO; COLMAIbHOE OOMKOTUPOBAHUE C TOMOIIBIO PA3IMYHBIX UHTEPHET-
CEPBUCOB.

OcHOBHBIE COBETHI IO 6OpHOE ¢ KUOEPOYIITUHIOM:

1. He 6pocaiics B 0oif. JIyummii crioco0: mocoBeToBaThcs Kak ceOst BECTH U, €CIIU HET TOT0, K
KOMY MO>KHO OOpaTUThCS, TO BHaYalle yCIIOKOUThCS. ECiM Thl HauHeIIb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO ellle OOJIbIle pa30XiKellb KOH(IUKT;

2. Yopasnsaii cBoeil kubeppernyranuei;

3. AHOHUMHOCTE B CETH MHHMas. CYHICCTBYIOT CHOCOOEI BBISICHHUTBH, KTO CTOUT 34 aHOHUMHBIM
AKKAYHTOM;,

4. He crout BecTH XylIUraHCKH 00pa3 BUPTYaJIbHOM kHU3HHU. VIHTEpHET (PUKCUPYET BCE TBOU
NENCTBUS U COXpaHSeT UX. Y TaIUTh UX OyJIeT KpailHe 3aTpyIHUTENIbHO;

5. CoGmrosiait cBOM BUPTYaJIbHYIO YECTh CMOJIOY;

6. Urnopupyii eiMHNYHbIN HeratuB. OJHOpa30Bble OCKOPOUTENbHBIE COOOIICHNUS JIyUllle
UTrHOpUpoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HayalbHOW CTa UM,



7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH, B COIIMATTBHBIX CETIX
€CTh BO3MOKHOCTb OJIOKHPOBKH OTIIPaBKU COOOILEHUHN C OMPEIEICHHBIX apecoB;

8. Eciut oI cBHICTENb KNOEpOYsuTiHTa. TBOM JEHCTBHS: BBICTYIIMTH MPOTHB MIPECIICA0BATEIS,
1oKa3aTh €My, UTO €ro JICHCTBHSI OLICHUBAIOTCSI HETATUBHO, MOJIICPIKATh JKEPTBY, KOTOPOI
HYKHa IICUXOJIOTHYECKast TIOMOIIIb, COOOIIUTh B3POCIBIM O (PaKTe arpeCCUBHOIO MOBEICHHUS B
CeTH.

MoOunbHbIi TenedoH

CoBpemeHHbIe cMapT(OHBI U TUIAHIICTHI COJCPIKAT B ceOe BIIOJIHE B3POCIIbINA (GYHKIIMOHAT, U
TENepb OHU MOT'YT KOHKYPHUPOBATh CO CTAIIMOHAPHBIMHU KOMITbIOTepaMu. OHAKO, CPEICTB
3aIIUTHI TS IOJ00HBIX YCTPOMCTB MOKa 04eHb Masio. TecTupoBaHKe U MOUCK YSI3BUMOCTEH B
HUX IPOMCXOIUT HE TaK HHTCHCUBHO, Kak s [1K, To *e camoe kacaeTcsi 1 MOOMIIbHBIX

MIPUITOKEHU M.

CoBpemMeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAIN HACTOJbHBIE aHATIOTH, OJTHAKO
pacumpenue QpyHKIOHAIA BIEYET 32 COO0 OOJIBIIYIO CIIOKHOCTh M MEHBIIIYIO 3aIUIICHHOCTb.

,Z[aJIGKO HC BCC IIPOU3BOAUTECIIN BBIITYCKAIOT O6HOBJI€HI/I$I, 3aKpPbIBAIOIIUC KPUTHYCCKUC
YA3BUMOCTHU [JIA CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI JyIsi 0€30MacCHOCTH MOOMIBLHOTO TeneoHa:

1. Huuero He sBiIsieTCs MO-HACTOsIIIIEMY OecIiiaTHRIM. Bynib ocTopokeH, BeAb Koria Teoe
npeiaraT OecIiaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKUe-TO IUIaTHBIE YCIIYTH;

2. Aymait, mpexje 4em oTnpaButh SMS, hoTo mim Buaeo. Tl TOUHO 3HACIIB, TJ€ OHU OYAYT B
KOHEYHOM HUTOTE?

3. Heo6xo1umMo 0OHOBIIATH ONEpallMOHHYIO CHCTEMY TBOETO CMapT(OHa,;
4. Vicnonp3yit aHTUBUPYCHBIE IPOTPAMMBI JJ1s1 MOOMIIBHBIX TeIe()OHOB;

5. He 3arpy>1<a171 IMPUITOKCHUSA OT HCU3BCCTHOTI'O UCTOYHHUKA, BEAb OHHU MOT'YT COACPKATH
BPC€AOHOCHOC IPOTpaMMHOC O6CCHC‘ICHI/IC;

6. [Tocne Toro Kak ThI BBIA/EIIH C CaiiTa, T/ie BBOAWI JTUYHYIO HHGOPMAIUIO, 32l B HACTPOUKH
Opaysepa u ynanu cookies;

7. Ilepnonnuecku NpoBepsid KakKne IJIaTHbIE YCIYTM aKTHBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBOI1 HOMEp MOOMIILHOTO TenedOHA TOJIBKO JIFOASIM, KOTOPBIX Thl 3HAEHIb U KOMY
JIOBEpsICIIb;

9. Bluetooth nomkeH ObITh BBIKIIOUEH, KOTJa Thl UM HE ToJb3yenibes. He 3a0biBail mHOT A
IPOBEPSATH 3TO.

Online urpsr

CoBpeMeHHBIE OHJIAH-UTPHI - TO KPACOUYHBIC, 3aXBATHIBAIOIINE PA3BICUCHUS, 00HEIUHSIONINE
COTHH ThICSY YEJIOBEK MO BceMy Mupy. rpoku uccineayror JaHHBIH UM MHp, OOIIAIOTCS IPYT C



APYrom, BBITOJHAIOT 3aJaHus, CPAKAOTCA C MOHCTpAMHU U MOJIYYarOT OIIBIT. 3a YAOBOJILCTBUC
OHHU IIJIATAT: MOKYIAT JUCK, OIIJIaYUBAIOT a0OHEMEHT HIIH an/I06peTa10T KaKue-TO OIIIHH.

Bce 3t cpeacTtBa UAYT HA NOAACPKAHNEC U pa3BUTUC UI'PBI, 4 TAKXKEC HA CaMy 0€301IaCHOCTb:
COBCPHICHCTBYIOTCSA CUCTCMbI aBTOPHU3allMH, BBIITYCKAOTCA HOBBIC IMATYN (I_II/I(prBBIC 3allJIaTKH

JUISI IPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B l'IOI[O6HBIX HUIrpax CTOUT OoracaTbCa HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KPaXXH TBOCTO
apoJisi, Ha KOTOpOM OCHOBAaHAa CUCTCMaA aBTOpHU3allun 0OIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecniu apyroit urpok Benet ceds MI0X0 WK co37aeT Tebe HEeMPHUATHOCTH, 3a0JI0OKUpYil ero B
CIIUCKE UTPOKOB;

2. [loxkanylica agMUHUCTPATOPaM UIPbl Ha IJIOXOE ITOBEJEHUE 3TOT0 UTPOKA, KEJIATEIbHO
HOPUIIOKUTH KaKHe-TO JI0Ka3aTeNbCTBA B BUJIE CKPUHOB;

3. He ykaspiBaii tnuHyto HHPOpMAIUIO B Ipodaiiine urpsl;
4. YBaxkall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuuanbHble aTYU U MOJbL;

6. Vcrionb3yii ci10KHbIE U Pa3HbIE APOJIH;

7. I[axce BO BpEMs UT'PBI HE CTOUT OTKIIIOYAaTh aHTUBUPYC. IToka THI HUrpacuib, TBOM KOMIIBIOTEP
MOT'YT 3apa3uTh.

dumuAT NN Kpaka JUYHBIX JaHHBIX

OOBIYHOM Kpa>1<el71 JACHET U JOKYMCHTOB CCTOAHA YK€ HUKOI'O HC YIHNBUIIb, HO C pa3BUTUCM
I/IHTepHeT-TeXHOJ'IOFI/II\/'I 3JIOYMBIIIJICHHUKH MMEPEMECTUIINCHE B UHTCPHET, U MPOAOJIKAIOT
3aHUMATBCS «JTFOOMMBIM)» ACIJIOM.

Tak nosiBuIach HOBas yrpo3a: HHTEpHET-MOILIEHHUYECTBA WK (UILKHT, TJIaBHAs 1eJIb KOTOPOTO
COCTOUT B TOJIY9E€HUH KOH(PUACHIIMAIBFHBIX JTaHHBIX MOJIh30BaTEIel — JIOTHHOB U mapoJeii. Ha
aHrMiickoM s3bike phishing unraercs kak gumuHr (ot fishing — peiOHas noBis, password —
MapoJib).

OcHOBHBIE COBETHI 110 60PHOE ¢ HUITHUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu ThI 0J103peBaeliib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00X0UMO 3a0JI0KHPOBATh €€ U COOOIIUTH aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO
CKOpee;

2. I/ICHOHBSyﬁ Oe30ImacHbIe Be6-cal>'ITBI, B TOM YHUCJIC, MTHTCPHCT-MAlra3MHOB U ITOUCKOBBIX CUCTCM;

3. Mcnonb3yii crnokHbIe U pa3HbIe Mapoin. TakuM oOpa3om, eciu Tedst B3JI0MAIoT, TO
37IOYMBIIUIEHHUKH MOTYyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQIIIIO B CETH, a HE KO BCEM;



4. Ecniu Te0s B3110Mai, TO HEOOXOAMMO MPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE
N00aBJICHBI y T€OS B IPY3bAX, O TOM, UTO T€OS B3JIOMAJIA U, BO3MOYKHO, OT TBOETO UMEHHU OyJieT
pacchlIaThes CIaM U CChUIKHM Ha (DMIITUHTOBBIC CANTHI;

5. Ycranosu HanexHbli naposs (PIN) Ha MOOHIBHBIN TenedoH;
6. OTKIII0YM cOXpaHEHHE Mapoisi B Opaysepe;

7. He oTkpbiBaii (aiinel U Apyrue BIOKEHUS B MUCbMax Ja)Ke €CJIM OHM MPHILLIN OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (Daliibl.

[{udposast penyranus

[udposas pemyTanus - 5T0 HETaTUBHAS WA O3UTUBHAS HH(OpPMAIIHS B CETH O Tebe.
Komnpomerupyromas nHGopmaius pa3MelieHHas B UHTEpPHETe MOKET Cepbe3HbIM 00pa3oM
OTpa3UThCS Ha TBOCH peanbHOM xu3HU. «L{udpoBas pemyranus» - 3T0 TBOH UMUK, KOTOPBIN
dbopmupyercs u3 uHbopMaluu o Tebe B UHTEPHETE.

TBoe MecTO KHUTENbCTBA, y1eObl, TBOE€ (HMHAHCOBOE MOJIOKEHNE, 0COOCHHOCTH XapakTepa u
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue nopoCTKH JIETKOMBICTIEHHO OTHOCSITCS K MyOJIMKAlMK JTUYHON nHpOpMaluu B
WNHuTtepHeTe, HEe MOHUMAsT BO3MOYKHBIX TTOCIIEACTBUN. ThI 1ayke HE CMOKEIIb JOTaIaThCs O TOM,
yto dotorpadus, pa3mellieHHas 5 JeT Ha3all, cTaja MPUYNHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pazmenienue TBoux Gororpaduii u apyrue AeicTBUs MOTYT HE HCUE3HYTh JJaXKe
MOCJI€ TOTO, KaK Thl UX yJAIHIIb. Thl HE 3HACIIH, KTO COXPAHWI 3Ty HH(GOPMAIIHIO, TIOTalia JI1
OHa B MMOMCKOBBIE CUCTEMBI U COXPaHUIIACh JIU OHA, a TJIABHOE: YTO MOIyMaloT 0 Tebe
OKpPY>KaloIIee JIF0/Id, KOTOphIe HAUAYT U YBUAAT 3T0. HaliTn nHdopmaIiuio MHOTO JIET CITyCTs
CMOKET JIt000i1 - Kak U3 100pBIX TOOYKACHH, TaK U C HAMEPEHHEM MPUIUHUTE Bpell. ITO
MOET OBITh KTO YT'OJTHO.

OCHOBHBIE COBETHI IO 3alIUTE UPPOBOIN permyTaliu:

1. ITogymaii, mpex e 4eM 4To-To MyOIMKOBaTh U NepeaaBath y ceOs B O6J0re UM B COLUATBHOM
CeTH;

2. B HacTpoiikax npo¢uis yCTaHOBU OTPaHUYEHUS Ha IPOCMOTP TBOETO MPOPHIIS U €ro
COZIEPKUMOT 0, CHIEJIall €ro TOJIBKO «JUIS APY3€en»;

3. He pa3memaii u He yka3piBail ”HPOPMAIIHIO, KOTOPAsi MOXKET KOTO-THO0 OCKOPOISATH UITH
00MXKaTh.

ABTOpCKOE IIPaBO
CoBpeMeHHbIE ITKOJIBHUKU- aKTHBHBIE TIOJIB30BATENN IUPPOBOro MpocTpaHcTBa. OJHAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAaHHE MHOTHMHU BO3MOKHOCTSIMH LIM(PPOBOTO MUpa TpedyeT

CO6J'IIOI[CHI/I$I IpaB Ha UHTCIJICKTYAJIbHYIO COOCTBEHHOCTb.

TepMUH «MHTEUIEKTyaIbHass COOCTBEHHOCTHY» OTHOCHUTCS K Pa3IMYHBIM TBOPECHUSAM
YeJI0BEYECKOro yMa, HAaUMHAas ¢ HOBBIX H300PETeHUIA U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh



Ha NMPOJYKTHI U YCIYTH , U 3aKaHYMBasi KHUTaMHu, poTorpadusiMu, KHHOPHUIbMaMH U
MY3bIKaJIbHBIMU ITPOU3BEIECHUSAMM.

ABTOpCKHE ITpaBa - 3TO [IPaBa Ha UHTEJIEKTYAJIbHYIO COOCTBEHHOCTb Ha IIPOU3BEICHUS HAyKH,
JUTEpPaTyphl U UCKyCCTBA. ABTOPCKHE IIpaBa BRICTYNAIOT B KAUECTBE FApaHTUU TOT'O, UTO
UHTEJUIEKTYaJIbHbII/TBOPUECKUI TPy aBTOpa He Oy/eT HAallpacHbIM, 1aCT €My CIIpaBeIUBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOErO TPY/a, MOJYyYUTh U3BECTHOCTh M IPU3HAHUE.
Huxkro 6e3 pa3pelieHns aBTopa He MOXKET BOCIIPOU3BOIUTh €0 IPOM3BEAECHUE, PACIIPOCTPAHSTD,
nyOJINYHO IEMOHCTPUPOBATH, IPOAABATH, UMIIOPTHPOBATh, ITYCKaTh B MPOKAT, MMyOIMYHO
UCTIOJIHATD, I0KA3bIBATh/UCHIOIHATD B 3(Hpe WK pazmelaTts B IHTepHeTe.

Vcnonb30BaHue «IIMPaTCKOro» MPOrpaMMHOI0 0OecredeHusl MOXKET IPUBECTH K MHOTUM
pHCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM J0 OJIOKHMPOBKH TBOETO YCTPONCTBA, IIe
YCTaHOBJICHHBIH He JlerainbHast nporpamma. He ctout Taxoke 3a0bIBaTh, 4TO CYLIECTBYET
JerajabHble U OecIIaTHBIE IPOrpaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprane
CereBu4oK.p( - TBOM INIAaBHBIM COBETUYUK B CETU. 3/IECh Thl MOXKEIIb Y3HATh O 0€30MaCHOCTH B
CETH MOHSATHBIM U JIOCTYITHBIM SI3IKOM, a TIPY BO3HUKHOBEHUH KPUTHUECKON CHTYAIHH

00OpaTHUTHCS 32 COBETOM. A TakKe IPUHSITH Y4acTHE B KOHKYPCaxX U CTaTh CaMbIM IIH(POBBIM
rpaxxaaHuHOM!

[Tucemo Munobpuayku Poccuu ot 14.05.2018 Ne 08-1184 "O nampasnenuu nnpopmanuu"



