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obecnmeyeHn10 0e30MaCHOCTH
uHdoOpMaNNOHHBIX
CI0/Ib30BAHNUS CPeCTB ABTOMATH3alHH

CHCTEMAX

Bo ucnonsenue TpeGoBaHuii K 3alUTe EPCOHANBHBIX NaHHBIX IPH ux obpaboTKe
B ¥H(OPMAIMOHHBIX CHCTEMAX NEPCOHANBHBIX NaHHbIX, yTBEpKACHHBIX [IOCTAHOBJIEHHEM

[TpaBUTEIBCTBA Poccuiickoii ®enepamuu ot 01.11.2012 Ne 1119.
[TPUKA3BIBAIO:

1.YTBEpOUTE:

1) IlonoxeHue 06 opraHuW3alMUd ¥ TPOBEACHHH paboT B MAJIOV n/c Ned3

«bypaTuHo» o 00ECTICHEHHIO 6e30IacHOCTH
ux obOpaGotke B ([Ipunoxenue Ne 1).
2) THIIOBBIE (POPMBI JKYPHAIIOB!

nepconam;ﬁmx

JAaHHBIX NPH

- y4eTa yCTaHOBJIEHHBIX CPE/ICTB 3aIUTEL nadopmanuu (IIpuroxenue Ne 2);

- )KypHaJa y4era MallMHHbIX wocureneit (Ipmioxenne Ne 3);
- )XypHaJia y1eTa XpaHHIIHI (Mpunoxenue Ne 4);

- )ypHaJla IEpUOANYECKOro TeCTHpOBAHNA cpencts 3amuthl (IIpunoxenue No

5);

- )ypHaJia y4eTa HeITaTHbIX cuTyauuii MHGOPMAIMOHHBIX CUCTEM IEPCOHANBHBIX
nanubix  (naee-MICITIH), BBITOTHEHHA npoGHIAKTAYECKUX paboT, YCTAHOBKH H

MOAU(HUKALMH IPOrPaMMHBIX CPECTB Ha
- XypHala yd4era TI0JIb30BATEINEH,
NepCOHAJBHBIX JaHHBIX (Tpuoxerune Ne 7);
- XypHaJIa IPOBEPOK NEKTPOHHBIX KypHAIOB (ITpunoxenue Ne 8);

xommnsrorepax UCT1Tu (IIpunoxenne Ne 6);
JOIYIEHHBIX K MHGOPMAIMOHHBIM CACTEMaM

- XypHala y4era o6pameHnii CyOBEKTOB NEPCOHANBHBIX IAHHAIX (nanee-I1JIH) o

BBINOJHEHMH MX 3aKOHHBIX 1paB (IIpunoxenne Ne 9).
2. OrseTcTBeHHOMY HuKyIMHOH
dbopMam.

A.B. 3aBecTd >XypHalbl COIJIACHO THIIOBBIM

3. KoHTpOIIB 32 HCIIOJTHEHHEM HAaCTOAMICTO npHKa3a OCTaBIIAKO 32 co0O0i.

3apenyromuiit MAJIOY n/c Ned3 «bypaTrHO»

H.B. Kopnac



[Tpunoxenue No 1

K MPUKa3y

MAJIOY n/c Ne43 «bypatuno»
Ot111.01.2021Ne69-2021-AX 1

HOJOXEHHUE
00 opraHM3anMH H NPoBeAeHHH padoT no obecnedeHu10 (e30NaACHOCTH
NePCOHAJIBHBIX JaHHbIX 00pabaTbiBaeMbIX B HHPOPMALHOHHLIX CHCTEMAX
NEPCOHANBHBIX JaHHBIX H/H/IN 0€3 HCMOJIL30BAHHA CPEACTB ABTOMATH3AIHH.

1. O0mue moJI0KEeHU .

1.1. Hannoe «IlonoxeHne o6 opraHusauuu W mposemeHuu pabor 8 MAJIOY
netckuii can Ned3 «bypaTtvHO» no obecniedeHHIO Ge30MacCHOCTH MEPCOHANBHEIX JAHHBIX
IPH KX aBTOMAaTU3UPOBaHHOM o00paboTke wW/unmu 6e3 HCIONB3OBAHUA CPEACTB
aBTOMATH3alMd B HH(QOPMAIMOHHBIX CHCTEMaxX IEePCOHANBHBIX AaHHBIX» (Jaiee —
ITonoxenue) pazpaboraHo B cooTBeTcTBHU ¢ PenepanbHEIM 3akoHOM oT 27.07.2006 Ne
152-®3 «O mepcoHanbHBEIX AaHHBIX», [locraHoBneHmem IlpasutenscrBa Poccuiickoi
@enepauun or 01.11.2012 Ne 1119 «O6 yTBepxkIeHNMH TpeOOBaHMH K 3aluTe
NEPCOHAIBHBIX JaHHBIX INpH KX o00paboTke B HMHYOPMALUMOHHBIX CHCTEMAax
MEPCOHAIbHBIX NaHHBIX», METOAMYECKUMHU pekoMeHnauuaMud ®CTOK Poccuun u ©Ch
Poccuu B nenax obecrnedyenus 6€300acHOCTHIIEPCOHANBHEIX JaHHBIX (fanee — [11H) npu
ux 06paboTke B HHPOPMAIIMOHHBIX CHCTEMaX MEPCOHANBHBIX NaHHEIX (nanee — UCIIIR).

1.2. IlonoxeHue  omnpenenseT MNOPAAOK  paboTel  MOIB30BaTeNeH |
anmuHuctparopoB  HMCII/H, COTpyOHMKOB, OTBETCTBEHHBIX 34 TEXHHYECKOe
obecreueHne, a TaKKe AJAMHHHCTparopa HH(OPMAIMOHHON GE30MACHOCTH, B YacTH
obecrieyenus OesonacHoct II/[H mpum uxX obpaGoTke, MOPSAOK pa3GHpaTensCTBA M
COCTABJICHMs 3aKIIOYEHHH 1Mo (akTaM HecOOIIOJeHHs YCIOBHM XpaHEHHs HOCHTeNei
TIepCOHANBHBIX NAHHBIX, HCIIOJIb30BaHHA CPEACTB 3alllUThl MHpoOpManuu, pa3paboTKy H
IPUHATHE MEP II0 IIPEJOTBPALEHHIO BO3MOXXHEIX ONACHBIX MOCIEACTBHI TakHX
HapyLIeHH, MOPANOK NPHOCTAHOBKHU IpenocTaBieHus IIJ[H B ciyyae obGHapyxeHHA
HapyIIeHW MOpsAAKa WX IPENOCTaBIEHMA, NMOPANOK OOydeHHs MNepcoHala IMpaKTHKeE
pabotel B MICII/IH, NOpAIOK NMPOBEPKH SIEKTPOHHOrO XypHana obpamenuit k CII/IH,
NOPSOOK KOHTPOJII COOMIOANEHHSA YCIOBUH MCIOJB30OBaHHA CPENCTB  3alUMTHI
HUH(OpMAaIMK, IPeJlyCMOTPEHHbIE 3KCIUTyaTAMOHHOM M TEXHHYECKOH JOKyMEHTalMeH,
npaBuia OOHOBIEHHS OOILECHCTEMHOIO M IPHUKIAAHOIO NMPOrpaMMHOrO obecredeHus,
IIpaBUJIa OpraHU3alMH aHTHBUPYCHOM 3alMThl U naponbHo# 3amuTsel UCI1IH, nopsagok
OXpaHbl W JOIlycKa MOCTOPOHHMX Ml B momewieHus KCILIH, mopsaok co3gaHus
pesepBubIx Konuit ICIIT/{1, npaBuia XpaHeHHs M perHCTpalid HOCHTeleHHH(pOopMaLyu
a TaKxxe nopsaaok odesnuuuanus [1/]H.

1.3. Ilpu obecneyeHun Ge30mMacHOCTH IepcoHANbHEIX HaHHBIX B MCIIIH ¢
HCIIOJIB30BAHUEM KPUNTOTpaGUIECKUX CPENCTB 3aIUMThl HHPOpPMAaLHMK BCE COTPYIHUKH



00s3aHbl BBIIONHATE TPEOOBAHMS, W3JIOKEHHBIE B JOKyMeHTe «THIOBBIE TpeGOBaHHSA
0  opraHM3amMd ¥ obecrme4eHHMI0  QYHKUHMOHHPOBAaHMS  IUM(POBAIBLHEIX
(xpunTorpaduueckux) CpeacTs, IpeIHa3HAaYEHHBIX JJIA 3alIMTHl HHGOpMAanWH, He
CONEPXKAIlEH CBEIEHHH, COCTABJSIONMX TOCYJAapCTBEHHYIO TallHy, B CiIydae HX
HCTIONIb30BAHHUA JNiA obecnieyeHuss Oe30NacHOCTH IEPCOHANBHBIX JAHHBIX TIPH HX

06paboTke B MH(POPMALIHOHHBIX CHCTEMaX nepcoHanbHbIX AaHHBIX» (PCBH Poccun,
Ne 149/6/6-622, 2008).

2. Iopsagox paGorer mepconasa HMCIJI B 4actH obecnedenus
GesonacHocru IJn mpu ux obpaGorke B MCIIIH ¢ MCHOJL30BaHHEM CPEACTB
aBTOMaTH3alHH.

Hacrosumié mnopsnox ompenenser peiictsus mnepconana WCIIJlH B wactu
obecneyenus 6esonacHoctu I1/IH mpu ux o6padotke B UCIIIH.

2.1.  [omyck mnonk3oBaTeneif nans paborel Ha kommbiotepax MCILu
OCYLIECTBIISIETCS HA OCHOBAaHUHM IpHKa3a, KOTOPBIH H3[aeTcsi PyKOBOAMTEIEM
MAJIOY n/c Ned3 «BypatuHO»_(#ajiee pyKOBOAUTENb), U B COOTBETCTBHH CO CIIHCKOM
nun, ponyueHHeiX K pabore B MCIT/IH. C mensio obecliedeHHs OTBETCTBEHHOCTH 3a
HOpPMaJIbHOE (QYHKLIMOHUPOBAHKE ¥ KOHTPOJb PaGOTHl CPEACTB 3ALIMTH MHPOPMALHH B
HUCIIx PYKOBOAHUTENIEM Ha3Hayaercs aIMUHHUCTPATOP HH(GOPMALHOHHOM
0e300aCHOCTH; C LENBIO KOHTPONA BBIIONHEHHS HEOOXOMMMEIX MEpPONPHATHH IO
obecriedeHHI0  GE30IIaCHOCTH  Ha3HayaeTcs  OTBETCTBEHHBIH 3a  obecreueHHe
0€30MacHOCTH IEPCOHAIBHBIX JaHHEIX NIpH UX 06paboTke B UCIT]H.

2.2.  Tlomb3oBaTenb MMEET IpaBO B OTBEJCHHOE €My BpeMs peIlath
IIOCTaBIICHHEIC 33/1a4¥ B COOTBETCTBHH C IIOJIHOMOYHSAMH JOcTyna K pecypcam MICIIIH.
ITonHoMo4Hs TONB30BaTENEH K HHPOPMAIHOHHBIM PECypcaM OINpPENENIOTCS B MaTPULIE
JA0CTyna, KOTopas CO3JaeTcs OTBETCTBEHHBIM 3a ofecredyeHue Oe30MacHOCTH
NepCOHANBHBIX JaHHBIX Mpu uX o6pabotke B MICIIH M yTBepXAaeTcs pyKOBOAUTENIEM
opranusauuu. Ilpu sToM ansa Xpanenus uHpopmauuu, cogepxaei [1/]4, paspemaercs
HCIIOJIb30BATh TOJBKO MallWHHbIE HOCUTENIM MHPOPMalMH, yuTeHHbIe B XXypHane yyera
MaIIHHHBIX HOCHTEJICH.

2.3.  Ilone3oBaTenb HECET OTBETCTBEHHOCTh 33 INPaBHJILHOCTh BKIIOYEHHS M
BBIKJIIOYCHHMSA CpPEACTB BbIYUCIUTENbHOM TexHMkH (CBT), Bxoma B cucreMy M Bce
neicTBus npu padote B UCI1/IH.

2.4. Bxoj monb30BaTeNs B CHCTEMY MOMKET OCYILECTBIATHCH IIO BblJJaBaEMOMY
eMY DJIeKTPOHHOMY HACHTHU()UKATOPY MM IO MIEPCOHATIEHOMY HaPOJIIO.

2.5. 3amuce uHQopmaumu, coxepxameit I1[H, MoXeT, ocymecTBIseTcA
0JIb30BATE/IeM Ha ChEMHBbIE MALUMHHBIE HOCHTENH HMHGOPMAIMH, COOTBETCTBYIOLIMM
obpasoM yuTeHHbIe B J)KypHaie yyeTa MalIMHHBIX HOCHTENEIH.

2.6. Ilpu paboTe CO CBHEMHBIMH MAIUMHHBIMH HOCHTEJIAMH HH(OPMALHH
T0JIb30BaTeNb KX /bl pa3 mepel HayajuoM paboThl 0053aH MPOBEPUTH KX HAOTCYTCTBHE
BHPYCOB C HCIIOJB30BaHHWEM IUTATHBIX AHTUBHPYCHEIX NPOrpaMM, YCTAaHOBJIEHHBIX Ha
komnsiorepax HKCII[lH. B ciaydae oOHapyeHHs BHPYCOB IOJIB30BaTelb OOS3aH
HEMEIJIEHHO IPEKPaTUTh MX HCIOJIB30BaHME M MOEHCTBOBATh B COOTBETCTBHH C
TpeboBaHUsIMH JaHHOro [TonoxeHus.

2.7.  Kaxmplii COTPYyIOHHMK, YYacTBYIOLIMH B pPaMKaxX CBOMX (YHKIIHOHATBHBIX
00513aHHOCTEH B IIpolleccax aBTOMATH3UPOBAaHHON 06paboTku [1/]H U MMEIOMIHIA JOCTYIIB
IIOMEIICHHE, B KOTOpPOM NpOM3BOAMTCA 00paboTtka II/lH, anmapaTHeIM cpencTBam,
NporpaMMHOMYy  obecneuenuro M gmanHeiM  MCIIJIH, HeceT IepCOHATBHYIO



OTBETCTBEHHOCTD 3a CBOU AECUCTBHS U 00A3aH:

- CTPOro CoOMIOIaTh YCTAHOBJCHHHIE NpaBHIa oOeciedeHus 6e30MacHOCTH
MH(pOPMaNHK NpU paGoTe ¢ MPOrPaMMHBIMU M TEXHHYECKUMH cpeactBamu UCIT/Ix;

- 3HaTb W CTPOro BBINOJHATH IpaBuna paboTel CO CPEACTBAMH 3AIIUTHI
MH(OpMaLKH, YCTaHOBJICHHBIME Ha KoMnbiotepax MCTTIx;

- XpaHUTh B TallHe CBOH Maponb (apoiM) H C YCTAHOBJIEHHOH IIEPHOLUYHOCTBIO
MEHATH CBOM napois (apoiwn);

- XpaHHTb B YCTaHOBJIICHHOM IIOPAJKE CBOE HMHAMBHAYATLHOE YCTPOHCTBO
HIEHTUPHKAIMK (KJII0Y) M ApYTHe PEeKBHU3UTHI B ceiie, WK sAMKe, 3aKPLIBAIOIIEMCS
Ha KJII0Y;

- BBIIOJHATE TpeGoBaHus [TonoXeHHsS O OpraHW3allM¥ aHTUBHDPYCHOM 3AIIMTEI B
II0JITHOM 0OBeMe.

HemennenHo M3BeCTHTh OTBETCTBEHHOrO 3a obecHedeHHE Oe30macHOCTH
NICPCOHAIBHBIX JaHHBIX Ipu HX obpabotke B MCIIIH u (anu) agMummcTpaTOpa
MH(OPMALMOHHOH 6e30NacHOCTH B CiIydae yTepH HHJIUBUAYaIIbHOIO YCTPOMCTBA
HICHTHQHUKALMKA (KTI0Ya) MM [PH TOAO3PEHHH KOMIPOMETALMH THUHBIX KIIOYel ¥
TIapoJIeH, a TaKXKe IIPH 0OHAPYIKEHHH:

- HApyLIeHWH LEeJOCTHOCTH IIoMO (Hakieek, HapyIIEHHH WIH HECOOTBETCTBUH
HOMEpOB IeyaTel) Ha COCTaBISsIOMMX y3dax M Onokax CBT woM HHBIX ¢axToB
COBCPIICHHA B €ro OTCYTCTBHE IOIBITOK HECAHKIMOHMPOBAHHOIO [OCTyma (maiee -
HCJ/I) x nanssM 3amumaemsiM CBT;

- HECaHKUMOHMPOBAaHHBIX (NPOM3BEAECHHBIX C HAPYLIEHHEM YCTAHOBJIEHHOIO
MOpS/IKA) H3MEHEHWH B KOHOGWIYpPaUMH MPOTPAMMHEIX HIM AalNapaTHBIX CpencTB
UCTITx; - e

- OTKJIOHEHWH B HOPMAIBHOH paboTe CHCTEMHBIX M NPUKIATHBEIX NPOrPAMMHBIX
CPEACTB, 3aTpyHsIOMMX SKciuyatauuio CBT, Beixona U3 cTpost wiM HeycTOHYHBOrO
dyHKunoHupoBarus y3108 CBT wnu nepudepuitHbix YCTPOMCTB (CKaHepa, IIPHHTEPa K
T.11.), & TAK)Ke NepeboeB B CHCTEME 3IEKTPOCHAGKEHHS,

- HEKOPPEKTHOTO  (YHKIMOHMDOBAHHMSl YCTAHOBIEHHBIX HA KOMIBIOTEpE
TEXHHYCCKHX CpPEOCTB 3allMThI,

- HENPEYCMOTPEHHBIX OTBOJOB Kabesel i NOJKIIIOUYeHHBIX YCTPOMCTB.

2.8. Ilonp30BaTeNIo KaTErOPHYECKH 3ANPEUaAemC:

- HCHOJb30BaTh KOMIIOHEHTHl IIPOrPaMMHOTO M alllapaTHOTO obecred4enus
IICPCOHANILHOTO KOMIIBIOTEPA B HECITYKEOHBIX IIEIIAX;

- BHOCHTh KaKHe-1160 U3MEHEeHHs B KOHQUIYPALHIO alIapaTHEIX CPELCTB HUCIIa
HJIM yCTaHaBIMBATh JONOIHUTEIBHO IFO0Oble IPOrpaMMHbIE H allapaTHbIE CPEACTBA, He
NPEAYCMOTPCHHBIE ~ apXWBOM  IUCTPHMOYTHBOB  YCTAHOBIEHHOTO  IPOrPAMMHOIO
obecrieyeHus;

- OCYIIECTBIATE 00paboTKy [1/IH B MpHCYTCTBHM MOCTOPOHHMX (He JOIIYLLIEHHBIX K
AaHHOH MH(OpMAIIMH) JIMLI;

- 3allMChIBaThb M XPaHUTE KOHOUACHUMATBHYIO HHQOpMaumio (Comepialyio
CBEACHUS OrpaHMYCHHOIO PaclpOCTPAHEHHs) Ha HEYYTEHHBIX MAIMHHBIX HOCHTEIAX
MH(OpMaLUH (TUOKHUX MATHUTHBIX IUCKAX H T.IL.);

- OCTaBIIATE BKIFOYEHHBIM 0€3 IIPUCMOTpa KOMIBIOTEp, He aKTHBH3HPOBABCPEICTBA
3amuTe! or HCJT (BpeMenHyto 610KMpOBKY 9KpaHa M KIaBHaTyph);

- OCTaBlATh 6e3 JMYHOrO [PHUCMOTPAa CBOE NEPCOHAIBHOE YCTpOHCTBO
WIEHTH(QUKALMH, MAlUMHHEIE HOCHTENM W PAaCledyaTKH, COIepKallye 3aLIUIIAEMYIO



HHGOPMALIHIO (CBEICHUSA OIPAHHYEHHOTO PaclpOCTPaHEHHA);

- YMBILUIEHHO MCIONB30BaTh HEJOKYMEHTHPOBAHHbLIE CBOWCTBA H OIIMOKH B
IIPOrpaMMHOM O0ECHEYeHHH WIM B HACTPOMKax CPeACTB 3alUWThl, KOTOPBIE MOTLYT
IPUBECTH K BO3HUKHOBEHHIO KPU3UCHOH CHTYAIHH;

- pasMenaTte Cpeacrtsa I/ICHJ_IH Tak, YTOOBI CyYIECTBOBaJIa BO3MOXHOCTB
BH3YaJIbHOI'O CYUTHIBAaHUS HH(QOPMALHH.

2.9. Jluna, OTBETCTBEHHbIE 3a  3aIMTy IIEPCOHANBHBIX  JaHHBIX B
MAJIOV nerckuii cag Ne43 «bypatuno».

OTBercTBeHHBbIH 3a opranm3anuio oOpaGorku IIJIn - 1TaTHEI coOTpyIHHK
OMpEEIAIONME YPOBEHD JOCTYNA M OTBETCTBEHHOCTD JIUI| YYaCTBYIOIIMX B 00paGoTke
IT[1H. HazHavaeTcs MpHUKa3oM 1O YYPEKACHHIO.

OTBercTBeHHBIHi 32 obecnevyeHne 0e30NACHOCTH MEPCOHAJBHBIX JAHHBIX —
IITATHBIH COTPYJHMK OTBEYalOlIMii 3a IIpOBeJeHHE MEPONPHUATHH, CBA3aHHEIX C
samuTod IIJ[H (OpraHM3alMOHHBIX M TEXHHYECKHX), a TaKXe OCYILIECTBIIAIOIIMI
KOHTpPOJIb 3a cobmogeHueM TpeboBanuit mo 3ammre I1/In. HasHavaercs npukaszoMm mo
YUPEXAECHHUIO.

AJMHMHHCTPATOP HH(OPMANHOHHOH 0e30MaCHOCTH — INTATHBIA COTPYIHHK,
OTBETCTBEHHBIM 33  3alllUTy  aBTOMaTuU3MpoBaHHOM  cucreMsl (AC) ot
HecankuuonupoBanHoro aoctyna (HCI) x uHbopmanuu. Ha3znayaercs mpukasoM Io
yUpeXAeHHUIO.

2.10. AamuHuCTpaTOop HMHGOpPMAaLMOHHON Oe30omacHOCTH (TNPH €ro OTCYTCTBHM
OTBETCTBEHHBI 3a oOecriedyeHMe O0€30MacHOCTH MEPCOHAIBHBIX JAAHHBIX IPH HMX
o0pabotke B UCI1/IH) obs3aH:

- 3HaTh COCTaB OCHOBHBIX M BCIOMOTAaTENbHBIX TEXHHYECKHX CHCTEM M CpPEICTB
(manee - OTCC u BTCC) ycraHoBneHHBIX W cMOHTHpoBaHHEIX B MICII/IH, mepeueHs
HCIT0JIb3yeMOro rporpaMMHoro obecnedenus (nanee - I10) 8 UCIT/1H;

- KOHTPOJIHMpOBaTh IEJIOCTHOCTh MNedyaTed (IUIoMO, 3amIMTHBIX HaKjieeK) Ha
nepudepuitHom ob6opynoBaHuy, 3aummeHssix CBT u Apyrux ycTpoicTBax;

- TMpPOU3BOAMTh HEOOXOAMMBIE HACTPOMKM IIOJCHCTEMBI YIPABJIEHHS JOCTYIIOM
ycranosneHHbIX B MCIIJln C3M or HCJl u compoBoXxIare HMX B Ipolecce
SKCIUTyaTallMH, IIPH STOM:

-pealn30BbIBAaTE IOJIHOMOYHA JOCTyna (YTeHHe, 3aIlliCh) UIA KaXIOro
MONB30BaTeNIsl K JJEMEHTaM 3allMIlaeMbIX HHGOPMAIMOHHBIX pecypcoB (daitmam,
Karajaoram, IpUHTepy M T.1.);

- BBOauTh omnucaHus mnoins3oBarened MCII[Ix B uHopManuoHHyo 6a3zy
C3Hot HC/I;

- CBOEBPEMEHHO YIalsATh OMHCAHUSA IOJIb3oBaTelel u3 6a3bl JaHHeXx C3U
IIPH U3MEHEHHUH CIMCKa JOMYIIEHHBIX K paboTe JIUII;

- KOHTPOJHUPOBATh JOCTYII JIHI] B IIOMEIEHHE B COOTBETCTBHH CO CIIHCKOM
COTPYZHHKOB, IoIylneHHBIX K pabote B UCI1/IH;

- IPOBOJUTH MHCTPYKTaX COTPYAHUKOB - IOJIb3OBaTeNieH KOMIBIOTEPOB IO
npaBHiIaM paboThl € HCIOIb3yEMBIMHA TEXHUYECKUMH CPEACTBAMU U CHUCTEMaMH 3alUTHI
HH(bOpMaLHH;

- KOHTpOJIMpOBaTh CBOEBpPEMEeHHOe (He pexe 4eM OJMH pa3 B TeueHue 60
AHeH) npoBeieHUe CMEHBI Mapoyield AN JOCTyIa IOJb30Barelneil K KOMIIBIOTepaMm H
pecypcam UCIT/1x;

- obecnieynBaTh IOCTOSHHBI KOHTPOJb BBINOJHEHHUS COTPYIHHUKAMH



YCTAQHOBIEHHOTO  KOMILIEKCA MEpONpHATHM Mo  ofecrmedyeHuio  Ge30macHOCTH
uadopmauuu B UCITIH;

- OCYIIECTBIATH KOHTPOJIb TIOpSAKa CO3JaHMs, Yd4eTa, XpaHeHHsd H
HCIIONIb30BaHMs Pe3ePBHBIX U ApXUBHBIX KOITHH MaCCHBOB JaHHbIX;

- HACTPAUBATh U CONPOBOXIATH IOJCUCTEMBI PETHCTPALIMK M y4eTa AeHCTBHM
nons3osareneil npu padore B UCIH;

- BBoguTh B 0Oady gaHHeIXx C3M OT HECaHKLMOHHMPOBAHHOIO JOCTyNa
OINMUCaHHUA COOBITHH, MOIEXKAIINX PErHCTPalil B CHCTEMHOM XypHaJle;

- IPOBOAMTH aHAJM3 CHCTEMHOIO JKypHaja Ul BBIABIEHHA [ONBITOK
HECAHKI[MOHMPOBAHHOIO JOCTYNAa K 3allUIaeMbIM pecypcaM He pexe OJHOro pasa B
MecHII;

- OpraHW3OBHIBaTh TedaTh (aiIoB IONB30BATENICH Ha MpUHTEpe H
OCYLIECTBIATh KOHTPONb COOMIONEHHs YCTAHOBJIEHHBIX IIPaBHJI M IapaMeTpoB
pEruCTpalyHy ¥ yyeTa OyMaXKHBIX HOCHTeIel HHQOpMAaLKY,

- CONpOBOXJATh IOJACHCTEMBI OOecCIedeHHs LIEJOCTHOCTH HHGpOpManuu B
HCTI1x;

- nepuoguueckn TtectupoBats ¢yHKH C3H ot HCJ, ocobenno mpu
M3MEHEHHMH IPOrPaMMHOM CpeZibl ¥ IIOJTHOMOYM HCIIOIHUTENIEH;

- BOCCTAHABJIMBAaTh IPOTPaMMHYI0 Cpely, IPOIpPaMMHBIE CpEJICTBA H
Hactpoiiku C3M npu cOosXx COBMECTHO C JIMLAMH, OTBETCTBEHHBIMH 338 TEXHHUYECKOE
obecneyeHue.

- BecTH JiBe Kommu nporpammubix cpeacts C3U ot HCJI m KOHTpONHMpOBaTh
HX paboToCcnocoOHOCTS;

- KOHTPOJIMPOBATH OTCYTCTBME HAa MAarHUTHBIX HOCUTENSAX OCTATOYHOM
HH(OPMAIIUH [T0 OKOHYaHUH pabOTsI NOJIE30BATENIEH;

- TepHOJUYECKH OOHOBIATH AHTHBHUPYCHBIE cpencTBa (06asbl JaHHEIX),
KOHTPOJIHPOBATh COOJIOACHHE IIOb30BaTE/sIMM IOPAJOK W TpaBWia IPOBENCHUA
AHTHBUPYCHOTO TECTHPOBaHMS;

- IPOBOJUTH PaboTy IO BBIABJICHHIO BO3MOXHBIX KaHAJIOB BMELIATENLCTBA B
npouecc ¢yuakudonupoBanus KCIIJIJH ¥ OCYIIECTBIEHHS HECAHKLIHOHMPOBAHHOIO
JI0CTyIa K HHGOpMalMK ¥ TEXHHIECKHAM CPEJICTBAM BhIUMCIMTEIbHON TEXHHUKH;

- CONPOBOXAATh IOACHCTEMY 3aIlMTEl MHGOpMalMM OT YTEYKH 33 CYeT
NOGOYHBIX 3JIEKTPOMATHUTHBIX M3JIy4eHHH M HAaBOJOK, KOHTPOJMPOBaTh COOIIOIEHHE
Tpe6GoBaHuUi 110 pa3MEILEHHUIO M HCIIONB30BaHMIO TexHudeckux cpencts UCITIx;

- KOHTPOJHMPOBATh COOTBETCTBHE NOKYMEHTaIBHO YTBEPKIEHHOrO COCTaBa
anmapatHoit u mnporpammHoit yactd MCIIIa peansueiM xondurypauusm HCII/H,
BECTH yd4eT M3MEeHEHH anmnapaTHO-IPOrpaMMHOM KOHGUIypaLuy;

- obecreuyMBaTh CIPOroe BBINONHEHHe TpeboBaHMi Mo obecnedeHuUIo
6e30MacHOCTH MHPOPMAlUK TIpH opraHu3anuu TexHudeckoro obcmyxusanus UCIL uu
OTIpAaBKE €ro B PEMOHT (KOHTPOJIHPOBATh 3aTHPaHHE KOHGUICHIMATIBLHOA HHpOpMaLHH
Ha MarHUTHBIX HOCHTEJISAX C COCTaBJIEHHEM COOTBETCTBYIOILETO aKTa),

- TPHUCYTCTBOBAaTh (Y4acTBOBAaTh) B paboTax II0 BHECEHHIO HU3MEHCHHH B
anmapaTHO-TporpaMMHyto koHdurypauuro MCITIH;

- BecTH ypHan ydera HewraTHelx cuTyauuid MCIIJH, BbIMOJHEHHA
NpoMOHUIAKTUYECKHX paboT, YCTAHOBKM M MOJU(QHKAIMM IPOrpaMMHBIX CpEACTB Ha
kommbiotepax UCI1/H;

- NOJJIEPXKMBATH YCTAHOBIEHHBIH IIOPANIOK IIPOBEICHUS aHTHBHPYCHOIO
KOHTPOJI cornacHo TpebopaHuaM HacTosuiero Ilonoxenus;



- B Clly4ae OTKa3a CpeACTB M CHCTEM 3alluThl HHGOpMalMH IPHHHMAThH
MEpEINO UX BOCCTAaHOBJICHHUIO;

- JIOKNa/JblBaTh OTBETCTBEHHOMY 3a 00pabdOTKy INEpPCOHANBHBIX AAHHBIX O
HeNpaBOMEPHBIX JEHCTBUSAX IIONb30BaTeNIeH, MPUBOAAIIMX K HapylIeHHIO TpeOoBaHMM
IO 3a1uTe HHQOPMAaLIUH;

- Bectd pAokyMmeHTauuio Ha MCIIJlH B cooTBeTCTBMM ¢ TpeOOBaHHAMHM
HOpPMAaTHUBHBIX JOKyMEHTOB.

2.11. Apmunuctpatop HMHQOPMAIMOHHOW O€30MaCHOCTH U OTBETCTBEHHBIH 3a
obecneyeHne 6e30macCHOCTH NEePCOHANBHBIX HaHHBIX IpH ux o6paborke B MCIIdH
UMEIOT NIPaBo:

- TpeboBath oOT corpygHukoB - mnons3oBateneit HCII[IH cobmonenus
YCTaHOBJIEHHOM TeXHOJIOrHH o0paboTku MH(OpPMAIMHM M BHITOJHEHHS MWHCTPYKLHMHA IO
obecneueHuo 6e3onacHocTy U 3anuTe uHGopMmauuu B UCI1/H;

- MTHULIMAPOBAThH NPOBEJEHHUE CIIy>KeOHBIX paccieloBaHuil Mo (akTaMm HapylIeHUS
YCTaHOBJIEHHBIX TpeOoBaHMH oOecredeHus 3allUThl, HECAaHKIIMOHMPOBAHHOIO JIOCTYIa,
yTpaThl, MOAMGHUKALWY, [OPYM 3alIMINAEMON MHPOpMaLMKM H  TEXHUYECKHX
kommoHeHToB UCIT/IH;

- TpeboBaTh mpekpaiieHus oOpaboTKM HHOpMaMK B CiIy4ae HapyIIEHUS
YCTaHOBJIEHHOT'O NIOpsAKka paboT WK HapylIeHUs (pyHKIMOHUPOBAaHUS CPEACTB U CUCTEM
3alIUTH HHpOpMaIuy;

- y4acTBOBaTh B aHAIM3€ CHUTyallHi, Kacalolmuxcs (QyHKIMOHHPOBaHHUS CpECTB
3aLUUTHl HHPOpPMaLMK U paccliefoBaHus (aKTOB HECAHKIIMOHUPOBAHHOIO JOCTYIIA.

3. Ilopsimoxk 00paGoTKM NEPCOHAJBHLIX JAHHBIX 0€3 HCHO0Jb30BAHHA
CPeACTBABTOMATH3ALMH.

3.1. OO0paboTka mNepcOHaNBHBIX JaHHBIX ©0€3 MCHONB30BaHUA Cpe/CTB
aBTOMaTH3aLMH MOXET OCYIIECTBIISATHCS B BUAE JOKYMEHTOB Ha OyMaXHBIX HOCHUTEIIX.

3.2. Ilpu HeaBTOMaTH3UpPOBaHHOH  00paboTke  pa3IMYHBIX  KaTeropui
MePCOHATBHBIX JAHHBIX JOJDKEH HCIOJI30BAThCA OTHENIbHBIA MaTepHabHBIA HOCHUTEIh
AJIA Ka}l{,u()ﬁ KaTCropuu I€pCoHaJIbHbIX JaHHBIX.

3.3. Ilpu HeaBTOMaTH3HpPOBaHHO# 0OpabOTKe IEPCOHANBHBIX JAHHBIX Ha
OyMaXKHBIX HOCHTEIISX:

- He JomyckaeTcs (ukcauus Ha OJHOM OyMaXHOM HOCHTENE MEePCOHAIBHBIX
JaHHBIX, LIeJH 00pabOTKM KOTOPHIX 3aBE€JOMO HE COBMECTHMBI;

- IEepcOoHaNbHBbIE MJaHHBIE IODKHEI 000COOIATHCS OT HMHOM HHGOpMaLMH, B
YACTHOCTH ITyTeM (PUKCAllMM X HA OTHENBbHBIX OYMaXKHBIX HOCHUTENAX, B CHEI[HATBHBIX
paszenax Wi Ha moysix ¢opm (61aHKOB);

- JOKYMEHTHI, COJepiKalllie IepCOHANbHBIE NaHHblE, (GOPMHUPYIOTCS B JeNa B
3aBUCHUMOCTH OT LIeM 06paboTKH NepCOHANBHBIX JaHHBIX;

- Jena ¢ JOKyMEHTaMH, COAepKalluMH IepCOHANbHbIE JaHHBIE, NOJKHBI HUMETh
BHYTpEHHHE OIIMCH JOKYMEHTOB C YKa3aHueM Leid oOpaboTKM M KaTeropuu
NIEPCOHABHBIX JaHHBIX.

3.4. I1pu KCIIONB30BaHMH THIIOBHIX (DOPM JOKYMEHTOB, XapakTep MH(pOpMallud B
KOTOpBIX IpeArojaraeT HJIM JOIyCKaeT BKIIOYEHHWE B HHUX INEPCOHANBHBIX JAAHHBIX
(manee - TuroBBle (GOPMBI), TOJDKHBI COOJIIOAATHCS CIEAYIOLIME YCIOBHA:

3.4.1. TunoBas ¢opMa WU CBS3aHHblE C HeM INOKYMEHTHl (MHCTPYKLMS IIO €€
3aMOJHEHUIO, KAPTOYKH, PEeCTphl M XKYpHAIKI) NOJDKHEI COAEpXKaTh CBEACHHS O LEJIU
HEaBTOMATHU3UPOBAaHHOM 0OpabOTKM IMEePCOHANBHBIX JaHHBIX, HMs (HaMMEHOBaHWE) U



anpec omeparopa, GaMUIHIO, KMS, OTYECTBO U aJpec CyOBheKTa NEepCOHAIBHBIX NaHHBIX,
MCTOYHUK IIONY4eHHs IE€PCOHAIBHBIX [IaHHBIX, CPOKH 0OpabOTKH IepCOHAIBHBIX
IaHHBIX, IEpeYeHb ACHCTBHUH ¢ MIepCOHAIBHBIMHU JAHHBIMH, KOTOpEIE OyyT COBEpIIaThCSA
B mpolecce uX 06paboTkM, obliee ONMMCAHWE HCIOJIB3YEMBIX OIepaTopoM cCroco6oB
00paboTKK NepCOHANBHBIX AaHHBIX;

3.4.2. tTunosas QopMma JO/KHA TPeIyCMAaTPHUBAaTh IOJIe, B KOTOPOM CYOBEKT
NEPCOHANBHEIX JAHHBIX MOXET IIOCTaBUTH OTMETKYy O CBOeM COINIaCHM Ha
HEaBTOMAaTH3HPOBaHHYI0 00pabOoTKy NEpCOHANBHBEIX AaHHBIX, - NPH HEOOXOJAUMOCTH
NOoJy4YeHHs MUCEMEHHOIO coriacus Ha 06paboTKy NepCOHaIBHEIX JaHHBIX;

3.4.3. TumoBas GopMa J0KHA GbITH COCTaBIEHA TaKMM 06pa3oM, 9TOObI Kbl
U3 CyOBbEKTOB MEPCOHAIBHBIX JaHHBIX, COJEPKAIMXCA B JOKYMEHTE, MMEIIBO3MOKHOCTD
03HAKOMHTECS CO CBOMMH MEPCOHAJILHBIMU JaHHBIMHU, COACPKAIIUMHCS BJIOKYMEHTE, HE
Hapyluas paB ¥ 3aKOHHBIX HHTEPECOB HHBIX CYyOBEKTOB MEPCOHATIBHBIX JAaHHBIX;

3.44. TunoBas QopMa AODKHA  MCKIIOYaTb  OOBEJAMHEHHME  IOJEH,
TpefHa3HAYEHHBIX I BHECEHMS IEPCOHANBHBIX NaHHBIX, Lenu 00paboTKH KOTOPBIX
3aBeIOMO He COBMECTHMBIL.

3.5. YHHUYTOXeHHEe WM 00e3ITHYMBaHUE YAacTH IIEPCOHAIBHBIX NAHHBIX, €CJIH 3TO
JOTyCKAeTCA ~ MaTepUANbHBIM  HOCHTENEM, MOXKET IPOU3BOIUTECS  CIOCOGOM,
HCKIIIOYAIOIIMM JalbHeHyio o0paboTKy 3THX NEpCOHAIBHBEIX JAaHHBIX C COXpaHEHHEM
BO3MOXKHOCTH O0Opa0OTKH HHEIX JaHHBIX, 3aQHUKCHPOBAaHHBIX Ha MaTepHAIbHOM
HOCHTETIE.

4, Ilopsaok pe3epBHPOBAHHS H BOCCTAHOBJIEHHS PpaboTOCIOCOOHOCTH
TeXHHYECKHX CPeICTB M NPOrpaMMHOro odecnedeHus, 6a3 JaHHBIX, 3aLIHIIAEMOI
HH(OPMALMH M CPEJCTB 3aIIHThLI HH(POPMALHH.

4.1. Hacrosumii mNOpAAOK OIpefe/seT OpraHu3alMio pe3epBUPOBaHUA H
BOCCTAHOBJIEHHS paboOTOCIIOCOOHOCTH TEXHMYECKHMX CpeACTB W  IPOrpaMMHOTrO
obecreyenus, 6a3 JaHHBIX M CPEJCTB 3AIIUTE] HHQOPMAaLMH.

4.2. PesepBHOMy KONHMpOBaHMIO NojnexaT Oasel AanHbix IT/[H, a Tak e
NpUKIaJHOe IporpaMMHoe obecrnedeHHe, NpeAHa3sHaYeHHOE i paboThl € ITHMH
GazaMH JaHHBIX B CIydYae, €CIM OHO IIOABEpraercs MOAU(PHKAIMM CO CTOPOHBI
pa3paborunkos UCII/Ix.

4,3. PesepBHOe KONHpOBaHHE [JODKHO OCYILECTBIATHCS B  CIELHANBHO
OTBEIEHHBIII ceTeBOM Karajor Ha (aiinoBoM cepBepe, a TaK K€ IIyTeM 3allliCH Ha
OTYY>KJaeMbIi HOCHUTED.

4.4. TlpaBa mocTyna K CETEBBIM KaTaJloraM IOJDKHBI MCKJIIOYATk BO3MOXHOCTH
JocTyna mojs3oBareneit k pesepBHbIM KomusM apyrux MCII[IH, xpaxsmuxcs Ha
cepBepe, IIpH OTCYTCTBUH JoITycka K pabote B atux MCIT/H.

4.5. bBasel JaHHBIX W IporpaMMHoe oOecreyeHHe MAOJDKHBI KONHMPOBAaThCA B
pasHble Manky Ha (aiIoBoOM cepBeEpeE.

4.6. Ha ¢aiinoBoM cepBepe, OMHMO aKTYalbHOTO COCTOsIHMS 0a3 NaHHBIX M
NPOrpaMMHOTO OOecredYeHus], JODKHBI XPaHHUThCS MHUHHMYM [Ba MX HCTOPHYECKHX
COCTOSIHMSL.

47. Paz B mecsan agmuamctparop HICITJIH coszaer pesepBHy0 konuio 0a3
naHHBEIX W nporpammHoro obecnedenus HWCII[n Ha OTUYXXAAEeMBbIA HOCHTEJb,
XpaHALMIACA Y aAMHHHCTPAaTOpa HHOOPMALMOHHOM 06€30IIaCHOCTH B 3aKPEIBAIOIIEMCS Ha
KJTIOY XpaHUIMIIE.

4.8. K wucmnonb3oBaHMiO, m1i co3jaHus pesepBHbix komuu B MCILH,



JIOITYCKAIOTCS TOJIBKO 3apETUCTPUPOBAHHEIE B KYpPHAJIC yI€Ta HOCHTEIH.

4.9. Pe3sepBHOE KOMUpOBaHME Ha (PAHIIOBBIA CEPBEP JODKHO OCYIIECTBIATECH
HENMOCPEACTBEHHO MOCIe TI000ro M3MEHEH!sI COCTOSHUSA 6a3 JaHHBIX MK IIPOrPaMMHOT0
obecnieueHun 3TUX 0a3, HO He pexxe, 4eM pa3 B HEJIEMIO.

4.10. Ecnu mporpaMMHBIA MPOAYKT, Ha OCHOBE KOTOPOIO (yHKLMOHHPYET
WUCIIJIH, umeer (GyHKUMIO pe3epBHOro Kommporanus, To aamunuctparop MCILIx
CO3/IaeT Pe3epBHYIO KOMHMIO NIPH NOMOIIY JaHHOH (YHKIIKH.

4.11. CrenMaaucT, OTBETCTBEHHBIH 3a TEXHMYECKOe OOecIedYeHHe YYpeXACHHS
CO3[IaeT PE3ePBHYIO KOITHIO CETEBOI'O KaTajora, B KOTOPOM XPaHATCS pe3epBHBIC KOIHHU
Bcex MCIT[IH He pexe yeM pa3 B MeCHLL.

4.12. CreuuanucT, OTBETCTBEHHBIM 3a TEXHHYECKOE OOecCreuYeHUe Y4YpexKIECHHS,
IpH MOMOIIM CIELHAIA3NPOBaHHOTO IMPOTPaMMHOIO OOECICUEHHMs, CPEICTB CO3JaeT
o0pa3s! quckoB Beex pabounx mect MICII/[IH He pexe, yeM pa3 B KBapTall.

4.13. BoccTaHOBJIEHHE NPOrpaMMHOr0 ofecrnedyeHusl NMPOM3BOAMTCS ITyTEM €ro
MHCTAUIAUMKM C HCIOJb30BAaHMEM JTAJIOHHBIX JUCTpHOYTHBOB JHOO MOJHOrO
BOCCTAHOBIIEHHUSI CUCTEMBI ¢ 0Opasa JUCKa.

4.14. PeMOHT HOCHTeNell 3amumaeMoli MHGQOpMaLMM HE  JIOIIyCKaeTcs.
HeucnpaBHele HOCHTENH C 3allMIIacMON HHOQOpMalMed IIOMIEKAT YHHYTOXEHHIO B
COOTBETCTBMM C IIOPAJKOM YHHYTOXXEHHS HOCHTeNel 3alluInacMod HHQOpMaIHH.
Pa6oTa ¢ HCIoMb30BaHHEM HEHUCIPABHBIX TEXHUYECKHUX CPE/ICTB 3alpelaeTcs.

4.15. Tlpn pabore Ha xommnbloTepax MCIIJIH pexkoMeHayeTCs HCIIOJIB30BaTh
HCTOYHHKH OecriepeGOHHOr0 NHTaHHA C LENBIO IPEJOTBPAIIECHUS IOBPEXICHUA
TeXHUYECKAX CpeAcTB M (WIM) 3allMiaeMoil MHpOpPMaIKH B pe3yJbTaTe cOOeB B CETH
JIEKTPOTIUTAHHS.

4.16. Tlpu BOCCTaHOBIEHHM PabOTOCIIOCOOHOCTH CPEACTB 3alMTHl MH(OPMalUH
CIeZlyeT BHINOJIHUTB MX HACTPOHMKY B COOTBETCTBMM C TpeOOBaHMAMH 0€30IaCHOCTH
uHGOPMAaLUH, U3J0KEHHBIMI B TEXHHYECKOM 33[laHMM Ha CO3JaHHE CHCTEMBI 3allUTHI
IEPCOHAIBHBIX TaHHBIX.

4.17. BoccTaHOBIEHHE CpPEACTB 3alUMThl HMHQOpMamMM TPOU3BOAHMICA C
UCIIOJb30BAaHHEM  3TAJOHHBIX CEPTUQHMLUMPOBAHHBIX  JUCTPUOYTHBOB,  KOTOpPBIE
XpaHsaTcs B XpaHwiuine. Ilocie ycrnemHo# HacTpOMKH CPeACTB 3alllUThl HHQOpMAaLUH
HEOOXOJUMO BBHITIOTHUTh pe3epBHOE KONMMPOBAHHME HACTPOEK MaHHBIX CpEACTB Ha
3aperuCTPUPOBAHHBINA HOCUTEIb.

4.18. OTBeTCTBEHHOCTH 3a npoBefeHHe pe3zepBHoro konuposaHus HCIL/a B
COOTBETCTBHM ¢ TpeboBaHMAMH Hactosumero IlomokeHuss Bo3jaraeTcs  Ha
anmunuctparopa UCILIH.

4.19. OTBETCTBEHHOCTh 3a MPOBEAEHHE pPE3EPBHOrO KOIHMPOBAaHHSA CETEBOIO
kataora XxpaHeHus pe3epBHbeIX Komui MCII[IlH Bo3snaraercsi Ha CIELHAINCTOB,
OTBETCTBEHHBIX 32 TEXHHYECKOe 00eCIeYeHHE YUPEKIECHHU.

4.20. Meponpusruii 10 BOCCTAaHOBJIEHUIO pabOTOCIIOCOOHOCTH TEXHHUYECKUX
CPENCTB M IporpaMMHoOro obecrieueHus 6a3 [JaHHBEIX OPraHU3YIOTCS M IPOBOIATCA
CNEIHAIMCTOB, OTBETCTBEHHBIX 32 TeXHM4Yeckoe ofecneyeHue  y4pexaeHus,
npuBIeYEHHEM OTBeTCTBeHHOro moms3oBarens toi WCIL[H, QyHKUMOHHpOBaHUE
KOTOpO# OBLIIO HapyIIEHO.

5. Tlopsaxok xoutpo.s 3amuTsl HHpopmanuu B UCII[{H 4 NpHOCTAHOBKH
npexocrasiennss I/l B ciay4dae obHapy:eHHs HapylWleHMil NOpAAKa HX
npeaocrasiennsi. Ilopsitok pa3fupaTe]bcTBA H COCTAB/JICHHS 3aKIIOYEHUH MO



¢akTam HecoGJI0eHHS YCJIOBHIi XpaHEHHS HOCHTeJeli NMepPCOHAJIbHBIX JAHHBIX,
HCNOJNL30BAHHS  CPEACTB  3aIUMTHI  HHQOPMANMH M NpPUHHATHE Mep IO
NPeAOTBPAIIEHHUI0O BO3MOKHBIX ONMACHBIX NOCJAEICTBHIA.

5.1. Kontponp 3amutsl mHbopManuu B MCII/IH - KOMILUIEKC OpraHM3allAOHHbIX
H TEXHUYECKUX MEPOIPHUATHMA, KOTOPBIE OPraHU3YIOTCA M OCYILIECTBIAIOTCA B LEIAX
NPEYNPEXACHUA M MpeceYeHuss BO3MOXHOCTH IIOMYYEHHS IIOCTOPOHHHMMH JIHIIAMM
OXpaHSEMBIX CBEJEHHH, BBIABICHAS H NPENOTBPAINCHUSA YTEYKd HHGPOPMALMH IO
TCXHHYCCKMM  KaHalaM,  HCKIIOYEHMS  MIM  CYLIECTBEHHOrO  3aTpyJHEHHA
HECAHKI[MOHMPOBAHHOI0 JOCTYNa K WH(OpPMalMM, XHIIEHUS TEXHHYECKMX CPEICTB H
HOCHTeNed UHPOPMaluM, HPeNOTBPAILEHHUS CIELHANbHBIX IPOrPaMMHO-TEXHHYECKHX
BO3/ICHCTBUM, BBHI3BIBAIOIIMX HAPYIICHHE XapaKTEPUCTHK Ge30MacHOCTH MHGMOpMAILHH
1 paboToCIIOCOOHOCTH CHCTEM MH(POPMAaTH3AIMH.

6. Ilopsnox oby4enuss mepcoHana npaktuke paGorsl B UCI/{a B yacTu
obecneyeHHs 6€30NaCHOCTH NEPCOHAILHBIX JAHHBIX.

6.1. ITepen nauanom pa6otel B CIT/[H moap30BaTeNH HODKHBI 03HAKOMHMTECS C
WHCTPYKIUAMHA IO MCHONB30BAHHUIO MPOIPaMMHBIX M TEXHUYECKHX CPEACTB, IO
HCIIONIb30BaHHIO CPEACTB 3aIlUThl HHGOPMALUH O] POCIIHCE.

6.2.  Ilonb3oBarenu JOJDKHBI IIPOJEMOHCTPUPOBATD aZMMHHUCTPATOpPY
MHOPMALUOHHOM 6e30IacHOCTH HAIHYWE HEOOXOAMMBIX 3HAHMH M yMeHHH s
BBINOJIHEHHs TpeOoBanuii HacTosAmero [TooxeHus. AJIMUHUCTPATOP HHPOPMAIMOHHOM
0e30macHOCTH JIOJDKEH BECTH JKYpHANI YdYeTa MOJb3oBarenel, JONMYIIEHHBIX K
MH(OPMALMOHHBIM CHCTEMAaM I€PCOHATBHBIX JaHHBIX.

6.3.  Ilone3oBaTenn, NEMOHCTPUPYIOLIME HENOCTATOYHEIE 3HAHMA M YMEHHS LA
obecreueHns Ge30MacHOCTH NMEPCOHANBHBIX JaHHBIX B COOTBETCTBUM C TPeOGOBaHMAMH
HacToslero rnonoxenus, k padore B UCI1IH He qomyckaroTcs.

6.4.  OTBeTCTBEHHBIM 3a OpraHM3alMI0 OOYYEeHHS M OKa3aHHE MEeTOMYECKOM
[IOMOIIX SBJIACTCH aIMUHUCTPATOP HH)OPMALIHOHHOM 6€30I1aCHOCTH.

6.5.  Jlns npoBeNeHMs 3aHATHH, CEMHHAPOB M COBEIN@HMM MOTYT IIPHBIEKAThCS
CHELMATHCTHI 110 IPOrPaMMHOMY U TEXHHYECKOMY OO€ECIIEYEHHIO, 4 TAKIKE CIELHaTHCTEI
opraHoB mo arrectanuu oobexkroB MICI1/IH, opranusanuii-nunensuaroB ®CTOK Poccun
n OCb Poccun.

6.6. K paGore B HCII[H HOIYyCKAlOTCS TONBKO COTPYAHHKH, IIPOLIELINE
IICPBUYHBIA MHCTPYKTaX IO obecnedenmro GesomacHoctr B MICIIJIH M mokaszaBiuue
TBEPAbIC TEOPETHYECKHE 3HAHWA M TNPaKTHUYECKHE HAEBBIKH, O 4YEM JejaeTcs
COOTBETCTBYIOIIAs 3anuchk B XXypHaie yuéra nomycka k pabore 8 UCII]IH.

6.7.  AnmuHHCTpaTOp HH(OPMAUMOHHOM G€30MacHOCTH JOKEH HMETh
npo¢puibHOe 06pa3zoBaHHe (MO0 MHUIUIOMBI O MOBBIEHHH KBaTM(pMKALMH) B 06IacTH
3aIUTEI uHpOpMaLMH. Pexomennyercs IIPOXOXKJIeHHE aAMHHHCTPAaTOPOM
CreHaIi3UpOBaHHbIX KyPCOB II0 aJIMUHMCTPUPOBAHUIO CPEJICTB 3alIUTHI HHPOPMAIIHH,
ucrnonb3yemeix B UCIT/IH.

7. IlopsiAoK NpOBEPKH 3/1eKTPOHHOrO KypHaJa oopamennii k HCIIdn.
7.1.  Hacrosmmii pasgen [IlonoxeHuss ompegensieT MOPAJOK IPOBEPKH
3JIEKTPOHHBIX XypHaoB obpamenuii k pecypcam UCITJIH.
7.2.  IlpoBepka 3JIEKTPOHHOIO >XypHaja OOpAalleHHM IPOBOAUTCA C LEJBIO
BBISBJIEHHSA HECAHKIMOHMPOBAHHOIO JOCTYMA K 3amuiiaemoi nHpopMaruu B UCIT]H.
7.3.  IlpaBo mpoBepKu 31IEKTPOHHOIO XXypHalla 00palleHHi UMEIOT:



- aJMUHHICTpaTOp NHPOPMAIUOHHOMN 6€3011aCHOCTH;

- OTBETCTBEHHEIN 3a obecnedyeHue O€30MacHOCTH NEPCOHAIBHBIX JaHHBIX IMPH HX
obpaborke B UCI1/H;

- PYKOBOJMTENb

74. Ha TtexHmyeckmx cpeacrBax MCIIJlH, Ha KOTOPBIX YCTaHOBJIECHEI
CIeNHaIM3HPOBaHHBIE CpecTBa 3alnThl HHpopManuu (aanee — C3U) tuna «Crpax»,
«Secret Net», DallasLock u apyrue, npoBepka 3J1eKTPOHHOIO XypHana IPOU3BOAMTCS B
COOTBETCTBHH C NpHUiIaraeMbIM K ykazaonHeIM C3U PykoBoacTBOM.

7.5. Ecnmu B XoJe NepHOAMYECKHX, IUIAHOBBIX HJIM BHEIUIAHOBHIX IIPOBEPOK
HCIII1 BBIABNIEGHBl CiIy4Yail HecaHKIMOHHpOBaHHOro Jpoctyma (mainee-HCJ) «
MHbopMauuy KOHQHIEHIMATLHOrO XapakTepa, TO BCTymaer B cwiay mm. 3.7., 3.8.
Ja”Horo IlonoxeHnus.

7.6.  IIpoBepke nmoanexar Bce 3J1eKTpoHHbIe XypHansl MCITIH.

7.7.  IlpoBepka momkHa NIPOBOJUTHECS HE pexe YeM OIHMH pa3 B HEAENIO C LIEJIb0
CBOEBPEMEHHOIO BBISBJIEHHUA (PAKTOB HapylleHus TpeboBanuid Hacrosilero [lomoxeHus.

7.8.  DaxThl IPOBEPOK 3NEKTPOHHBIX XXYPHAJOB OTPAXAIOTCH B CIIEIHATHLHOM
XKypHase mnposepok. Ilocie kaxmod DpoBepKM agMUHUCTPATOP HHGPOPMALMOHHOMK
0e30I1acHOCTH Jie1aeT COOTBETCTBYIONIYIO OTMETKY B XYypHaJle H CTABUT CBOK POCIIHCE.

8. IlpaBua aHTUBHPYCHOI# 3aIHTHI.

8.1. Ha xaxnoMm komnsiorepe VCI1/IH H0OMKHEL OBITH YCTaHOBIIEHBI JIMIIEH3HOHHBIE
aHTMBHUpPYCHEIE cpecTBa, cepTrduipoBadHele PCTOK PO.

8.2. YcTaHOBKa M HayalbHas HACTPOHKa CpPEJCTB aHTUBHPYCHOTO KOHTPOJSA Ha
KOMIIBIOTEPAX OCYIIECTBIAETCA CIELUATMCTaMU, OTBETCTBEHHBIMH 32 TEXHHYECKOE
obecreyenue UHGOPMAIUOHHBIX CHCTEM YUPEXIECHHUS.

8.3. CroenuanucTsl, OTBETCTBEHHEIE 3a TEXHUYECKOE obecnedyenue
MHGOPMALMOHHBIX CHCTEM YUYPEXKIEHHS, OCYIIECTBIAIOT NEPHOAUYECKOE OOHOBJIEHHUE
AHTHUBUPYCHBIX ITAKETOB M KOHTPOJIb MX paboTOCIOCOOHOCTH.

8.4. YCTaHOBKY M YJaJE€HHE CpEACTB AaHTUBUPYCHOH 3allUTBI TaKXKE MOXET
OCYILECTBIIATh aAMHHICTPATOp HHQOPMALIMOHHOM G€30I1aCHOCTH.

8.5. Spnsix (ccpuika) Ui 3allycKa aHTHBHPYCHOM MNpOrpaMMBbl JOJDKEH OBITH
AOCTYIIEH BCEM I0JIb30BaTeIAM HHGOPMAIIMOHHON CHCTEMBI.

8.6. ExeHenenpHO B Hawalme paboThl, TIIOC/E€ 3arpy3Kd KOMIIBIOTEpA B
aBTOMAaTHYECKOM PEXHMMe JIOJDKEH MPOBOAUTECS] aHTUBUPYCHBIH KOHTPOJB BCEX THCKOBH
(aiinoB KOMITBIOTEPOB.

OO0A3aTeIbHOMY aHTHBUPYCHOMY KOHTPONIO NOUISKUT Iobas uHbOpManus
(TexcroBele Gainel moOOBIX ¢opMmaToB, (aiyNbl AAHHBIX, MCIONHAEMEIE (aiibl),
MHpOpMaLMs Ha CheMHBIX HOCUTEJIX (MarHUTHBIX AUCKaX, JeHTax, CD-ROM u T.11.).

KonTpone ucxopsmel uMH@opMaluu HeoOXOOMMO IPOBOJIUTE HENOCPENCTBEHHO
nepe] apX¥BUPOBAaHHEM U OTIPABKOM (3aIMCHI0 HA CheMHBIH HOCHUTEND).

HacTpoiiky cpeNCTB aHTHBHUPYCHOH 3aIlIMTHl  BBLINOJHAET aJAMHUHHCTPATOP
UH(pOPMaMOHHOH 6€30macHOCTH, THOO CIIeLUAaUCTEl, OTBETCTBEHHBIE 33 TEXHUYECKOE
obecrieueHUe YYpEXJIEHUs, 10 COMIaCOBAHUIO aJAMHHUCTPAaTOPOM HH(GOPMALMOHHOMH
Oe3omacHoOCTH. '

8.7. Qailnpl, NoMellaeMble B 3JIEKTPOHHBIA apXWB Ha MAarHUTHBIX HOCHTEIX,
IODKHBL B 00S3aTENBHOM  TOpPAIKE IPOXOAUTH  AHTUBHUPYCHBIH  KOHTPOIb.
Ilepronuueckye NPOBEPKH 3JIEKTPOHHBIX apXHBOB [OJDKHBI IPOBOAMTBECA HE pexe
OJJHOT'O pa3a B Mecsll.



8.8. YcranaenusaeMoe (M3MeHsSEMOe) MporpaMMHOE oOecrieueHHe NOIDKHO OBITh
NpeaABapHUTECIIBHO IIPOBEPCHO Ha OTCYTCTBHC BHPYCOB. HeHOCpeJICTBeHHO I1ocCJjIe
yCTAaHOBKM (M3MEHEeHMs) IPOrpaMMHOI0 o0ecliedeHUsi KOMIIBIOTEPA, aJMUHUCTPATOPOM
uH(opMaIMoHHOH 6e30macHOCTH NOMKHA OBITH BBINONHEHA AHTHBHUPYCHas IPOBEPKa
NCTIn.

8.9. Ha KoMmEIOTepHl 3ampelIaeTcs yCTAHOBKA MPOrpaMMHOro obecreueHus, He
CBS3aHHOTO C BBHITIONHEHHWEM GYHKIHA, TPEAYCMOTPEHHBIX TEXHOJIOIMYECKHUM
npolueccoM o0paboTKH HHGOPMAaLHH.

8.10. Ilpy BO3HMKHOBEHMM IOAO3PEHUS HAa HAIMYKME KOMIIBIOTEPHOIO BHpYCa
(HeTunuyHass paGoTa mHporpaMm, HOSBIEHHe TrpadUyYecKUX M 3BYKOBBIX 3(QQeKToB,
UCKaXEeHWA TaHHBIX, Mponaaanue (aitioB, YacToe MOSBICHHE COOOIIEHHA O CHCTEMHBIX
omuOKax M T.I.) IOJL30BaTellb CaMOCTOATENBHO (WIM BMECTE C aJMHUHHUCTPATOPOM
HH(GOPMaMOHHOK 0e30MacHOCTH) JOJDKeH IpOBECTH BHEOYepeOHOW aHTUBHUPYCHBIH
KOHTPOIb KOMITBIOTEPA.

B cinyuyae oOHapyXeHHSA NpU MPOBEJSHHH AHTUBUPYCHOH IIPOBEPKH 3apa’K€HHBIX
KOMITLIOTEPHBIMHM BHPYCaMH (aifioB MOJIb30BaTeNh 0043aH:

- IpUOCTaHOBHUTH 00paboTKy nanHex B MCII/H;

- HEMEIUIEHHO IIOCTaBHTh B M3BECTHOCTh O (DakTe OOHApYKEHHUS 3apaKCHHBIX
BHpPYCOM (paiiyioB aAMHUHHUCTpaTOpa HHPOPMALMOHHOM 6€30IIaCHOCTH, 8 TAKXKe CMEXKHBIE
NoIpa3iereHus, HCIIONB3YIoKe 3TH (paiinsl B pabore;

- COBMECTHO C BjaJejbLieM 3apaXeHHBIX BUpPYcOM (ailoB NpPOBECTH aHAIH3
BO3MOXXHOCTH, JaJIbHEHIIEro MX UCIOIL30BaHu;

- IPOBECTH JIeYeHHE WIH YHAYTOXKEHHE 3apaXKeHHBIX (aiiiioB.

8.11. OTBeTCTBEHHOCTh 3a OpraHusaiuio aHtuBHpycHoro koHtpois B MICII/IH B
COOTBETCTBMM C TpeOoBaHuAMH Hactosmero Ilonoxenuss  BozjaraeTcs Ha
a/IMMHUCTpaTopa HHPOpMaMOHHOM 0e30I1aCHOCTH.

8.12. OTBeTCTBEHHOCTh 3a IIPOBEJEHHE MEPONPHUATHI AHTUBUPYCHOH 3allUThl B
xoHkpetHo# UCIT[IH u cobmonenue TpeboBanuii Hactosmiero Ilonoxenus Bo3naraercs
Ha CHEIMAIUCTOB 10 TEXHHYEeCKOMY o0ecredeHMIo, aJAMMHUCTpaTopauH()OpMaLMOHHON
0e3011acHOCTH H BeeX noyb3oBarteiied nannoi ICIIH.

9. IIpaBuJja NapoJibHOH 3aLHThI.

9.1. JlanHble 1@paBWIa  PpeErIaMEHTHPYIOT  OPraHU3alMOHHO-TEXHUYECKHE
MEPONPUATHSA MO O0OecleyeHnIo IpOLECCOB TIeHepald, CMEHBl M IpeKpalleHHs
neicreus naponeit B UCII/IH, a Takke KOHTPOJIb AeHCTBHI nonb30BaTenei npu pabore ¢
[apOJIsIMHU.

9.2. OpraHuM3allMOHHOE M TeXHHUYecKoe obecliedeHHe NpOLECCOB TIeHEpalMHy,
HCIIOJIb30BaHMs, CMEHBl M TpeKpalleHHs IEHCTBHA Napoied BO BCEX MOJCHCTEMax
WCII/IH 1 KOHTpOJb JEHCTBUI NONb30BaTeNnel npu paboTe ¢ MapoisMH BO3JIaraercs Ha
aJIMMHUCTpaTopa HHPOpMalMOHHON 6e30MacHOCTH.

9.3. JluuHele Napoil¥  JOJDKHBI TEHEPHUpPOBAThCI M paclnpelensaThbes
HEeHTPATM30BaHHO JMOO0 BBIOHMpPATHCA MONB30BAaTE/SIMH O0BEKTa BBIYHCIHTEILHOH
TEXHUKH CAMOCTOSTENBHO C Y4ETOM CIIEAYIOIIUX TpeOOBaHMI:

- IapoJb JOJKEH OBITh HE MeHee 6 CHMBOIIOB;

- B YHCJIE CHMBOJIOB MapoJisi o6s3amenvHo NOJDKHBI IIPUCYTCTBOBATH OYKBHI B
BEPXHEM HIIM HIDKHEM PErucTpax, Wudphl WUy cnelanbHsle cuMBoinsl (@, #, §, &, *,
% u T.11.);

- CHMBOJIBI MMapojeil s pabo4yux CTaHUMH, Ha KOTOPBIX YCTaHOBJICHO CPEICTBO



3alUTEl MHQOpMalMKM OT HECaHKUMOHMPOBAHHOTO JOCTYINA, AODKHBI BBOJUTLCH B
pexMMe JTaATHHCKON pacKIa KU KJIaBUATYpPHI;

- 112poJib HE JOJDKEH BKJIIOYaTh B ce0sl JIErKO BhIYMCISEMEBIE COYETAaHHS CHMBOIIOB
(umena, ¢amunmy, HauMmeHoBaHuA APM u T.11.), a Takke OOLIENPHHATBIE COKPALLEHHS
(OBM, JIBC, USER u T.11.);

- [IPY CMEHe NapoJis HOBOE 3HaU€HHUE JOJDKHO OTJIMYAThCH OT NpPEAbIAYIIHX;

- 1I0/Ib30BAaTENb HE UMEET IIpaBa coOOLIATh JIMYHBINA Napoib APYTHM JIHALAM.

9.4. Anpmunuctpatop MCII/lH nepenaer cBoM ayTeHTH(QHUKALMOHHBEIE JaHHBIE AJIA
3anycka npukiaagdoro [10 BJl HCII/ln Ha OymMaXHOM HOCHUTeNe B Ole4aTaHHOM
KOHBEpTE aAIMUHUCTPATOPy MHPOPMAIIMOHHOHK 0€30I1aCHOCTH, KOTOPBI B CBOIO OYepenb
XPaHHUT MX B 3aKpbIBalOIEMCs Ha KJIIOY XpaHMIHIIE.

9.5. B cnyuyae wumeromelica ciayxeOHOH HEOOXOZUMOCTH, IPOAMKTOBAHHOM
BO3HMKHOBEHHMEM HEIITATHBIX CHUTYaLM#d WIH APYTUX (OpC-MaKOpHBIX (DaKTOPOB, NpHU
YCIIOBHM OTCYTCTBU Ha pabouem Mecte mnonb3oBarens HWMCII[IH, pykoBoauTens
nojpasjieneHus odopMiseT B IIUCBMEHHOM BHAE 3asdBKy Ha cOpoc mapois
OTCYTCTBYIOLIETrO IIONB30BAaTENs M HaNpaBIsET €€ OTBETCTBEHHOMY 3a OOecIeueHHE
0e30macHOCTH NEepCOHANBHBIX NaHHBIX Npu ux obpaborke B VICII/IH. B 3asBke JOMKHO
ObITb M3/I0KeHO 00ocHOBaHMe HeoOxoauMocTH cOpoca mnaposns, ykaszansl @.H.O.
[0JIb30BaTeNs, Yed mapons Heobxogumo cobpocuts, ©.M.0O., JOMKHOCTE CHEIHANIHCTA,
KOTOpBIA OyneT ocymecTBiiATh o00paborky IIJlH OT HMMeHM OTCYTCTBYIOLIETO
[IO/IB30BATENA, @ TaK >X€ BPEMEHHOH OTpEe30K, B TEYCHHE KOTOpPOro MM OyaeT
npou3BoAuThcH oOpabdoTka I1/1H.

9.6. B ciny4ae, ecnii 0CHOBaHMSA, YKa3aHHBIE B 3asBKE, ABJIAIOTCS JOCTATOYHBIMH JIJIA
cOpoca mapons, OTBETCTBEHHBIH 3a 3alUUTYy HHOOPMAaLMU [MOpy4YaeT aIMHUHHCTPATOPY
nHpopManMoHHON Oe3omacHocTH cOpocuts, ycraHoBieHHblt B C3U ot HCJI, nmu4HEIH
Napollb YKa3aHHOTO B 3as1BKE M0JIb30BATEN.

9.7. B cnyyae, ecmu mnpukinagHoe IIO BJI HCIIJIlH ol0namaer cuCTEMO
ayTeHTH(HKaLWH, Naponb A 3amycka npukianHoro ITO cOpaceiBaeT aqMHHHCTPATOP
WCII/In, nmb0 OTBETCTBEHHBIM IONB30BaTeNb, IO TOH Jke 3asiBKe, B CIy4ae HX
OTCYTCTBHA IapOjb HMMEET IpaBo COpOCHUTh aJAMHHUCTPATOp HHQPOPMaIHOHHOM
Oe30macHOCTH,  BOCIIONB3OBaBIIMCH IS  BXOJAa B  CHCTEMY  YIpaBlEHHS
ayTeHTH(PHUKAIMOHHBIMM NaHHBIMH agMuHUcTpaTopa MCIT/IH.

9.8. Tlocne BeINONHEHUS HEeoOXOAUMBIX paboOT Bce Mapoid H3MEHAIOTCS W Ha
OyMa)XHBIX HOCHTE/SIX B Olle4aTaHHBIX KOHBEPTe, NepeAaioTcs monab3oBaTenasm MCITx.
Ilocne 5TOro nosib30BaTeNN yCTaHABIUBAIOT cebe HOBBIE MTAPOIIH.

9.9. IlonHas mIaHOBas CMeHa Mapollell IONb30BaTelledl MOIKHA NPOBOAMTHCS
peryisipHoO, He peke OJHOro pa3a B TedueHue 60 ngHeil.

9.10. BHemuiaHoBas cMeHa JMYHOTO Mapoyisi WM YJajJleHHE Y4YETHOH 3alucH
nons3oBartess VICTI/IH B cioydae mpekpaleHus ero MoJTHOMOYMH (YBOJIBHEHHE, [IEpexo]
Ha Jpyryro paboTy BHYTpPH OpraHM3alMid M T..) JO/KHa IPOU3BOAUTHCSA
aJIMMHUCTPAaTOPOM HH(GOPMaLMOHHOW 0e30IacHOCTH HEMEAJIEHHO IIOC/Ie OKOHYaHHUSA
MOCJIEIHETr0 ceaHca pabOoThl JaHHOT'O MOJIB30BaTelNs C CUCTEMON Ha OCHOBaHHM yKa3aHHA
HaJaJlbHUKa OTHENa.

9.11. BrennanoBas mnonHasd CMeHa TMapojed BCeX TMONbB3OBATEleH MAOILKHA
IIPOM3BOJUTECA B ClIy4yae IpeKpalleHus IOIHOMOYHA (yBOJIBHEHUE, IEPEX0] Ha JPYIYIO
paboTy BHYTpM oOpraHuM3allMd H JOpyrue oOCTOATENbCTBA) aJMHUHHCTpaTopa
MHPOPMaIIMOHHOM 6e30IacHOCTH.

9.12. B ciaydyae koMmnpoMeTanuu JHYHOTro napois nonb3oBarens WMCIIH momkHbI



OBITH HEMEJIEHHO NIPEANPHUHATEI MEPBI II0 BOCCTAHOBIICHHIO IIAPOJIBHOM 3aIlUTHI.

9.13. KoHTpons AelicTBuii mons3oBateneil npu paboTe ¢ mapoismu, coOJofeHue
MOpAKAa HMX CMEHbI, XpaHEHWs M HCIONb30BaHMA BO3NAraeTci Ha aJMHHHCTpaTopa
HHGbOPMAIIMOHHOH 6€30IacHOCTH.

10. IlpaBuna oGHoBJIeHHs U KOHGUIYyPHPOBAHHS NPOrPaMMHOroodecneyeHus
C3U u [Ipuki1agHOro mporpaMMHOro obecnedeHns, HCNOJAb3yeMoro s 00paboTku
I n.

10.1. HacTosmue npaBuiia periaMeHTHpPYIOT obecnedeHue 6e30macHOCTH
MHQOPMaI[MH IPH [POBEJCHHH OOHOBIEHHSA M KOHQHUIYpHPOBaHHMs IPOrPaMMHOIO
obecneuenus C3U u IIpukIagHOro NporpaMMHOro obecredeHusi, HCIOIb3yeMOro It
obpabotku I1/1H.

10.2. Bce wu3menenus nporpammuoro obecnedyenus C3M u Ilpuxnaasoro
IporpaMMHOro o0ecredeHus, Wucnons3yemMoro miasi o6paborku II/H, IOIKHEI
NPOM3BOJUTECA AJMUHHUCTPATOPOM HHGOPMAIIMOHHON 6€30I1aCHOCTH W/HIM JIMLAMH
OTBETCTBEHHBIMH 3a TEXHHUYECKOe obOecreueHHe YYpexIeHUs (IIpH COINacoBaHHH C
aJMHHHCTPATOPOM HHGOPMAIMOHHOH  6€30macHOCTH), Ha  OCHOBAHMH  3asABKH
anmuauctpatopa  VICTI[IH, HampaBifeMoii  OTBETCTBEHHOMY 3a  00paboTky
NIEPCOHANBHBIX JJaHHBIX.

10.3. OO6HOBiIeHHE M KOH(Wrypauusa nOporpaMMHoro obecrnedeHus, He
HMCIIOJIb3YEMOTO Ul HemocpeacTBeHHOH oOpaborku I1/In u He ssisowerocs 110 C3H,a
TaKxKe anmnapaTHoii cocrasisroue anementos MCII/IH, ocymecTBiaeTCs COTPY IHUKaMH
OTZela TEXHHYECKOT0 o0ecreyeHus yupex1eH!s B OOBIYHOM IIOpSIKe.

10.4. B cny4ae ecin APM npoxomun aTTECTalMIO COOTBETCTBUA TPeOOBaHHUAM
3alIMTEl MHQOPMALIMK, M3MEHEHHE annapaTtHo — nporpamMmHoi coctasisnowed MCILAx
TaKXe POU3BOJUTCSH OCHOBAHUH 3a5BKH.

10.5. Wsmenenue xoH¢urypamuu mnporpamMmHbix cpeacts MCII[Ia keMm-mmbo,
KpOMe BbILIETIEPEYHUCIEHHBIX YTIOJTHOMOYEHHBIX COTPYAHUKOB 3aNpetyero.

10.6. Ilpouenypa BHeceHHS HU3MEHEHHMH B KOH(QUIYpPAlHIO IPOrPaMMHOIO
obecnevyenns C3M u IlpuxiagHoro nporpaMMHOro 00€CIEYEHHs, MCIIOJIB3YEMOTO I
obpabortku I1/]1, naunuupyercs 3asBkoit agMuuuctparopa MCIIIH.

10.7. B 3asgBKe MOIyT YKa3bIBaThCH CIEIyIOIIMe BUIB! HEOOXOAMMBIX H3MEHEHHH
B COCTaBe alllapaTHEIX U porpaMMHbIX cpeacts UCILIH:

- ycTaHOBKa (pa3BepThiBaHHE) Ha KOMIBIOTEp(bI) IPOTPaMMHBLIX CpEICTB,
HeoOXOMMMBIX JUIi pELIEHHs OINpeAeNeHHON 3amayd (noOaBlIEHHE BO3MOXHOCTH
pelueHvs AaHHOH 3a1a4u B AanHoH UCI1/IH);

- oOHOBIEeHME(3aMeHa) Ha KOMIIbIOTEpe(ax) MpOrpaMMHEIX CPelCTB, HEOOXOIUMEIX
JUIA pelLleHHs ONpeaeeHHOM 3aauu (0OHOBIIEHHE BEPCHH HCIIONb3YEMbIX A peLIeHUA
OTIpeeNIeHHOM 3a/1a4yl IPOrpaMM);

- yJaleHHe C KOMIIbIOTepa IPOrpaMMHBIX CPEJCTB, MCIOIb30BABIIMXCA IS
pelleHHs ONpeaeseHHoM 3a1a49u (UCKIIOUEHHE BO3MOXKHOCTH PELUCHUs NaHHOM 3anaqn
Ha JaHHOM KOMIIBIOTEPE).



10.8. 3asBky ammuuuctparopa WCIIJIH, B KkoTopoii TpeOyeTcs NpPOH3BECTH
U3MEHEHU KOHPUIypaluu, paccMaTpUBaeT pyKOBOIUTENb, BUSUPYET €€, yTBEpXKAasd TeEM
caMbIM IIPOH3BOJICTBEHHYI0 HEOOXOOMMOCTh TIpOBelleHHs YKa3aHHBIX B 3asBKe
U3MEHEHUH, IIocle 4ero 3asBKa IepefaeTcss aaMHHUCTPATOpPy HHGOPMALUMOHHON
Oe30macHOCTU AJI HENOCPeACTBEHHOIO HCIONHEHUS paboT 1Mo BHECEHHIO M3MEHEHU# B
KOHQUIypalMI0 KOMIIBIOTEpa YKa3aHHOTO B 3asBKe CaMOCTOATENBHO MM C
IpUBJIEYEHHEM COTPYAHHKOB, OTBETCTBEHHBIX 3a TeXHMYeckoe obecreueHue
yUpEXICHUS.

10.9. TloaroroBka oOHOBIEeHMs, MOIU(UKAIMU OOIIECUCTEMHOIO M IIPHUKIIaJHOIO
nporpamMmmHoro obecnedenuss WCII[IH TecTHpoBaHWe, CTEHIOBBIE HCHBITAHUS (TpH
HeoOXOJMMOCTH) M IepeJjaya MCXONHBIX TEKCTOB, NOKYMEHTAIlUHd K JUCTPUOYTHBHBIX
HOCHTEJIEH IporpaMM B apXuB JUCTPMOYTHMBOB YCTaHOBJIEHHOTO IIPOrpaMMHOIO
obecrieyeHus, BHeCEHHE HEOOXOOUMBIX M3MEHEHHH B HACTPOMKU CPEACTB 3aILUTHI OT
HCJl u cpeactB KOHTpOJA LIEJOCTHOCTH (haiijloB Ha KOMIBIOTepax, (OOHOBIEHHE) U
yHalleHHe CUCTEMHBIX M IPHUKIAAHBIX MPOTPaMMHBIX CpEeACTB IPOH3BOAUTCH
aJIMAHUCTPATOPOM HHGOPMAIIHOHHON 0e30I1acHOCTH IO COIJIACOBAHHUIO C OPraHoM IIO
aTTecTauMM (B cliydae, €CIM INPOBOJAMIACH aTTECTalMs), MPOBOAWBIIMM aTTECTALHIO
nanHo# VICTIdn. PaGoTel npousBoasaTes B npucytcTBuM aamMuaucTparopa UCITIH.

10.10. ¥YcranoBka uwnu obHoBieHue noacucteM MCIIIH H0MKHB TPOBOAUTHECH B
COOTBETCTBHM C TEXHOJIOTHEH NpoBedeHHMs MOAM(UKAIMN MPOrpaMMHEIX KOMIUIEKCOB
JNaHHBIX OACUCTEM, YKa3aHHON B TEXHUYECKOH JOKYMEHTAIH, €CJIM TaKOBas HMEeTCs.

10.11. YcranoBka u oOHoBneHue IIO (cucremMHOro, TecToBOro M T.II.) Ha
KOMITBIOTEpaxX MPON3BOAUTCS TOIBKO C OPHTMHAIBHEBIX JIMLIIEH3UOHHBIX JUCTPHOYTHBHBIX
HOCHTENeH (JUCKET, KOMIIAKT-JUCKOB H T.II.), mpukiagHoro 1O — ¢ 3TanoHHBIX KOMHH
IPOrPpaMMHBIX CPEICTB, IONYYEHHBIX M3 apxuBa JUCTPUOYTHBOB YCTaHOBJIEHHOTO
IporpaMMHOI0 obecrieyeHus.

10.12. TIO cpencTB 3ammMThl HWH(GOPMAIMH YCTaHaBIMBaeTCcs C HOCUTeNeH,
oblajaromMx ChenuaNbHOR rosorpa@uyeckoil HakiIeikod, MOATBEPXAAOMEH HX
NOJJMHHOCTD, €CJIM HHOE He YKa3aHo B JOKyMeHTauuu K gansomy [10.

10.13. Bce pnoOasisieMble NPOrpaMMHBIE M alllapaTHblE KOMIIOHEHTBI JOJDKHBI
OBITH NpeBapPUTENLHO IPOBEPEHEI Ha PabOTOCIIOCOOHOCTE, 2 TaKXK€ Ha COBMECTHMOCTH
C YCTaHOBJICHHBIMH NPOrPaMMHBIM 00€CIIEYEeHHEM U OIIEPALIMOHHON CHCTEMOH.

10.14. ITocne yctanoBku (oOHOBiIeHus) I10, agMUHUCTpaTOp HMHGOPMALIMOHHOMK
0e30MmacHOCTH JOJDKEH Ipou3BecTH TpebyeMmble HACTPOWKH CpENCTB YIIpaBJICHHA
IOCTYIIOM K KOMIIOHEHTaM KOMIIBIOTepa, MpoBepuTs paborocnocobHocts I[10 u
MPABIJIBHOCTh MX HACTPOHKH M IPOM3BECTH COOTBETCTBYIOIIYIO 3amuchk B «KypHaie
yuera HewmTaTHbIX curyauuid B HCIIJH, BeINONHEHHS IpOQUIAKTHYECKHX pabor,
yCTaHOBKH, MoAM(UKaNUH NporpaMMHbIX cpeacTB Ha koMmnsiotepax MCII[du», nenaer
OTMETKY O BBIITOJIHEHUH (Ha 0OpaTHOM CTOpOHE 3aBKH) U B « TeXHHYECKOM Iacmnopre».

10.15. ®opmar 3ammceit «KypHana ydera HemratHelx cutyauuid HCIIH,
BBINIOJIHEHUS NMPOGUIAKTHYECKHX pPabOT, YCTAaHOBKM M MoAW(UKaUUMU NPOrpaMMHBIX
cpencte Ha Kommbiorepax MCII[IH» ycTaHaBIMBAaeTCs IIPHKAa30M PpPYyKOBOAMTEIS
OpraHu3anuu.

10.16. Ilpy BO3HMKHOBEHHH CHTyaluH, TpeOylolMX Iepenadyd TEXHHYECKHX
CpPEeACTB B CEPBHCHBIH LIEHTP C IIEJBIO PEMOHTa, OTBETCTBEHHEIM 3a €€ IKCIUTYaTaIHIO
NOKIaabIBaeT 00 3TOM OTBETCTBEHHOMY 3a obecriedyeHHe 0e30IacHOCTH NEPCOHATBHBIX
naHHbIX npu uX obpabotrke B MCIIJH, KOTOpEIi B CBOIO O4YEpENb CBA3BIBACTCA C
COTPYAHHMKAaMM OpraHa II0 aTTeCTaluH (B Ciydae, €CIM IpPOBOAMIACH aTTeCTalusA) U B



JaJbHEHIIEM MEHCTBYET COIVIaCHO MX MHCTpYKUWH. Ilpy >ToM aaMHHHCTpaTOp
UHPOPMALIMOHHOH ©€30IIaCHOCTH 00s3aH MpPEANPHHATE HEOOXOQUMbIE MEPBI I
3aTUPaHKUA 3alinaeMoi WHQOpMAaLKH, KOTOpas XpaHWJIach Ha JHCKax KOMIIBIOTEpa.
OpwurruHans! 3a9BOK (JIOKYMEHTOB), Ha OCHOBaHMM KOTOPBIX NPOU3BOAMINCH H3MCHEHHAB
cocTaBe MPOrpaMMHBIX CpPe[CTB KOMIIBIOTEPOB ¢ OTMETKaMM O BHECCHHMM H3MEHEHHH B
COCTaB MPOTrPaMMHEBIX CPEeJICTB, JOJDKHEI XPaHUTHCA BMECTE C TEXHMYECKHM I1acIiOpTOM
Ha UCIIe u «Kypramom ydvera HewmrratHeix cutyauuié WCII[H, BbImoOMHEHMA
npodHIaKTHUYECKHX pPaboT, YCTAHOBKH M MOJUGHKANMM IIPOTPAMMHEIX CpEACTB Ha
kommbtoTepax MCII[lH» y OTBeTCTBEHHOro 3a ofecnedyeHne 0Oe30macHOCTH
MepCOHANIBHBIX AaHHEIX IIpH uXx o0paboTke B UCIIdH.

10.17. Komuu 3asBOK MOIYT XpaHHMThCS y aJMUHHUCTpaTopa HHGOPMalMOHHOM
6e30macHOCTH:

- s BocctaHoBieHus koHpurypauun UCII/IxH nmocne aBapuid;

- g KOHTpoJs npaBoMepHocTd ycraHoBkd Ha MCIIJH cpeactB Ay pelneHHs
COOTBETCTBYIOLIUX 3a/1a4 NpH pa3bope KOHGIUKTHBIX CUTyaluH;

- JUTs IIPOBEPKH IIPaBUJIBHOCTH YCTAaHOBKY M HacTpoiku cpeacTs 3ammTel UCITIH

10.18. dakT yHUYTOXEHUA [AHHBIX, HAXOAMBIIMXCS Ha [JUCKE KOMIIBIOTEPA,
oopMmnseTcs aKTOM 3a HOJIHUCHIO AAMUHHUCTPATOPa HHPOPMaIMOHHOH 0€30acHOCTH U
agmunuctparopa UCI1/IH.

11.YupaB/eHne y4eTHbIMH 3alIHCSMH N0JIb30BaTeJICH.

11.1. C gensio cobmoaeHHs NPUHIKIIA NEPCOHAIBHON OTBETCTBEHHOCTH 32 CBOH
JEUCTBUA KaXOOMY COTPYAHHKY, JONyLIEHHOMY K paboTe Ha KOMIIBIOTEpax
koHkpetHot MCIIJIH, pomxHa OBITP cO34aHa yHUKalbHasg Yy4eTHas 3allHCh
IOJIb30BATENs.

11.2. Pabory B HCII[IH cOTpyOAHHMK JAODKEH OCYIIECTBIATE TOJBKO C
HCIIOb30BAHHEM CBOEr0 YHHMKAILHOTO MMEHHM nonb3oBartens. Pabora B UCIIIn mop
YyXOH yUeTHOM 3anHCchlo, KpoMe ClTy4aeB, OMMCaHHbBIX B 11.9.5, 3anpewena.

11.3. TIlpouenypa perucrpanuu (CO3JaHHs Y4YETHOH 3amMCH) IOJNb30BaTelld M
IpefocTaBlIeHns eMy (WIH H3MEHEHHsA ero) mnpas Joctyna k pecypcam HMCII[n
HHUIMMpyeTcs 3asBkoii amMuuuctparopa HMCII[lH no npunaraemoit ¢opme k
HacTtosmemy [lonoxeHuro.

B 3asBKe yka3pIiBaeTcs:

- COoIep)KaHHE 3alnpalliBaeMbIX M3MEHEHWH (perucrpalus HOBOTO IOJIb30BaTENd
HUCII[H, ynaneHue YyYeTHOM 3allMCH IIOJI30BATEllA, DPaCIIMPEHHE HIIH CYXXEHHE
nojgHoMounit W mpaB jgoctyma K pecypcam HMCIIJIH panee 3aperucTpHpOBaHHOIO
IIOJIb30BaTENA);

- JIOJDKHOCTB (C IIOJIHBIM HaWMEHOBaHUEM oThena), haMuiaus, UMsS M OTYECTBO
COTPYJHUKA;

- UMS TI0JIb30BaTeNs (YU4eTHOH 3anucK) JaHHOTO COTPYAHHKA,;

- IOJHOMOYHS, KOTOPBIX HEOOXOAMMO IHIIMTH IO0Jb30BATENId HIH KOTOpBIE
HeOOXO0AMMO J00aBHTE IONB30BaTENiO (IyTeM yKa3aHHs pellacMbIX II0JIE30BaTelIeM
3anay B UCI1In).

11.4. 3asBKy paccMaTpuBacT PYKOBOAMUTENb, BU3HPYA €€, YTBEPKIai TEM CaMbIM
NPOM3BOJCTBEHHYIO HEOOXOJMMOCTh AOMycKa (M3MEHEHWs IpaB MAOCTyNa) INaHHOIo
COTpyAHHKa K HeoOXOAMMBIM JUIs pellleHHs MM YKa3aHHBIX B 3asBKe 3a/Ja4 pecypcam
WUCIT/la. 3areM MNOAMMCHIBAET 3aJlaHHe  aOMHHUCTpaTopy HH(GOpMalMOHHOH
6e30IacCHOCTA Ha BHECEHHE HEOOXOAMMBIX HW3MEHEHHH B CIIMCKH II0JIB30BaTelIel



cooTBeTCTBYIOWMX nojacucreM UCIT/H.

11.5. Ha ocHOBaHMHM 3aJjaHHsA, B COOTBETCTBMM C IOKyMEHTalMed Ha CpEACTBa
3alIATEl OT HECAHKIMOHWPOBAaHHOIO JOCTYMNa, aAMHUHHCTPaTOp HH(POPMALHOHHOM
0e301macHOCTH MPOU3BOAUT HEOOXOIMMBIC ONepauMy Mo co3aHui0 (YJAIEHHIO)
YYETHOH 3allHCH IONB30BaTessd, IPUCBOCHHIO €My HaYaJbHOIO 3HAYeHHA Iapois
(BO3MOXHO TaK)Ke PervCTpalliio NEepPCOHANBHOr0 MACHTHGOUKATOpA), 3aABJICHHBIX IPaB
poctyna K pecypcam MCII/In u npyrue HeoOXoaumele NeHCTBYS, yKa3aHHbIE B 3aJaHUM.
Jnst Bcex mosp3oBaTeNel JOMKEH OBITh YCTAaHOBIEH PEXHMM NPHHYIUTENLHOTO 3alpoca
CMEHBI N1apoJIsi He pexe OJHOro pas3a B TeueHue 60 quei.

11.6. Ilocme BHeceHMs H3MEHEHHMM B CIHCKH IOJIB30BaTelei aZIMHHHCTPATOP
MHGOPMANMOHHOH 6e30acHOCTH JO/DKEH OOECTIEYMTh HACTPONKH CPEICTB 3allHThI
COOTBETCTBYIOIME TpeboBaHUAM Oe3zomacHocTr ykazanHoit WMCIIJIH. Ilo okoH4YaHMH
BHECCHMA H3MEHCHHMHM B CIIMCKM II0Jb30BaTeNieli B 3asdBKe JeJaeTcss OTMETKa O
BBIIIOJIHEHUHM 3a/1aHHUA 32 MOMAIHKCHIO UCIIONHHUTENS — aAMUHUCTPATOP MHAOOPMAIHOHHOM
Oe3omacHOCTH.

11.7. HcnonHeHHble 3asBKa M 3aJaHHe XpaHATCS Yy aJMHHACTpPaTOpa
HH(GOPMalMOHHOH 6e30IaCHOCTH.

OnM MOTyT BIIOCTIEACTBHM HUCITOJIE30BATHCS:

- U151 BOCCTAHOBJICHUS [10JIHOMOYHH MoJb30Bartesei nocie asapuit UCITIx;

- JUId KOHTPONs IPaBOMEPHOCTH HalM4Ms Yy KOHKDETHOIO IIOJIB30BaTeNld IpaB
moctyna K TeM win uHeIM pecypcam MICIT/Ia npu pa3bope KOHQIMKTHBIX CUTYaLHii;

- ANd IpPOBEPKH COTPYAHHKAMHM KOHTPOIMPYIOUIMX OpPraHOB MPaBHIBHOCTH
HaCTPOMKHM CPENICTB pasrpaHuyeHus nocrymna k pecypcam UCITJH.

12.ITopsiaok KOHTPOJIA cOG/II0JEeHHS YCJIOBHH HCNOB30BAHMS CPEACTB 3aIIHTLI
HH(pOpMaNHH, B TOM YHCJIe KpunTorpagpuyeckunx.
12.1.  [Jlannbni pasgen ITonoxeHus ompenensieT MOpSAOK KOHTPOJIA COGMIONEHHUS
YCJIOBHH HUCIIOJIb30BaHHs CPEACTB 3alUTE MHbopManuy (nanee - C3H).

12.2. TexHudueckue cCcpeACTBa 3amUThl HMHGOPMAlLMH SBIAIOTCH  BaKHBIM
xomnoneHToM OB IT/]H.

12.3.  Tlopsimox pabotel ¢ TexHudeckumu C3U onpezneneH B cOOTBETCTBYIOMIMX
PYKOBOACTBAX IO HAaCTPOMKe H HCNOJb30BaHHI0O C3M 00s13aTeNbHBIX IS MCIIOJHEHMS,
KaK COTpyJHHKaM# 0OpabaTeiBalOIMMH KOH()HACHUMAILHYI0 MHOOPMAlMIO, TaK H
aJMMHHACTPATOPOM MHPOPMaLIMOHHOH 6e30MacHOCTH.

12.4.  TlpaBo mpoBepKH COOMIONEHHS YCIOBHM HCIONB30BAHMA CPEACTB 3AIIMTHI
UH(OPMaIH UMEIOT:

- PYKOBOIUTEIB;

- OTBETCTBEHHEIN 32 00pabOTKy IMepCOHANBHEIX JaHHEIX;

- aIMHHHCTPATOp MH(POPMAIIHOHHOH 6€30MacHOCTH.

12.5. Ions3zosatemo UCII/IH kaTeropudecku 3alpeinaeTcs:

- otkiirouars C3H;

-IIPOU3BOJUTH 06paboTKy KOHQHIAEHIMAILHOM uHpoOpMaUu B
ciry4aeHepaborocnocobHoCcTH cpenacTs ee 3amuThl (C3H);

-MeHATh HacTpoliku C3U.

12.6. Ecnu B xo/1e mepHOHYECKHX, TUIAHOBLIX MJIM BHE3aIHBIX nposepok UCI1/Ix
BBIABJIIEHO HapylieHue TpeboBanua m. 10.5. To momiexar npumenenuro .. 3.7., 3.8.
nanHoro [lomoxenus.

12.7.  Kpunrorpaduueckue cpeactBa  3amMTel  MHOOPMALMH  HOJDKHEI



HUCIMOJIB30BATHECA B COOTBETCTBHU C TEXHUYECKOM M BKCHHyaTaHHOHHOﬁ ,IIOKYMGHTBIIHCI';I
Ha HHUX, a TAKXC B COOTBCTCTBHH C IIpaBHJIaMH II0JIB30BaHUA UMH.

13.Jlopsgoxk OXpaHBI H AONYCKA NOCTOPOHHMX JIMI B 3alIMIaeMblelIOMeleHHs.

13.1. [lanssni pazmen ITomoxkeHHs ycTaHABIMBAET MOPAIOK OXpaHbl IOMEIICHHI
UCII/x.

13.2. BckpelTHe ¥ 3aKphITHE IIOMEIICHWH OCYIIECTBISETCS COTPYAHMKAMH,
paboTaromyuMH B JAHHEBIX [IOMEIIEHUAX.

Cnucoxk COTPYOHHMKOB, HMEIOIIMX IIpaBO BCKphIBaTh (cOaBaTh IOJ OXpaHy) H
OmneyaThiBaTh IIOMELIECHHS YTBEPXKAAeTCSs PYKOBOAUTENEM U Iepelaércs Ha IOCT
OXpaHBI.

13.3. TIIpu OTCYTCTBHM COTPYAHHKOB, OTBETCTBEHHBIX 32 BCKPBITHE IIOMEIIEHHUH,
JAaHHBIE TIOMEIIEHHS MOryT OBITh BCKpPHITBI KOMHCCHEH, CO3JaHHOM Ha OCHOBaHMH
npukasa. Komuccuei coctapnsercs akT BCKPBITHA.

13.4. Ilpu 3aKpbITUH IIOMELIEHHUM COTPYAHHKH, OTBETCTBEHHEIE 32 IIOMEICHHS,
IIPOBEPSIOT 3aKPHITHE OKOH, BEIKIIOYAIOT OCBelleHHe, ObITOBbIE IPUOOPEI, OPITEXHUKY U
IIPOBEPSIOT IIPOTHBOIIOXKAPHOE COCTOSHHE IIOMEIICHHA, a JOKYMEHTHI M HOCHUTEIH
HHGbOpMaIMK, Ha KOTOPHIX CONEPXHUTCH KOHUIeHIIHATbHAs UHPOpMalLHs, yOupaloT 1
XpaHeHus B OoredyaThiBaeMbli cefid (Metamnyeckuil mkad). 3akpeiBaeMoe IOMELIeHNe
OIleYaThIBAECTCS IMYHOM N€YaThlO0 COTPYAHHKA, OTBETCTBEHHOI'O 33 [IOMELUEHHE.

13.5. TloctaHOBKa U CHATHE MMOMEIIEHUN 110, OXpaHy IPOU3BOJUTCS OXPaHHUKOM
TI0CJIe OKOHYaHHS U TIepe]] HagaloM paboyero JHSA COOTBETCTBEHHO.

13.6. CoTpyaHuK, HMCIOLIMIA IIPaBO Ha BCKPHITHE TOMEIICHMHM

- NPOM3BOJUT MPOBEPKY OTTHUCKA IE€YaTH Ha JABEPHM I[IOMEIICHHS M HCIIPaBHOCTH
3a110pOB;

- BCKpbIBaeT [IOMEIICHUE.

13.7. Ilpm oOHapy>X€eHHH HapylleHMHl LIEJIOCTHOCTH OTTHUCKOB II€4aTew,
NOBPEXAEHU 3allOpOB MJIM HATW4Hs APYTHX NPU3HAKOB, YKa3bIBAIOIIUMX Ha BO3MOXHOE
NPOHHKHOBEHHE B IIOMEIIEHHWE NOCTOPOHHMX JIMI], IIOMEIIeHHEe He BCKpBIBAE€TCH, a
COCTaBJIA€TCA 4aKT, B IIPHCYTCTBHH OXpaHHHKA. O INpOHCHICCTBHY HEMEIJICHHO
coolIaercs PyKOBOAMTENIO W (MJIM) OTBETCTBEHHOMY 3a oOecreyeHue 0e30MacHOCTH
MEPCOHANBHBIX TaHHBIX NpH ux obpabotke B UCIT/IH.

OnHOBpEMEHHO TNPHHUMAIOTCA MeEphl II0 OXpaHe MecTa IIPpOMCIIECTBHS H [0
NpHOBITHS JOHKHOCTHBIX JIUL B TIOMEIEHHE HUKTO HE JOIyCKaeTCs.

13.8. PykoBoauTenb, OTBETCTBEHHBI 3a  obecreyeHue  Ge30macHOCTH
NEPCOHAIBHBIX JaHHBIX 1pu UX obpaborke B MCII[lH u agMuUHHCTparop
nHbpopMalMOHHON Oe3omacHocTd opraHusyroT mpoBepky MCII/ln Ha mnpeamer
HECAHKI[HOHHPOBaHHOIO JOCTyNa K KOHGHAEHIHAIbHOW HHQOpMAIMM M HaH4He
JOKYMEHTOB U MAIlIMHHBIX HOCUTeNeH HHPOPMALMH.

13.9. Ilpu cpabGaTbIBaHMM OXPAaHHOM! CUTHANM3ALMHU B CIYXeOHBIX IIOMEIIEHUAX B
Hepabouee BpeMsi OXpaHHUK COOOIIAET O CIyUYMBILIEMCS OTBETCTBEHHOMY 3a IIOMEILEHHE,
WIA OTBETCTBEHHOMY 3a ofecrnedeHue 0e30naCHOCTH INEPCOHAIBHEBIX AAHHBIX IIPH HX
obpabotke B MICII/IH, WIH PYKOBOOMTENIO, WIM aIMHHHUCTPaTOpy HMHGOPMalHOHHOH
6e3onacHocTu. [loMeneHns BCKpBIBaTh 3alpeIlacTCs.

13.10. IlomemeHus BCKpPHIBAIOTCA OTBETCTBEHHBIM 32 IIOMEUIEHHE, WJIH
PYKOBOJIWTENEM, WJIM OTBETCTBEHHBEIM 3a obecrneyeHue O€30MaCHOCTH IEPCOHAIBHBIX
JaHHelx mpu ux obpaborke B WCIIJIlH B NpPUCYTCTBMH COTPYAHHMKA OXpaHBl C
COCTaBJIEHUEM aKTa.



13.11. Tlpu nepenaue ACKYpPCTBA, €CIH TIOMEIUCHHE B TeYeHHe JHA He
BCKEIBAJIOCE, @ TakKe B BBIXOJHBIE M TPAa3sgHUYHEIE JHHM [IPHHUMAIOIAN JEXYPCTBO
CMCHa II0CTa OXPaHBI IPOBEPSET LIENOCTHOCTh NeYaTell Ha IBepAX U MEHANE ¢ KITIo9aMu

13.12. Tlopsimox  mpe6biBanms ITOCTOPOHHHX JUI Ha  TEPPUTOPHH
MAZIIOY pmerckuit cam Ne43 «bypatuno» ycramaBnuBaercs COOTBETCTBYIOLIHM
IIPHKA30M.

14, Ilopsitox cTupanms 3amumaemoi HHGOPMALUHN M YHHYTONKEHHS

HOCHTeJIeH 3aluIaeMoii uHpopManuu.

14.1. B ob6s3arensHoM mopsixe YHHYTOKECHHIO TIOAJIEXAT IOBPEXECHHEIE,
BBIBOIUMEIC W3 IKCIUTyaTAlMH HOCHTENH, COZEpIKallie 3alMIaeMy0 MHGpOpMaLHIO,
UCTIOJIb30BAHUE KOTOPBIX HE IpenIojaraercs B JadbHEHIieM. Crupanuio nogmexar
HOCHTEIH, COACpXKAallMe 3aIMINAEMyI0 HMH(OPMALHIO, KOTOpEIE BBIBOIATCS M3
SkcrTyaranuu B coctae CI1/n. He nomyckaercs crupanue HEHUCIIPaBHBIX HOCUTECHHI
TIepefiaia uX B CEpBUCHBIH LEHTp 11 peMoHTa. Takie HOCHTENH [OIDKHEL YHHYTOXAThCH
B COOTBETCTBUM C HACTOSILUM IIOPSAKOM.

14.2. Crupanue [O/KHO MPOU3BOAUTHCH 11O TCXHOJIOTUH, TPEAYCMOTPEHHON I
AQHHOrO  THNA  HOCHTENA, C IPHUMEHEHHUEM CepTUQUUMPOBAHHBEIX  CPEJCTB
TapaHTHPOBAHHOIO  YHHYTOXCHHS  HHQOpMalMK  (Jomyckaercs 3a/IelCTBOBATh
MEXaHM3MBI 3aTHpaHMsi BCTPOEHHBIE B CepTHQUIMPOBAHHLIE CPEeICTBa 3allMTEHI
uHGOpMaIuH).

14.3.  VHuurOXeHHMe  HOCHTene [IPOM3BOUTCA IMYTEM  HAHECEHUA MM
HEYCTPaHHUMOI'O  (H3MYECKOr0 IMOBPEXACHMS, HCKIIFOYAIOMIET0 BO3MOXHOCTB HMX
HCIIOJIE30BAHMS, @ TaKXKe BOCCTAHOBJIEHUS MH(pOpMauuu (mepes YHHYTOXECHHEM, €CIIH
HOCHTCJIb  HCIpPABeH, [OODKHO OBITh IPOU3BENEHO rapaHTHPOBaHHE CTHPaHHE
MHQOpMaUMH Ha HOCHTEe). HenocpencrBennbie feiictBus  mo YHHYTOXXECHHIO
KOHKPETHOTO THIIA HOCHTEIA HOJDKHEI GBITh HOCTATOYHBI IS HCKIIOYEHHABO3MOKHOCTH
BOCCTaHOBJICHHA HHGPOPMALIHH.

14.4. BymaxkHbIe U nIpodne CropaeMele HOCHTENU (KOHBEPTEl C HEHCNOJb3yeMBEIMH
Oonee nNapoNAMM) yYHHYTOXAIOT IIyT€M CHKHTAHUS M G MIOMOIUBIO  JIIOOBIX
OyMmaropesarebHBIX MalIKH.

14.5. Tlo dakty yHHMUTOXEHHS WM CTHPaHHA HOCHTENCH COCTaBISAETCS aKT, B
KypHanax y4era JeNaloTCs COOTBETCTBYIOLIME 3aITHCH.

14.6. Ilpouemypsl cTHpaHHs wu YHHYTOXXEHHUS OCYIIECTBIAIOTCS KOMHCCHEH, B
koTopyto  Bxomiar: ammuHuctpatop MCII[[H, oOTBeTCTBeHHBIH 3a oBecHedeHHe
0e30MacHOCTH MEPCOHANBHBIX JAHHBIX npu ux obpaborke B UCII/IH, aZAMHHHCTPATOP
HHPOpPMaLHOHHO Ge30macHoCTH.

15. OGesnuunBanue nepcoHANLHBIX AAHHBIX.

15.1. O6e3nmanBanye NEpCOHANBHBIX NAHHBIX — JIEHCTBYsA, B pe3yJIbTaTe KOTOPhIX
HEBOSMOXHO ONpPENCIMTh IPHHAIIEKHOCTh TEPCOHANBHEIX JaHHBIX KOHKPETHOMY
CyOBEeKTY IepCOHaNBHBIX JAHHBIX

15.2. O6e3nuuuBanne nepcOHANTBHEIX JAHHBIX MOXET GHITh MPOBEJEHO C LENBIO
BENICHUS CTATUCTHYECKUX NaHHBIX, CHIOKEHHA yliep6a OT pasrilaiieHHs 3aIIHIIaeMBbIX
TICPCOHANBHBIX NAHHBIX, CHIDKCHHS Kilacca WHMOPMAIHOHHBIX CHCTEM TIepCOHANBHBIX
AGHHBIX W IIO JOCTIDKEHHIO Iesiell 06paboTKH WM B CiIydae yTpaThl HEOGXOMMMOCTH B
AOCTHXKCHUH 3THX LEJIeH, €CIIH UHOE He IIPELYCMOTPEHO (enepanLHEIM 3aKOHOM.

153.  Crnocobsr obesnuuuBanms pu YCIOBHM  JanbHe#med o6paboTku



[IEPCOHANBHBIX NAHHEIX:

- METOJl BBEICHHS HIEHTU(DHKATOPOB,;

- METOJ U3MEHEHUA COCTaBa WIH CEMAHTHUKHY;

- 00001enre (IOHMKEHHEe TOYHOCTH HEKOTOPBIX CBECHUI);

- METO NEKOMINO3HMIUK (pa3bueHre MHOXeCTBa (MaccHBa) MepCOHATLHBIX NAHHBIX
Ha HECKOJNBKO TIOAMHOXCCTB (MacTeif) € IOCHENYIOMUM pasfeNbHEIM XpaHEHHEM
IOAMHOKECTB;

- METOJ MNepeMelrBaHus ([€peCTaHOBKAa OTAEIbHBIX 3alCel, a TaKke TIpyI
3almiceil B MacCUBe NEPCOHANBHBIX JAaHHBIX).

15.4. Jlna o6e3anuuuBaHMs IEPCOHANBHBEIX JAHHbIX HCIIONIB3YIOTCA  CIIOCOOKI
00e3IM4YUBaHus, OlPEeNIeHHEIE TPHKA30M PockomHanzopa ot 05.09.2013 Ne 996
«O06 yTBepx/eHUH TPeGOBaHMHA U METONOB 110 06E3MMIMBAHUIO [IEPCOHATLHBIX TAHHBIXY
B COOTBETCTBHUH C PEKOMEHALUAMH I10 HCIIOJIL30BAHUIO STHX METO/IOB.

15.5. Pemenne o HeoOXOOMMOCTH O6GE3TMYHBAHUA IIEPCOHAIBHBIX JIaHHBIX
NPHHIMAET PYKOBOAMTEIND Y UPEIKACHHS.

15.6. HauanbHuKH OTZHENOB, HENOCPEACTBEHHO OCYIIECTBISIOLINE 0bpaboTky
NIEPCOHANBHBIX NAHHBIX, I'OTOBAT MPE/JIOKEHHA IO OOE3NIMYMBAHHMIO NEPCOHANBHEBIX
JaHHEIX, 000CHOBaHME TaKOi HEOOXOAMMOCTH H CIIOCOO 06e3THIMBAHHUS.

15.7. CoTpyanuku mnozmpasfeneHuii, OOGCTYXHBAIOIMX 6a3sl JaHHBIX C
NEPCOHANBHBIMH ~ JITaHHBIMH, OCYIIECTBIIIOT HENOCPEACTBEHHOE 00e3NHYHMBaHHE
BBIOpaHHBIM CIIOCOGOM.

15.8. Ilopsamok paboTel ¢ 06e3THUEHHBIMU IEPCOHANILHEIMH JAHHBIMHU:

15.8.1. OGesnnyenHble MepcOHANbHBIE JAHHBIE HE MOIEXAT Pa3TiIAIICHHIO.

15.8.2. OGe3nuuenHple  NepcOHaNBHEIE  AaHHEBIE MOryT 06pabaThIBaTeCs ¢
HCIIONb30BaHus U 0€3 MCIIONIB30BaHKA CPEICTB aBTOMATHU3AIIHH.

15.8.3.1lpu oGpaboTke 00e3NMYEHHBIX  IEPCOHANBHBIX  AAHHBIX C
UCIIOb30BaHUEM CPEJICTB aBTOMAaTH3aLUH HEOOXOAMMO COOIIOIeHHE:

- IAPOJILHOM ITOJIMTHKH,

- aHTUBHPYCHOM IIOJIUTHKH;

- IpaBKJT PabOTHI €O ChbEMHBIMH HOCUTEIISAMH (€CITH OHM HCIIONB3YETCs);

- IPaBHJI PE3EPBHOrO KOITHPOBAHUS;

- IpaBHII Joctyna B IIOMEILEHHS,II€  PaclOIOKEHE] 3JIEMEHTEI
HH()OPMALMOHHEBIX CHCTEM;

15.8.4Tlpu obpaboTke O06E3NMYEHHBIX  TNEPCOHATBHBIX  JAHHEIX 6e3
HCII0JIb30BaHMs CPEACTB aBTOMATH3ALUH HEOOXOAHMO cobIIoneHHe:

- IPaBHJI XpaHEHUA OyMaXKHBIX HOCHTEIEH;

- IpaBUJI OCTYIIA K HAM M B IOMEIIEHHs, IA€ OHH XPaHATCA.



Ipunoxxenue Ne 2

K IpUKa3y

MAJZIOY n/c Ned43 «bypaTtuHo»
or_11.01.2021 Ne69-2021-AX]T

THIIOBASI ®OPMA
KypHaJia y4eTa YCTAHOBJIEHHBIX CPeICTB 3a1HThI HH(POPMALHH



Ilpunoxenue Ne 3

K TIpUKa3zy

MAJIOY g/c
01_11.01.202

Ne43 «bypatuHO»
1 Ne69-2021-AXJ{

THIIOBASA ®OPMA
JKypHaJIa y4eTa MAalIHHHBIX HOCHTeIel HHPopManUK

Ne  PerucTpallMOHHBIN TH HOCHTENA U ero
1/ |(ydeTHsIi) HoMep [BUI HOCHTENS EMKOCTh JlaTa nocTymieHus
HOCHTEJs
1 2 3 4 5
Pacmcka B
Pacriucka B obpatHOM mpreMe [MecTo Jlata u Homep[lpumeyanue
noxydeHud (PO, (DUO, noanuch, [XpaHeHHS [aKTa 00
[OAMNCH, JaTa) naTta) HMYTOXECHUH
6 7 8 9 10




IIpunoxxenue Ne 4

K IIpUKa3y

MAJIOY n/c Ne43 «bypaTtuno»
or_11.01.2021 No69-2021-AX]1

THUIIOBAS ®OPMA
XKypHalla y4eTa XpaHHIIHIIL]

Perucrpaumonn Bun JlaTta moctaHoOBKH damunus u
Ne /it BIH (Y4eTHBIH) |XpaHMIMINA Hayd4eT MOJIHCH
HOMeEp IIPHHSABILErO
XpaHWIHILIA (oTBeTcTBEHHOrO),
jara
1 2 3 4 5
Mecto aTa ¥ HOMep aKTa
PacnooXXeHHs OBBIBOJIE U3 [Ipumevanue
(Homep SKCILTyaTalHH
NIOMEIIEHHs )
6 7 8




IIpunoxenue Ne 5
K IIpHKa3y

MAJIOV n/c Ned43 «Bypatuno»
oT_11.01.2021 Ne69-2021-AX]I

THUIIOBASI ®OPMA

KypHaJjia NepHoOJHYeCKOoro TECTHPOBaHHA CPeaCTB 3alHThI HHd)OpMﬂ[[HPI

Ne | HawmeHnoBanue Perucrpauvonnse Hara DamMuus ¥ NOANUCE
/11| CpeacTBa 3aIUTEI Homepa C3H ot HC/l [recTupoBanus OTBETCTBEHHOI'O
HHQOpPMAIIUK OT | HITH KPHIITOCPEICTBa MTOJIb30BATEIIs,
HCJI uin IIPOBOMBIIIETO
KPHIITOCPENCTBA TECTHPOBaHHE
1 2 3 4 5

HanmenoBanue tecra,

Pesynprar recrupopanus

Hata ouepennoro

HCIIOJIb3yeMEIe (Ycnewnsni/Hey criemHEIif), TECTUPOBAaHHA
CpejacTBa I KOMMEHTapui
IIPOBEICHUS TECTa
6 7 8




ITpunoxenue Ne 6

K IIpHKa3y

MAJZIOVY n/c Ne43 «byparuHO»
ot 11.01.2021 Ne69-2021-AX ]

THIIOBASI ®OPMA

KypHAJla y4eTa HeWTaTHbIX cuTyanuii UCIIIH, Boinoanenus NPOPHIAKTHYECKHX
pabot,ycraHoBKH H MoaHpHKAN A NPOrpaMMHLIX CPEJCTB HA KOMIbIOTepax

HACII qn
Ne | [ara Kpatkoe onvicanue Brimonsennoit pabotel | ®MO ucnonuuTteneit u ux
n/m (HewrraTHO#M cuTyauum) TIOJITHCH
1 2 3 4

®HO oTBeTcTBEHHOrO Iloamuce cnenuanucra no

3a 3aluTe HHPOpMaLK [Ipumeyanue (ccpuiKa Ha 3asBKY)
aKkcmryatauuo [I9BM,

HOAIHCH
5 6 7




IIpunoxenune Ne 7

K IIpHKa3y

MAJIOY n/c Ne43 «Bypartuso»
o1_11.01.2021 Ne69-2021-AX/]T

THIIOBASI ®OPMA
KypHaJja y4yeTa noJn30BaTe/iei, Jo0nyeHHbIX K HHPOPMAaNHOHHBIM CHCTEMAM
NePCOHANBHBIX JAHHBIX

Ne i/ Hara Damunusl, ums, otuecTBo| Haumenosanue UCII/Iu
[I0JIL30BaTEN
1 2 3 4
IToamnuce Ilognuce
IIOJIB30BaTelst 00 aIMHUHHUCTpaTopa
O3HaKOMIIEHHH C 6€e30MacHOCTH 0 IIpumedanue
Ilonoxxenuem u FOTOBHOCTH
TpeGoBaHMAMHU IO [10JIB30BaTeNs K paboTe B
0e30IMacHOCTH HCI1u
5 6 7




[Tprnoxenwue Ne 8

K IIpHKa3y

MAJZIOY n/c Ne43 «BypaTuHO»
ot1_11.01.2021 No69-2021-AX]T

THIIOBASI ®OPMA
’KypHana NpoBepoK 2/1eKTPOHHKIX Ky PHAIOB

Ne | Mara HaumenoBauue UCIT]IH, HanmenoBanue nposepsemoro
/11 [IpOBepKK KOMIIBIOTEpa, XypHana
TE€XHHYECKOI0 Cpe/ICTBA
1 2 3 4
BelsBneHHbIe HapymeHus Ioanuce Ilpumedanue
TpeboBaHmit aJIMMHKCTpaTOpa
Ge30MmacHOCTH, HeIITaTHEIE Ge3omacHocTH
CHTYaLlHH
3 6 7




ITpunoxenue Ne 9

K IIpHKa3y

MAJZIOV n/c Ne43 «BypaTuHO»
ot_11.01.2021 Ne69-2021-AX]]

THUITOBASI ®OPMA
Kypnana yqera oOpamennii cyonexros I1/{H 0 BbINOIHEHHH X 3aKOHHBIX NIPaB

Ne n/nn O.1.0 Hara Iens PerucrpaioHHEIH
obpamenns | HoMepoOpaleHHs

1 2 3 4 5
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