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HUudopmanHoHHbIE MATEPHAIBI
no npodUIAKTHKE NPECTYN/ICHHH, COBEPLUICHHBIX C
HCMO/b30BaHueMHuH(OPMAHOHHO-TEIeKOMMY HHKAHOHHBIX
TEXHOJOTHH

K mnaubonee pacmpocTpaHeHHBIM BHJAM [IMCTAHLMOHHBIX MOLICHHUYECTB,
COBEpIIEHHBEIX HA TEPPUTOPUH T. Cauxr-Iletep6ypra u Jlenunrpajckoit obnacty,
OTHOCSATCSI:

. «GUIIAHT» — BUJ JUCTAHIMOHHOIO MOINEHHHYECTBAa, MPU COBEPIICHMH
KOTOPOTO 3NOYMBINUIEHHHKH (B Xofe TeneOHHOro pasroBopa, MOCPEACTBOM
HAMpaBlEHHs »SIEKTPOHHOTO MMChMa MM CMC-COOCIIEHHS) MONYy4aloT JIHIHEIC
xoH(QUOeHIKaNbHbIe TaHHble 0 GaHKOBCKOM KapTe, HOMEpE CYeTa, JIOTWHBL M IIapoJii
INA BXOJa B MHTEepHET-0aHK, a TakKke Mapond 6e30macHOCTH, I[O3BOJISIOIME
NPOM3BECTH CIIHCAHWE HaXoAImuxcsi Ha OaHKOBCKOM KapTe HAEHENHBIX CPEACTB.
JKepTBaMH YKa3aHHOTO BHJ2 MOLIEHHMYECTBA 3a4aCTyl0 CTAHOBATCH HE3ALUMIICHHBIE,
ManooOpa3soBaHHbBIE, J[OBEPYMBEIE CIOM HaceleHusa. I[IpeAcTaBnssck 3a4acTyio
COTPYIHUKAMM KPEJMTHBIX OpTAaHM3AlMi, [PECTYNHHKM BBOJAT B 3a0iyKnieHue
rpakiaH OTHOCHTENHHO COBEpINAEMBIX HECAHKIMOHUPOBAHHBIX CIMCAHMM JEHEMHBIX
CPEINCTB, OCYLIECTBISEMBIX ITOKyNKax M T.OL, I[IOCJe 4Yero mpocsiT Ha3saTh
KOHQUIECHIWANBHEIE CBEACHWsS C LENbI0 MPEeCeYeHrsi BO3MONKKHOIO COBEPLUCHHA
npecTymieHus. ['paxjane, 10BepasA TMONyYeHHOW HH(OpMANuH, xenas ode30macuTh
CBOH JIEHEXHEIE CPEJICTBA OT MPECTYHBIX TOCATaTeNbCTB, COOOILAIOT 3anpaliBacMyio
WHGOPMAIMIO, B pe3yJbTaTe Yero 3J0YMBIIUIEHHUKH MOXUINAIOT IPHHAZJIeKaMe HM
NCHEe)XHBIE CPEeJCTBA.

- «hapMHEHTY - TIpOIelypa CKPLITOTO HAlpaBlIeHUs Ha JNOXHbIA [P-anpec, TO
ecTh HanpaBlEHHE [ONb30BaTelsi Ha (UKTHBHBIA Beb-caiit, waile  BCEro
MICTIONB3yeMblii [ NpHOGpeTeHns TOBapOB M ycuyr (ozon.ru, avito.ru, aliexpress.ru,
joom, biglion, KymuHaTOp, Kaccup.py, 6uneTep, CailTsl N0 Hpojaxe GUNeTos Ha XK/4
aBHATPaHCIIOPT U AP.);

- «IBOMHAs TpaH3akiys» (IpU OIUIaTeé TOBAPOB ¥ YCIyI [POAABeL
coobmaer 06 ommbKe, IpennaraeT NOBTOPMTH ONEPAIMio, a B JajlbHEHIIEM
JIEHEXKHbIE CPEJICTBA CIHCHIBAIOTCA ABAKIEI 10 KAXKIOH U3 IPOBEEHHbIX OnepaluH)




- «TpanmnuHry (MaHHITYISIHH C KapTpuzepoM GaHKOMATOB, [1O3BOJISIFOLIHE
nubo He BO3BpAllaTh KapTy BIAACIBIY, 6o CIMCHIBATH BCE NAHHBIE KapThl JUIA
nanpHeHmero ux MCTIONB30BAHAA).

1. OcHOBHbBIE CXeMbl TeJie(OHHOT0 MOIeHHHYeCTBa:

1. O6MaH 1o TeliedoHy.

3BOHOK COTpYAHWKa OaHKa - KOrzia HEeM3BECTHBIM IPEICTaBIAETCsS COTPYAHUKOM
ciyx6s1 6€30MaCHOCTH xakoro-mubo GaHka u coobmiaer, 910 C Bamero

GaHKOBCKOrO cdYeTa MPOMCXOMAT ONmepanuy Mo HEeCAHKIIMOHMPOBAHHOMY CIIHCaHHIO
JEHEXHBIX CpeACTB, M B LCIX Ge30macHOCTH cueTa IpeajaraeT MEpeBectH
chepekeHns Ha «Pe3ePBHBIN) WA «Be3onacHpl» cueT. PacnpoCTpaHeHsl CyHae
coobuienua uHpopmanuu 06 odopMieHHH Ha Bac kpeauta H HEOOXONMMOCTH
OpOWTH B TPHUIOKECHAN omnain-BagKa MO ONpPEAENEHHOH CCBUIKE A ero
aHHYJIApOBaHUs (BEITIOJIHUTD HHBIC MHCTPYKIHH).

3BOHOK _ COTpyAHHKA IPaBOOXPaHHUTEIBHBIX OprafoB - Korzaa HGHBBQCTHBIﬁ

Ipe/ICTABISAETCA COTPYNHMKOM MONMUINH, cliefoBaTelleM ¥ T.J. U COOOWIAeT, HTO
TIPOBOMTCS CHELONepalysa MO MOMMKE MOIIIEHHAKOB ¥ I8 3TOTO HEOOXOHMMO
riepeBecTH [JEHBIH Ha «CTIeIUANBHEIRY cueT. I1pu 3TOM TpebyeT He 3BOHUTE B OaHK,
TaK KaK COTPYIHUKY GaHKa 320HO C MOLICHHUKaMH.

Baiil poICTBEHHHK, TM00 On1u3Kui JeIOBEK Nomall B ey (HampuMep,MalHON cobun

genoBeka Wi OOBMHSETCS B COBEPLICHHM npecTyIUleHus), W 3alepian
COTpYAHWKAMH TIONHULMH, U HEeW3BECTHHIA coofmiaer, 4To AJd 0CBOOOKICHUA
HeoOXOAMMO TEpEeBECTH Ha CHET MCHENHBIE CPENcTsa nubo g TpUMHpEHHA C
IOCTpanaBIuuM, ubo B KadecTse B3ATKH COTpYAHHKaM MOJALKUH. B03MOXHBI
BAPUAHTHI, NP KOTOPEIX B PasrOBOPE MONKET NpUHATH y4acTHE sK00BI COTPYAHHK
NOTMI¥HM, KOTOPBIH Gy/IeT IOATBEPXKAATE CKa3aHHOC.

BAJKHO: D10 3BOHAT MOILICHHYKY (HECMOTPs Ha TO, YTOONpEeAeTUBIIMICA Ha
teneoHe HOMEP MOXET COOTBETCTBOBATE womepy Tenedona Oanka MIH
[IPaBOOXPAHATENBHEIX OPraHoB, 3a49acCTyio — MockoBckoro persona (499, 495... 1
T.1.), TaK KaK Ip{ MOMOMIY CrelnanbHbIX YCTpOMCTB MOIUIEHHHKY MEHAIOT HOMEDA
Ha abCcoMOTHO M0G0 HoMEp — TaK Ha3biBAEMbIE TTIOAMCHHEIC HOMEpa), COTPYAHHKH
GAaHKOB HUKOTIA He 3BOHSAT CBOUM KIMEHTaM, H TEM Gonee, HAKOTH@ He TPeOYIOT
NIepeBOIUTs ¢ JIMYHOTO CHUETa [ACHBIW. [IpenCcTaBUTeNH TPABOOXPAHUTCIBHEIX
OpraHOB MOTYT 3BOHMTEH TOJIBKO JUIL BEI3OBA B MOMEIIEHHs] PaBOOXPaHHUTENBHbIX
OpraHoB ¢ LENBI0 TOIy4YeHHs ofbsCHeHNH, ucTpebOoBaHMa AOKYMEHTOB IO
HAXOJAIIMMCS B [IPOM3BOJICTBE YTONOBHBIM JIE/IaM 1 MaTepuaiaM IIPOBEPOK.

[lpy TOCTYMJIEHHU TAKOIO 3BOHKA HeoGX0MMO TIpepBaTh PasroBOP U MEpe3BOHUTH

TOMY, O KOM UJIET pe4b, nubo B }’KBSaHHHﬁ T‘OCYIIapCTBeHHHﬁ opraH HJII/Ier,HHTHy}O




OpraHU3aLMIO JUIs IEPENpOBEpKH uHGOpMAaLIUH.
2. O6maH NpH NOKYIKE (npoaae) ToBapa Ha HHTEpHET calTax.

Ilpenomnara 3a HEeCYIIeCTBYIOIIMAN TOBAp - nomaetcsa oObsBrEHHE Ha

BocTpeOOBaHHEIM TOB2p C TIpUBJIEKATENEHOH meHoM  (HIDKE pBIHOUHOH) C
TIPUJIOXKEHWEM ~ HEHACTOAMIMX dororpapui. B xome oOmieHMs «TPOAABEL
YKIIOHSETCH OT BCTpedH BBHIY scuTeiickux TpHYUH (HeT BPEMCHH, 3aHATOCTh
Ha paboTe, YAANEHHOCTD pacTioNoKeHUst) U [pearact OIJIaTUTh TOBAP
Ge3HANIMYHBIM ILIATEXOM C rapaHTUPOBAHHOK roceLytoIen JIOCTABKOM 4epe3
Kypbepa, HO TIOCe MOy IeHUA ISHET, TIpojIaBell- MOIIEHHUK [IepecTacT BEIXOJUTH Ha
CBS3b.

Onnara Mynsbka 1o goutre HaJIOKEHHBIM [LJIATEXOM - BIIOYMBILUJIGHH[/IK

[LITAIOTCS BHAYAIE 3aM0Jy4uTh IPENONIaTy Ha JOBEpUHM, €CIId HE NOJTy4aeTcsi, TO
[peIaraloT MONTy4uTh 3aKa3s Ha fouTe, a IOTOM PacIIaTHTHCH. To ecTh Ha NOYTE
mepel BhIgauell 3aKaza BOSBMYT IeHbIW B pasMmepe €ro CTOMMOCTH, 2 IOKYyIaTelb
BCKPBIB YITaKOBKY, BHIAT IOAMCIIKY WA MYJIDIK.

[lokymaTenb CIpaliiBacT HOMEp KapThl H xon w3 CMC - mo Baiuemy

o6baBIEHHIO O NpOf@Xe ToBapa B HHICPHETS Bam TMO3BOHMJI [OKyNaresib H
IOIPOCHJ COOBIIUTE PEKBU3MTHI GaHKOBCKOM KapThl (IpenBapyUTEIbHO BEISICHUB
Homep TenedoHa K KOTOpOMY MpHBA3aHa KapTa) ¥ CMC-KOI, yTOOBI TEPEBECTH
[eHbrH, AKOOBI 3TO HYXHO I GamKoBcKoro mepepoja. Ha camom fele STO
MOLIEHHHK, KOTOPBIN TBITAeTCs BOHTH B uuHBIA KabuHeT oHnaiiH-OaHKa ¥ CIUCATh
BCe IeHbru ¢ Baniero c4era.

BAJKHO: Oruraumpaiite TOBap TONBKO MOCHE €0 MOTy4eHUs ¥ IPOBEPKH U HE
OTnpaBliAiiTe JIEHB[M B KauecTBe 3ajoTa (zamatka). [ns nepesona‘ IEHEKHbIX

CpelCTB JOCTATOYHO HOMEPa TeneoHa U APYroH JOTIONHUTENEHOM HHPOpMALIHH HE
TpebyeTcs.

3. TeaedouHbie BUPYCHI.

Owyenp 4acTO MWCIONB3yeTcs GopMa MOIIEHHHIECTBA C WCIIOJIB30BAHNEM
tenehorHBIX Bupycos. Ha tenedoH abOHEHTA MPUXOIUT coobiienne Cieayomero
suna; «BaM mpuiuio MMS-cooliieHue. Jins mosTydeHus NpOHanTe Mo CCBUIKE...».
[Ipz mepexofie MO yKasaHHOMYy ajpecy Ha TeneoH CcKaumMBaeTcAs BUPYC M
TIPOUCKOIUT CIIUCAHUE JEHEKHBIX CPEJICTB C BAIIEro CYeTa.

Jlpyroii B MOIICHHHYECTBA BBITVIAUT Tak. Tlpu 3aKkase Kako#-nubo yciayrt
yepe3 k0GB MOGHIBHOTO omepatopa Wi TpH CKayMBaHUY MOOWIBHOTO KOHTCHTA




a0OHEHTY TIPUXOIHUT npeAynpexIcHUE BUA: «Bpl cobupaerecb OTIPABHTHL
coobIIeHre Ha KODOTKMM HOMEp ..., UL MIONTBEP/ICHHS OTEpaliH, OTIIPaBBTE
coobienue ¢ mudpo# 1, Ans OTMEHEL € mudpoit O». 1Ipu OTHPaBKE TIONTBEPXKACHHA,
co cueTa aboOHEHTa CIIMCHIBAIOTCS JIGHEKHBIE CPEJCTBA. MoIeHHHKHA KCTIONB3YIOT
crieluabHbBle [OporpaMMbl, KOTOPBIC 103BOJIIOT ABTOMATHYECKM TIEHEpHpOBATH
ThICSUM TaKuxX coobmenuit. Cpasy mocie nepesojia ISHET Ha (aplIMBBIA CHET OHU
CHUMAIOTCH C TeaehoHa.

BAJKHO: He crejyeT 3BOHHTH IO HOMEPY, ¢ KOTOPOIO ornpasieH SMS — BIIOJIHE
BO3MOYCHO, 9TO B 9TOM Ciydae ¢ Baimero tenedona GyaeT aBTOMATHHECKH CHATA
KpyTHasi CyMMa U [IepPexXOIUTh IO COMHUTEIBHBIM CChUIKaM.

4. OmuubouHbIH NepeBoj CPeACTB.

AGOHEHTY TOCTYMaeT SMS-coobIenre o TOCTYINEHHH CPENCTB Ha Cro CYeT,
TIepeBeeHHBIX C TOMOMIBIO yCITyTH «MoGupHEIl mepeBo». Cpasy IIocie 3TOro
TOCTyTIaeT 3BOHOK ¥ MyX4uHa (Wi JEHIIUHA) coobLIaeT, YTo OmMBOOYHO TepeBen
JleHBTY HA €ro CYeT, PU STOM HPOCHT BEPHYTH HX oGpaTHO TEM XK€ «MOoOUTBHBIM
nepeBosiom». B melicTBUTENBHOCTA ACHBIM HE mocTynaroT Ha TenedoH, a 4eloBeK
TIEPEBOANT CBOM COOCTBEHHBIE CPEICTBA. Ecitd TIO3BOHATE MO YKa3aHHOMY HOMEDY,
OHMOKET GBITH BHE 30HHEI AocTyma. Kpome TOro, CymeCTBYIOT taKue HoMmepa, MpH
OCYILIECTBIICHHH BEI30Ba Ha KOTOPBIC C TenehoHa CHUMAIOTCS BCE CPEACTEa.
BAXHO: Ecnu Bac npocsT IepeBeCTH 4x00bl OIIMOOYHO MEPEBEACHHYIO CyMMY,
HAMOMHHTE, YTO Il 3TOrO UCIOJIB3YeTCs HCK. OTroBOpKa, 9TO «4eK MOTEPAH»?,
CKOpee BCEro, CBUIETENBCTBYET O TOM, ¥TO € Bamu o6111aeTcs MOILICHHHUK.

MOIIEHHWYECTBA C BAHKOBCKVUMHA KAPTAMN

BaBKOBCKAs KapTa — 3T0 HHCTPYMEHT Jijis COBEPLICHNA [UIaTe:Keld 1 JocTyna K
HaJM4HBIM CPECTBaM Ha CU€Te, He Tpe6yrommui Ay STOr0 NPUCYTCTBHA B 6anke. Ho
IPOCTOTA WCIOJIb30BaHUs GaHKOBCKMX KapT OCTABILACT MHOYXECTBO Jla3eeK i
MOILIEHHUKOB.

[Ipy TpOBEIEHHM OIepalui ¢ KapToii MOJNB3YHTECH TONBKO ~TEMH
GaHKOMATaMH, KOTOPHIE PACMOJOXKEHB B OE30MacHBIX MeCTax M 06opy/10BaHBI
CHCTEMON BUIEOHAGNIONEHNs M OXPaHOH: B TOCYAapCTBEHHbIX YUpEeXIAEHMSX,
faHKax, KPYIIHEIX TOPIOBBIX IIEHTPaX ¥ T.A.

CoBepluasi ONeEPaIAH C [IACTUKOBOH KapTOH, CIC/HUTE, yTo6B1 pAOOM He OO0
HOCTOPOHHMX JIFOJIEH. Hab6upas [THH-kox, NpUKpPBIBAHTE KIaBHATYPY PYKOH.
Pexpu3nThl ¥ JI06as mpodas WHGOpMALKS O TOM, CKOJIBKO CPEACTE Bhl CHAIHW Y




KaKue IEbpPEI BBOIWIA B GaEKOMaT, MOTYT OBITh HCIIONB30BAHbL MOILICHHUKAMM.
Obpamaiite BHAMAHHE HA KapTOIPHEMHHAK H KiapuaTypy OaHkoMarta. Ecnu

oun 0GOPYAOB2HBL KAKAMHA-TH00  JOTIONHUTENBHBIMM ycTpoicTeamu, TO  OT

HCHONB0BaHYS AaHHOro GaHKkoMata Jydine BO3ACPHKATBECA 1 coobumTh O CBOHX

MOI03PEHHMAX TI0 YKa3aHHOMY Ha HEM TenehoHy.

B ciydae HeKOPPeKTHOH paboTsl GanKoMara — eClii OH [IONTOe BpEeMs HaXOMUTCs B

peXUMe OXKHMIAHWA WIIH CaMOIIPOM3BONBHO ITepe3arpyxaeTed =

OTKaXXUTECH oOT ero MCIONb30BaHHS. DBenuka BEPOATHOCTE TOro, uTO
OHIIEPeNPOrPaMMHIPOBaH 3/10YMBILIIICHHAKAMH.

Kak o6e3onacuThb cebs OT MOIIEHHHKOB:

1. Tlposepsiite HH(OPMALHIO, MONy4eHHYI0 B XOJe tene)OHHOro pasrosopa A
MHTEPHET [IEPETHCKA ¢ HEU3BECTHBIMH (0oHE MOTYT NPENCTaBIATECAH COTpYAHUKAMH
IPaBOOXPAHHUTENBHBIX OPraHoB, TIpe/ICTaBUTEISIMH KPEIUTHBIX opraHu3alyi).

2. VYcranoBuTh Ha TenedoH (KOMIIBIOTEP) COBPEMCHHOS JULIEH3UPOBAHHOE
AHTHBAPYCHOE TPOrpaMMHOe 00ecTieIeHHUe.

3. He ycranaBnuBaiTe H HE coxpansiite 6e3 [penBapyuTeNbHOHA MPOBEPKA
AHTHBApYCHOM NpOrpaMMol (Qaiibl, TOJMyHCHHRIC W3 HEHaJEXKHBIX HCTO4YHHUKOB:
cKaYaHHEIE C HEHW3BECTHBIX CadTOB, TNPHUCIAHHBIC [0 3JIeKTPOHHOW ~ TOYTe
(momo3puUTeNbHBIE (aiiibl Iy1lle Cpasy yOAISTD).

4. Viconp3yiiTe IIapoIv, HE CBA3AHHBIC C BaimuMy NepcoHaNbHBIMHU AaHHBIMHA.

5. Hu npu xKakux oGCTOATENBCTBAX HE coobmaiiTe PeKBU3HTEI CBOMX HaHKOBCKUX
cueToB(KapT), IAPOIIK U APYTYIO MEPCOHATBHYTO pH(OpMaLIO.

6. TlocTaBbTe JMMHAT Ha CyMMy CIIMCAHUM WK IIEPCBOAA B augHOM KabuHeTe HaHKa.
7. Tlo BceM BO3HHMKAIOIIUM BOMPOCaAM obpamarsCs B GaHK, BbIIABIIUH KapTy.

8. He BBIIONHATh HAKAKUX CPOYHBIX 3aMpOCOB K [e#cTBHIO, B TOM 4HCIC IO
yCTaHOBKEKaKUX Gbl TO HA GBLIO IPUIIOKEHHUH.

9. He nepexomuTh HY IO KaKUM CChUIKaM, KOTOPBIC NpUXOAAT Ha e-mail uny 1o
SMS.

10. OGpamiare Ha BCe COODIIEHMS OT Gamka (HampuMep, eCi OHM COIEPXat
rpaMMaTHIeCKHe OmuGK).

11. He nepe3BaHuBaTh IO HOMEPaM, KOTOPLIC TIPUXOAAT Ha e-mail unu 1o SMS.

12. TlepenpoBepsiiTe MOANTHHHOCTE FHTEPHET-CAlTOB, HA KOTOPBIX OCYILECTBIISAETE
338Ka3ToBapa.

BynpTe 6auTeNbHEI!




