C KaXablM rofIoM Mosib3oBaTenei WHTEPHETaA CTaHOBUTCA 6onblue, a o6yqaroumec91 OAHU U3 CaMbIX aKTUBHbIX
rnosib3oBaTesnen PyHeTa. Mexay TeM, NOMMMO OrpOMHOr0 KO/M4yecTsa BOBMO)KHOCTEI’I, WHTEPHET HECET U I'Ip06}'IeMbI.
STa namsTKa A0/MKHA NOMOYb 6e30MacHO HaxoAWTbCS B CETU.

KoMnbroTepHbie BUPYCbI

KoMNbOTEPHbI BUPYC - 3TO PasHOBUAHOCTb KOMMbIOTEPHBIX MPOrpaMM, OTIMUYUTENBHOV OCOBEHHOCTBIO KOTOPOW
SIBMSIETCS  CMOCOBHOCTb K Pa3MHOXEHWIO. B [0MOSHEHWe K 3TOMy, BMPYCbl MOTYT MOBPeauTb WM MOSHOCTbIO
YHUUTOXUTb BCe halifibl U JaHHbIE, MOAKOHTPOMbHbIE MOSIb30BATENIO, OT UMEHW KOTOPOTO 6biNa 3anyLueHa 3apaXeHHas
NporpamMMa, a TakkKe MOBPeauTb WU AaXKe YHUUTOXWUTb OMepPaLMOHHYI0 CUCTEMY CO BceMu daiinamu B LienoM. B
6OMbLUMHCTBE C/Ty4aeB pacrpoCTPaHAOTCS BUPYChl YepPes MHTEPHET.

Memoout 3auwumsl 0om 8PedO0HOCHbILX NPO2PAMM:

1. Wcnonb3yi coBpeMeHHbIE OnepaLMoHHbIE CUCTEMbI, UMEIOLLME CEPbE3HbIN YPOBEHb 3aLUMTLI OT BPEAOHOCHbIX
nporpamm;

2. TlocTosiHHO yCTaHaBnMBal nayTy (UndpoBble 3anniaTku, KOTOpble aBTOMATUYECKU YCTaHaBIMBAIOTCS C LieNbto
[0paboTk1 nporpaMmbl) U Apyrve OBHOBMIEHMSI CBOEW OmnepauLMoHHOM cucTeMbl. CkaumBal UX TOSbKO C
odbmumanbHoro canta paspaboTtunka OC. Ecnm cyllecTBYeT peXxMM aBTOMaTUYeCKoro 06HOBMEHUS, BKITHOYM
€ro;

3. Pabotaii Ha cBOeM KOMMblOTepe MoA MpaBaMu MOMb30BATENS, @ HE aAMMHUCTpATopa. DTO He MO3BOAUT
60NbLUMHCTBY BPEAOHOCHBIX MPOrpamMM UHCTaNIMPOBaTbCS Ha TBOEM MEPCOHaNbHOM KOMMbIOTEPE;

4. Wcnonb3yin aHTUMBUPYCHbIE MpPOrpamMMHbIE MPOAYKTbl M3BECTHLIX MPOM3BOAWUTENEN, C aBTOMATUYECKUM
obHoBNEeHneM 6a3s;

5. OrpaHuyb h13nNYECKMI1 AOCTYN K KOMMbIOTEPY ANSt MOCTOPOHHUX NUL;

6. Wcnonb3yi BHEWHWE HOCUTENN MHdOpMaLMK, Takne Kak drellka, AUcK unm dain U3 MHTEpHETa, TOMbKO 13
npoBeEPEHHbIX NCTOYHNKOB;

7. He oTKpbIBal KOMMbIOTEPHbIE (Dalisibl, MOMYyYEHHbIE U3 HEHAAEXHbIX UCTOYHMKOB. [axke Te dalnbl, KoTopble
npucnan TBOM 3HAKOMbIN. Jlydllle YTOUYHM Y Hero, OTrNpaBns M OH Tebe ux.

Cetn WI-FI

Wi-Fi - 5T0 He BMA nepeaayn AaHHbIX, HE TEXHOMOMuS, a Bcero nuwb 6peHa, mapka. Ewe B 1991 roay HuaepnaHackas
KOMMaHusi 3apeructpupoBana 6peHa "WECA", uyto o603Hauano crnosocodeTaHune "Wireless Fidelity", koTopblii
nepeBoanTCs Kak "6ecrnpoBoaHas TOYHOCTL".

[lo Hawero BpeMeHu foluna Apyras abbpeBvaTypa, KOTOpasi SBASIETCS TaKoW e TexHosorvein. 1o abbpesuaTypa
"Wi-Fi". Takoe Ha3BaHMe 6bifI0 AaHO C HAMEKOM Ha CTaHAApT BbICLIEN 3BYKOBOW TexHuku Hi-Fi, uTo B nepesoae
O3HauaeT "BblCoKasl TOYHOCTb".

[a, 6ecnnatHbll MHTEPHET-AOCTYN B Kade, OTeNnsX M aspornopTtax SBASETCS OT/MYHOM BO3MOXHOCTbIO BbIXOAa B
MHTEpHEeT. Ho MHOrne akcnepTbl cunTatoT, 4To 0bweaocTynHble Wi-Fi ceTu He aBnstoTcs 6e30nacHbIMU.

Coeembvt no 6ezonacHocmu paéomvt 8 oowedocmynubix cemsax Wi-fi:

1. He nepepnaBaii cBOKO NMYHYIO MHGOpMaLMIO Yepe3 obleaocTynHble Wi-Fi cetn. PaboTas B HUX, XenaTenbHO
He BBOAMTb MaposiM AOCTYNa, NIOrMHbI U KakMe-TO HOMepa;

2. Vcnonb3yi M 0B6HOBNSN aHTUBMPYCHbIE NMPOrpaMMbl U HGpaHaMayep. TeM cambiM Tbl 06e3onacuilb cebsi oT
3aKayku BUpYyca Ha TBOE YCTPOMCTBO;

3. Mpu ucnonbsoaHum Wi-Fi oTknoun dyHkumio "O6wmii goctyn K dainam u npuHtepam”. daHHas dhyHKUUS
3aKpbiTa Mo YMOMYaHWI, OAHAKO HEKOTOPbIE MONb30BATENN aKTUBUPYIOT ee Anst yA06CTBa NCMOsb30BaHWs B
pabote nnu yyebe;

4. He ncnonb3yi ny6nuuHbii WI-FI ans nepeaayn NMYHbIX AaHHbIX, HANpUMep, A1 BbIXOAa B COLManbHbIE CETU
WIN B 3NIEKTPOHHYIO MOYTY;

5. Mcnonb3yii TONMbKO 3aluuLieHHOe coeanHeHne yepe3 HTTPS, a He HTTP, T.e. npu Habope Be6-aapeca BBOAU
nMeHHo "https://";

6. B mMobunbHoM TenedoHe oTkmtouM dyHkumio "MoakniodeHne k Wi-Fi aBTomatuuecku". He ponyckai
aBTOMaTMYEeCKOro MOAK/YEHUSI YCTPOICTBa k ceTsiMm Wi-Fi 6e3 TBoero cornacusi.

CoumnanbHble ceTu

CoumanbHble CeTU akKTUBHO BXOAST B Hally XXMU3Hb, MHOIME Nau pa60Ta+0T M XMBYT TaM NOCTOAHHO, a B Facebook
YXE 3aperncTtpmposaH Munavapa 4enoBekK, 4YTO ABMAAETCA O[HOM CeabMOlM BCEX >XUTEeNei nnaHeTbl. MHorue
NnoJsib30BaTeNM He NMOHMMAaloT, 4YTO VIHd)OpMaLl,VISI, pa3MeLlleHHasas UMW B COUMalibHbIX CETAX, MOXET 6bITb HalloeHa U
MCNosb30BaHa KEM yrogHo, B TOM 4ucne He obs3aTensHo ¢ bnarvmm HaMepeHnsamu.



OcHog8Hble cogembl no 6e3onacHocMu 6 cCoYUATbHLLX cemsax:

—

OrpaHuyb Cnncok apysen. Y Tebsi B Apy3bsiX HE OMKHO ObITb CIy4alHbIX U HE3HAKOMBbIX Jtofen;

2. 3awuaii CBOK YaCTHYHO XM3Hb. He ykasbiBall naponu, TenedoHbl, aapeca, AaTy TBOEr0 POXAEHUS U APYryto
JIMYHYIO MHGOPMaLMIO. 3M10YMbILWIEHHUK MOTYT UCMOJb30BaTh AaXe MHMOPMaUMio O TOM, Kak Tbl U TBOU
6/113KMe NNaHnpyeTe NPOBECTU KaHMKYJbl;

3. 3awuwan ceol penyTauuio - AepXU ee B UNCTOTE M 3adaBait cebe BOMpoc: XoTesn 6bl Thbl, YTOGLI Apyrve
nonb3oBaTeNM BUAENM, YTO Tbl 3arpyxaewwb? lMogymal, NpeXxae YeMm YTo-TO onybnvkoBaTb, HamucaTb U
3arpy3uTsb;

4. Ecnu Tbl roBOpULWb C NOABMM, KOTOPbIX HE 3Haellb, HE UCMOSb3yi CBOE peasibHoe UMS U APYryto JIMYHYIO
nHbOPMaLMK: UMS, MECTO XUTENbCTBA, MECTO yuebbl, paboTbl U Npoyee;

5. U36eran pasmelleHus doTtorpacduii B UHTEpHETE, rae Thl M306paXKkeH Ha MECTHOCTW, MO KOTOPOM MOXHO
onpeaenvTb TBOE MECTOMOJOXEHNE;

6. [lpu peructpaumm B coumanbHOM CETU HEOBXOAMMO WUCMOMb30BaTh CIIOXHbIE Maposyv, CocToswme U3 BykB 1
LUMdp ¥ C KONMYECTBOM 3HAKOB He MeHee 8;

7. [ns coumanbHOM CceTu, NOYTbI U APYrMx CalToB HEOHXOAMMO MCMOSb30BaTb PasHble Naponu. Toraa ecnm Tebs

B3/TOMatOT, TO 3/10yMbILSIEHHUKM NOJTy4aT AOCTYN TOMbKO K OAHOMY MECTY, a He BO BCe Cpasy.

AIeKTPOHHbIE AEeHbIU

SNEeKTPOHHbIE [EHbIMU - 3TO OYeHb YA0BHbIN CrOCo6 MaTexei, OAHAKO CYLLECTBYIOT MOLUEHHUKW, KOTOpble XOTAT
NOMYYUTb 3TU AEHBIU.

DNEKTPOHHbIE [E€HbIM MOSABUIUCL COBCEM HEAAaBHO M MMEHHO M3-3a 3TOM0 BO MHOMMX MOCYAAapCTBax [0 CUX Mop He
MPOMMCaHO MPO HUX B 3aKOHAX.

B Poccum e OHU (PYHKLIMOHMPYIOT M O HUX YXXe MPOMMCaHO B 3aKOHE, rAe WX pasdensiioT Ha HECKOSIbKO BUAOB -
QHOHMMHbIE U HE aHOHWMHbIE. Pa3HML@ B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPbIX PAa3pELLAETCS NPOBOAUTL OMepaLnm
6€e3 naeHTUbUKALMM NOMb30BaTENS, @ B HEAHOHUMHbIX MAEHTUMMKALIMS NONb30BATENS ABMAETCA 0693aTENLHON.
Takxe CrefyerT pasnuuaTb 3MEKTPOHHbIE (MaTHble AeHbrU (paBHbl rOCYAAPCTBEHHbIM BasfilOTaM) U 3MEKTPOHHbIE
HeduraTHble AeHbrM (He paBHbI rOCYAapPCTBEHHLIM BasiloTaM).

OcHoB8HbLEe co8embl NO 6e30NACHOIL paﬁome C NeKMPOHHbBIMU OeHbzamu:

1. TpuBsXKM K cYETy MOBUIbHBIN TenedoH. TO caMblil YAOOHbIN M BLICTPLIA CNOCO6 BOCCTAHOBUTL AOCTYN K
cyety. MpuBs3aHHbIN TenedoH NoMOXeT, ecnn 3abyaellb CBOV NNAaTEXHbIA Naposb WA 3aliaellb Ha CauT C
HE3HaKOMOro YCTPOICTBa;

2. MVcnonb3yii opHopasoBble Maponu. llocne nepexoda Ha YCUIEHHYKO aBTopu3aumio Tebe yxe He 6yaert
YrpoXaTb OMaCHOCTb KPaXkn MM MepexBaTa MIaTeXHOro napons;

3. Bbibepu cnoxHblii Naponb. MpecTyrnHykaMm 6yaeT He NpoCTO yrajaTb COXHLIV Naposb. HaaexHble naponu -
3TO Maposu, KOTOpble COAepXKaT He MeHee 8 3HaKOB W BKIIIOYAIOT B Ce6St CTPOYHbLIE U NMPOMUCHbIE BYKBbI,
umMcpbl M HECKONBKO CMMBOJIOB, TakMe Kak 3Hak fonnapa, dyHTa, BOCKIMLATENbHbIN 3HaK U T.M. Hanpumep,
$tRONg!;;

4. He BBOAM CBOM NMYHbIE A@HHbIE Ha CaiiTax, KOTOPbIM He [OBepsiellb.

JNIeKTPOHHasA nouyTa

DNeKTpPOoHHas NnoyTa - 3T0 TEXHOMOMMS U NPefOCTaBsSiEMbIE €10 YC/YrW MO MEPECHIIKE U MOSTYYEHWUIO SEKTPOHHBIX
COOBLUEHMIA, KOTOpbIE pacnpesensitoTcs B KOMMbIOTEPHON ceTU. OBbIYHO 3MEKTPOHHDBIM MOYTOBbLIN SALWMK BbIMASAUT
crnepyrowmM  06pasoM:  MMsI_Mosib30BaTeNs@uUMsi_AoMeHa. Takke KpoMe Mnepedayn MpocToro TeKCTa, UMeeTcs
BO3MOXHOCTb NnepesaBaTh (aiibl.

OcHoB8HbLe co8embl N0 6e30NAaACHOlL padome ¢ 3AeKMPOHHOU NOUMoit:

1. Hapo BblbpaTh NpaBWsIbHbIN NMOYTOBbLIN CEPBUC. B MHTEpHETE eCcTb OrpOMHbIN BbIGOP GecnnaTHbIX NOYTOBbIX
CEPBWCOB, OAHAKO Jyylle AOBEPSTH TEM, KOO 3HaELb, U KTO NMEPBLIV B PENTUHTE;

2. He ykasblBall B IMYHOM MOYTE NIMYHYIO MH(OpMaumio. Hanpumep, nyduwe BbibpaTh "My3bikasbHbli_haHaT@"
nnn "pok2013" Bmecto "temal3";

3. Wcnonb3yi AByX3TanHy0 aBTopu3aumio. 3TO Koraa noMUMO naposist HY>XXHO BBOAWTb KOZ, MPUChIIaeMblid Mo
SMS;

4. BblbepY CNOXHbIV Naposb. N8 KaXaoro No4YToBOro siliMKa AO/MKEH 6biTb CBOW HAZEXHbIN, YCTOMYMBBIN K
B3/10MY Maposb;

5. Ecnum ecTb BO3MOXHOCTb HanmcaTb CaMOMy CBOW JIMUHbIN BOMPOC, UCMOJb3YyIM 3Ty BO3MOXHOCTb;

6. MWcnonb3yin HeCKONbKO MOYTOBLIX SLWMKOB. [MepBbli A4S YacTHOW MEPEnWUCKM C aapecaTaMy, KOTOPbIM Tbl
[OBEpsiellb. ITO 3/1EKTPOHHbIN aApec He Haao MCMOMb30BaTb NMPY PEFMCTPaLMK Ha chopyMax 1 caiTax;



He oTkpbiBait daiinbl ¥ Apyrve BOXEHUS B MUCbMaX, AaXe €C/IM OHW MPULLIX OT TBOMX Apy3eu. Jlydwe
YTOYHW Y HUX, OTNPABASNN NX OHU Tebe 3T dainsbl;

Mocne okoHYaHUsa paboTbl Ha MOYTOBOM CEPBUCE MEPEA 3aKPbITUEM BKNIAAKM C CAWTOM He 3aby/lb HaXxaTb Ha
n A n

Bbintin".

Kn6epbynnumHr nnm suptyasibHOe usfeBatesibCTBO

Ku6ep6ynnmHr - npecnefoBaHWe COOBLIEHUSMM, COAEPXKALLMMM  OCKOPBMEHUs, arpeccuio, 3amyruBaHue;
XY/IMraHCTBO; CoLManbHOe 6OMKOTUPOBAHME C MOMOLLbIO Pa3/INYHBIX MHTEPHET-CEPBICOB.

OcHo8Hble co8embl O 00pbOe ¢ KUbepoyLuH2ZOM:

hwn

He 6pocaiica B 60i. Jlyuwmii cnocob: nMocoBeTOBaTbCS Kak cebs BECTU U, eCv HET TOro, K KOMY MOXHO
0bpatuTbCs, TO BHavane ycrokouTbecs. ECam Tbl HauyHelwb OTBeYaTb OCKOpPOIEHWsSMU Ha OCKOp6reHus, To
TONbKO elle 6onbliue pasoxKeLlb KOHMWKT;

YnpaBnsin cBoei knbeppenyTtauven;

AHOHMMHOCTb B ceTV MHUMas. CyLLeCcTBYIOT Cnocobbl BbISICHUTb, KTO CTOUT 3@ aHOHVMMHbIM akKayHTOM;

He cTouT Bectn XynuraHckvii obpa3 BMPTYanbHOM XW3HW. WHTEpHeT (uKcupyeT Bce TBOW AEWCTBUS U
COXpaHsIeET MX. YAanuTb Ux OyaeT KpaiiHe 3aTpyAHUTENBHO;

Cobntofalt CBOKO BUPTYyasibHYO YeCTb CMOJIOAY;

VrHopupyi eanHW4YHbIN Heratue. OgHOpasoBble OCKOPOUTENbHbIE COOBLLEHMS NyYlle MrHOPUPOBaTh. OBbIYHO
arpeccus rnpekpaLiaeTcst Ha HavanbHoW cTaguu;

baH arpeccopa. B nporpaMmax o6MeHa MrHOBEHHbIMY COOBLLEHNSIMM, B COLMANbHbBIX CETSX €CTb BO3MOXHOCTb
6/TOKMPOBKM OTMNPaBKKN COOBLLEHMIA C ONpPeaeNneHHbIX aapecos;

Ecnu Tbl cBupeTens knbepbynnuHra. TBou AeNCTBUS: BbICTYNUTb NMPOTMB MpecnefoBaTens, nokasatb emy,
YTO €ero AeiCTBMS OLEHMBAIOTCS HEeraTMBHO, MOAJEPXKaTb >XepTBY, KOTOPOW HyXHa McMXonormyeckas
MOMOLLb, COOBLLNTL B3POC/IbIM O (aKTe arpecCMBHOIO NMOBEAEHNS B CETU.

Mo6unbHbIt TenegoH

CoBpeMeHHble CMapT(OHbI 1 MJIAHLLETbI COAePXaT B cebe BrosiHe B3pOoC/blii (DYHKLUMOHAS, U TeNnepb OHWU MOTyT
KOHKYPMPOBaTb CO CTALMOHAPHbLIMK KOMMbtoTepaMu. OAHaKo, CPeacTB 3alnThbl ANs MOA06HbLIX YCTPOWCTB Moka OYeHb
Maso. TecTMpoBaHMe U MOUCK YSI3BUMOCTEN B HUX MPOUCXOAMUT HE Tak MHTEHCMBHO, Kak Ans MK, To e camoe KacaeTcs
1 MOBUBbHBIX NMPUIOXKEHWIA.

CoBpeMeHHble MO6W/bHble 6pay3epbl y)ke MpPaKTUYECKM [OTrHa/AM HacTOfbHble aHasorM, OAHAKO pacluMpeHue
(yHKUMOHaNa BieYeT 3a co60i GOMbLLYI0 CTOXHOCTb M MEHbLLYIO 3aLMLLEHHOCTb.

[Jlaneko He BCe MPOM3BOAUTENM BbiMyCcKalOT OGHOBMIEHMS], 3aKpblBalOLME KPUTUYECKWE YSI3BUMOCTM A CBOWIX
YCTPOWCTB.

OcHoB8Hble cosembl 01 6e30nacHocmu MOOGUALHO20 me.aegﬁona:

Huyero He gaBnserca no-Hactoswemy 6ecrnnaTtHbiM. Byab ocTopoxeH, Beab koraa Tebe npeanaraiot
6ecnnaTHbIi KOHTEHT, B HEM MOTYT 6bITb CKPbITbl Kakue-To NaTHbIE YCIyru;

[Oymait, npexxae yem oTnpaBuTb SMS, hoTo nnm BUAeo. Thl TOYHO 3HaelLlb, FAe OHM 6yayT B KOHEYHOM uTore?
Heob6xoanMo 06HOBAATL OMEpPaLMOHHYHO CUCTEMY TBOEro CMapTdhOHa;

Mcnonb3yit aHTMBUPYCHbIE MPOrpaMMbl ANt MOBUbHBIX TenedoHOB;

He 3arpyall MpuioXeHWsi OT HEW3BECTHOrO WCTOYHMKA, Befdb OHW MOryT COAEpXaTb BPeLOHOCHOe
nporpamMHoe obecreyeHve;

Mocne Toro Kak Thl BblMAEWb C CaiiTa, rAe BBOAW SIMYHYO MHGMOPMaUMIo, 3aliamM B HacTpoVikv Bpay3epa u
yaanu cookies;

Mepvioanyeckn NpoBepsii, kakue nnaTHble YCIyr akTUBMPOBaHbl Ha TBOEM HOMEPE;

[aBait cBoi HoMep MOBUIbHOMO TeniedoHa TONbKO NIOASIM, KOTOPbIX Thl 3HAELLb U KOMY JOBEPSELLb;
Bluetooth gomkeH 6bITb BbIK/IHOYEH, KOTAA Thl UM He MOJb3yellbcsl. He 3abbiBaii MHOTA@ NPOBEPSITh 3TO.

Online urpsl

CoBpeMeHHble OHJIAH-UIPbl - 3TO KPAaco4Hble, 3aXBaTbIBAIOLME pa3BieyeHUsl, 06bEeAMHSIIOWME COTHU ThiCY
YenioBeK MO BCEMY MUPY. MIFpOKM WMCCneaytoT AaHHbIi UM MUp, OBLIAKTCA ApYr C APYroM, BbINOMHSAIOT 3afaHus,
CpaXkatoTCsl C MOHCTPaMM U MOJyYatoT OMbIT. 3@ YAOBOLCTBUE OHU MATAT: MOKYNaloT AWUCK, OMayvBatoT aboHEMEHT
UM NPUOGPETaIoT KaKune-To Onumu.



Bce 3TM cpeacTsa vayT Ha MOAAEPXKaHWE M pasBUTME WIPbl, @ TaKKe Ha caMy 6e30MacHOCTb: COBEPLLIEHCTBYIOTCS
CUCTEMbI aBTOPU3aLIMK, BbIMYCKAOTCA HOBbIE NaTuy (LMhPOBbIE 3annaTky AN NporpaMm), 3aKpbiBaloTCs Ys3BMMOCTU
CepBepoB.

B nogo6HbIX Urpax CTOMT OMacaTbCsl He CTOMIbKO CBOMX COMEPHMKOB, CKOSIbKO KPaXKM TBOETO Maposisi, Ha KOTOPOM
OCHOBaHa cucteMa aBTopusaunmn B6ONbLUNHCTBA urp.

OcHo8Hble cosembl NO 6e30nacHOCMuU Meoez20 uzpoeo2o akkayHma:

Ecnu apyroii urpok BeaeT cebsi MIoxo unv co3aaet Tebe HenpusiTHOCTY, 3ablIOKUPYI ero B CNMCKe UrPOKOB;
Moxanyics aAMUHUCTPaTOPaM Urpbl Ha MIOXOe NMOBEAEHWE STOr0 UrPoKa, XKenaTenbHO NMPUIOXUTL Kakue-To
[ioKa3aTenbCTBa B BUAE CKPUHOB;

He ykasbiBal nnyHyto MHGopMaLumio B npodaiine urpsl;

YBaxkall ApyrvX y4acTHUKOB MO UIpe;

He ycTaHaBnvBaii HeoduuManbHble NaTym v MOAbI;

Mcnonb3yii CNoXXHbIE U pasHble NMaposu;

[Jlaxxe BO BPeEMs! Urpbl HE CTOMT OTK/OYaTh aHTUMBUPYC. Moka Tbl Urpaellb, TBOW KOMIMbIOTEP MOFYT 3apasnTb.

N =

Nounhkw

OULLNHI N KpaXa JINYHbIX AdHHbIX

O6blYHOW KpaXkel AeHer U [JOKYMEHTOB CErOAHS YXKe HWMKOrO He YAMBWLb, HO C Pa3BUTUEM MHTEPHET-TEXHONOTUI
3/10YMBbILLNIEHHWKM MEPEMECTUNCE B UHTEPHET, U NPOAO/IKAIOT 3aHMMaTbCs "nobumbiM" aenom.

Tak nosiBunack HoBasl yrpo3a: MHTEPHET-MOLLEHHMYECTBA MW DULLKHT, rNaBHast Leflb KOTOPOro COCTOUT B MOYYeHUM
KOH(UAEHUMANbHBIX AaHHbLIX MOMb30BaTeNei - NIOrVHOB M Maponei. Ha aHrnminckoM sisbike phishing ynMTaeTcs kak
uwmHr (ot fishing - peibHas nosns, password - Naposnb).

OcHoeMble cosembl N0 6opbOe ¢ hruwunzom:

1. Cneam 3a cBOMM akkayHTOM. Ecnv Tbl nogo3peBaellb, YTO TBOS aHKeTa 6bina B3/OMaHa, To HeobxoanMo

3abnoknposath ee 1 coobLWMTb aAMUHUCTPATOPaM pecypca 06 3TOM Kak MOXHO CKopee;

Wcnonb3yii 6e3onacHble Be6-CaliThl, B TOM YMC/E, MHTEPHET-Mara3nHOB 1 NMOUCKOBbIX CUCTEM;

3. Wcnonb3yi cnoxHble 1 pa3Hble naponun. Takum 0bpas3oM, ecnu Tebst B3/IOMAtOT, TO 3/10YMbILLIEHHUKU NOMyYaT
AOCTYN TONbKO K OAHOMY TBOEMY NPOdW0 B CETU, @ He KO BCeM;

4. Ecnu T1ebs B3noManu, To HeobxoAnMMO npeasynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble AobaBneHbl y Tebs B

ApY3bsiX, 0 TOM, 4YTO Tebs B3MOManun 1, BO3MOXHO, OT TBOEro MMeHn byaet paccblnaTtbCs CriaM U CCbINIKU Ha

(VLIMHIOBblE CalThI;

YcTaHoBM HafexHbI naponb (PIN) Ha MO6UNbHbIN TenedoH;

OTKOuM coxpaHeHue napons B 6pay3epe;

He oTkpbiBall halinbl M Apyrve BOXEHUS B NMIUCbMax, AaXe eCIM OHU MpULLIM OT TBOUX Apysen. Jlyule

YTOYHM Y HUX, OTNPABASIN N1 OHU Tebe 3Tu dalisbl.

N

Now

Lndgposas penytauus

LindppoBasa penyrtaums - 3T0 HeraTMBHas WM MO3WTUBHas MHdopMaumus B ceTn o Tebe. KomnpomeTupyroLas
MHOPMaLMs, pasMeLLeHHas B MHTEPHETE, MOXET Cepbe3HbiM 00pa3oM OTpPa3uTbCs Ha TBOEM peasibHOM >KU3HM.
"Undposas penyTtaums” - 3To TBON UMUK, KOTOPbIV (hopMUpyeTcs U3 MHbopMaLmMmn o Tebe B UHTEPHETE.

TBOEe MeCcTo XWTenbCTBa, y4ebbl, paboTbl, TBOe (MHAHCOBOE MOMOXEHNE, OCOBEHHOCTU XapaKTepa M pacckasbl O
6/IM3KMX - BCE 3TO HaKanMBaeTCs B CETU.

MHOrvMe NerkoMbICIEHHO OTHOCSITCA K Mybnnkauum nnyHoM uHbopMauuu B VIHTEpHETe, He MOHMMas BO3MOXHbIX
nocneacTeuin. Tbl AaXKe He CMOXKELLb A0raAaThCsl O TOM, YTO (poTorpadus, pasMelLeHHas 5 NeT Hasaa, cTana NPUYMHON
OTKasa npuHATb Tebs Ha paboTy.

KoMMeHTapuu, pasMelleHne TBomx coTorpacduin u Apyrve AeiCTBUS MOMYT HE MCYE3HYTb AaXe Moc/e TOro, Kak Tbl UX
yAanuwb. Tbl He 3Haelb, KTO COXpaHuA 3Ty MHbOPMaLMIo, Nonana /it OHa B MOUCKOBbIE CUCTEMBI M COXPaHWUMach Jin
OHa, a IMaBHOE: YTO NoayMatoT 0 Tebe OKpYXKatoLLMe NI, KOTOPbIE HAWAYT M YBMAAT 3T0. HalTu nHbopMaLmio MHOro
NET CMyCTS CMOXKET No60M - KaK U3 106pbiX NOBY>KAEHUI, TaK U C HAMEPEHUEM MPUUUHUTL Bped. ITO MOXET 6bITb KTO
YrogHo.

OcHoeHble cogembl NO 3awjume yugdpoeoil penymayuuL:

[y

MoayMmaii, Npexzae YeM 4YTo-To Ny6iMKoBaTh 1 NepeaaBaTh y cebst B 611ore v B COUManbHON CeTH;
2. B HacTpovikax npodwuisi yCTaHOBU OrpaHWUYEHMst Ha MPOCMOTP TBOEro NMPoduIst U ero COAepXXMMOro, caenai
~n,

ero Tosbko "Ans apysen";
3. He pa3meLLan 1 He yka3sbiBal MHDOPMaLMIO, KOTOpasi MOXET KOro-nMbo 0ckopbnsiTe Unn o0buxats.



ABTOpCKOe npaBo

CoBpeMeHHOe 06LWeCTBO - aKTMBHbIE MONb30BaTeENN LMGPOBOro NpocTpaHcTBa. OAHAKO AaneKko He BCe 3HaloT, YTO
Mofb30BaHWE MHOMMMU BO3MOXHOCTSAMM UMbPOBOro Mupa TpebyeT cobniogeHnss npaB Ha WMHTENeKTyasbHyo
CO6CTBEHHOCTb.

TepMuH "MHTeNnekTyanbHass CO6CTBEHHOCTL" OTHOCWUTCA K Pas/IMYHbIM TBOPEHMSIM YENOBEYECKOro yMa, HauMHas C
HOBbIX M306peTeHnin 1 3HakoB, 0603HaYatoLMX COBCTBEHHOCTb Ha MPOAYKTbI M YCNYrM, U 3akaHuMBasi KHUraMmu,
doTorpaduaMu, KWUHOPUIbMaMN U My3blKasbHbIMY NPOU3BEAEHVSIMU.

ABTOpCkMe MpaBa - 3TO MpaBa Ha WHTENNeKTyanbHyt0 COBCTBEHHOCTb Ha MPOW3BEAEHUS Hayku, nuTepaTypbl U
UCKyCCTBa. ABTOPCKME MPaBa BbICTYMAIOT B KAYECTBE rapaHTUM TOr0, YTO UHTENEKTYasIbHbIN/TBOPYECKUIA TPy aBTopa
He 6yzeT HanpacHbIM, AacT eMy CnpaBeAsiMBble BO3MOXHOCTM 3apaboTaTh Ha pesynbTaTax CBOEro TpyAa, Mony4uTb
M3BECTHOCTb M Mpu3HaHue. HukTo 6e3 paspelueHns aBTopa He MOXET BOCMPOU3BOAUTL €ro Mpou3BeAeHUE,
pacnpocTpaHsTb, Ny6AnYHO AEMOHCTPMPOBAaTh, MPOAaBaTh, UMNOPTUPOBaTh, NMyCKaTb B MpoKaT, Ny6AMYHO NCMONHATD,
noKasblBaTb/UCNOMNHATL B 3pupe unu pasmellatb B IHTepHeTe.

Vcnonb3oBaHue "nnpaTckoro” nporpaMMHOro obecrneyeHns: MoXeT NPUBECTU K MHOMMM pUckam: OT NOTEPU AaHHbIX K
TBOMM aKkayHTaM 10 6/I0KMPOBKY TBOErO YCTPOMCTBA, IAe YCTaHOBMIEHA HeneranbHas nporpamMma. He ctout Takke
3abblBaTb, YTO CYLLECTBYIOT NlerasnbHble U 6ecnnaTHble MporpamMMmbl, KOTOPbIE MOXHO HalUTW B CETH.



