NEQAFOrAM O6 MHO®OPMALIMOHHON BE3OMNACHOCTHU

Koraa peub 3axoant o6 uHdbOpMaunMoHHOM 6e30nacHoOCTM, O06bIYHO Mbl Ha4yMHaAEM
AyMaTb O KOMMbOTEpPAX, CETAX, MHTEPHETE U Xakepax. Ho ans obpasoBaTesibHOM cpeapbl
npobnemMa CTOUT WMpe: B OrpaxAeHuW ydauwerocs oT MHMOpMauuM, KOTopasi MOXET
HEraTMBHO MOB/UATL Ha ero ¢opMMpoBaHME M pas3BuUTME, TO €CTb O nponaraHae
pa3fINYHOM HanpaB/IEHHOCTMW.

MoHaTne nHdpopMayMoHHOM 6e30NacHOCTHU

Moa mHdopMauUMOHHON 6€30MaCHOCTbIO MOHMMAETCH 3alUMLEHHOCTb MH(OPMaLMOHHOM
CUCTEMbI OT C/Iy4YalHOro WM npeaHaMepeHHOro BMellaTeNnbCTBa, HaHocsulero yuwepb
B/flagenbLaM UM nonb3oBaTensiM MHGopMaunm.

Ha npakTuke BaKHENLWIMMUN ABASKOTCS TPWU acnekTa MHPOPMaLUMOHHON 6e30NacHOCTU:
e [OCTYNHOCTb (BO3MOXHOCTb 3@ pa3yMHOe BpeMs nony4uTb Tpebyemyto
WHQPOPMaLMOHHYIO YCIYTY);
e LENOCTHOCTb (aKTyanbHOCTb W HENpOTUBOPEYMBOCTb WHGPOPMaunm, ee
3alWNWEHHOCTb OT pa3pyLleHNs N HECAHKLUMOHNUPOBAHHOIO U3MEHEHNS);
e KOH(MMAEHUMANbHOCTb (3aWwmMTa OT HECAHKLMOHNUPOBAHHOIO NPOYTEHNS).

HapyleHuns AOCTYNHOCTU, LIEIOCTHOCTM U KOHMMAEHUMANbHOCTU WMH@OpMauuMmM MoryT
6bITb  BbI3BaHbl Pa3IMYHbIMM  OMACHbIMW  BO3AENCTBUSIMU  HA MHGPOPMAUMNOHHbIE
KOMMbIOTEPHbIE CUCTEMBI.

OCHOBHbIe yrpo3bl MH(pOpMaLMOHHOW 6e30NacHOCTHN

CoBpeMeHHass WHGOpMaLMOHHAsA CUCTEMA MNpPeAcTaBNseT CO60N COXHYH CUCTEMY,
cocToawyo mn3 60nbWOro 4Ymcna KOMMOHEHTOB pas/IMYHOM CTeneHM aBTOHOMHOCTM,
KOTOpble CBSi3aHbl Mexay coboil n obMmeHmBatloTCA AaHHbIMU. [paKTUYECKM KaXkabli
KOMMOHEHT MOXEeT MOABEPrHyTbCA BHELWHEMY BO3AEWCTBUIO WAW BbIMTM W3 CTPOS.
KOMNOHEeHTbl aBTOMATU3MPOBAaHHON WMHGPOPMALNOHHOM CUCTEMbI MOXHO pa3buTb Ha
cnepytowme rpynnbi:

AnnapatHbie cpegcTBa. OTO KOMMNbKOTEPbl M MX COCTaBHble 4acTu (Npoueccopsl,

MOHWUTOPbI, TEPMUHanNbl, NepudepUiiHbie YCTPOWCTBA - TMPUHTEPbI, KOHTPOJNEPSI,
kabenu, NMHWUKU CBSA3N N T.4.);
MNMporpammHoe ob6ecneyeHue. DTO MNpuobpeTeHHble  NporpaMmMbl,  UCXOAHbIE,

06beKTHble, 3arpy304Hble MOAY/IM; ONepauMoHHbIE CUCTEMblI U CUCTEMHbIE MPOrpaMMbl
(KOMNUNATOPbI, KOMMOHOBLUMKA U AP.), YTUNUTbI, ANArHOCTUYECKME NPOrpaMmbl U T.A4.;
AaHHble, XpaH/Mble BPEMEHHO W TMOCTOSAHHO, Ha Auckax, &nawkKax, MevyaTHble,
apXWBbl, CUCTEMHbIE XYpHasbl U T.A4.;

MepcoHan. Monb3oBaTenn, CUCTEMHbIE aAMUHUCTPATOPbI, MPOrpPaMMUCTbI U Ap.

OnacHble BO3AENCTBUS HA KOMMbIOTEPHYD WHAOPMALMOHHYKD CUCTEMY  MOXHO
noapasaenuTb Ha ciydaliHble U npeaHaMepeHHble. AHann3 OMbiTa MNPOEKTUPOBAHUS,
M3roTOBJIEHUS W 3KchnyaTaumm MHMOPMALUMOHHBbIX CUCTEM  MOKa3blBAET, 4TO
WHpopMaumMsa NoABEPraeTcs PpasfIMYHbIM CNyYanHbIM BO3AENCTBMSAM Ha BCeEX 3Tanax
LMK@ XU3HU cuCTeMbl. MpUUYMHaAMM CnydYyanHbIX BO3AENCTBMA NpU 3KCMTyataunm MOryT
ObITb:

e aBapUWHbIE CUTyauUM Un3-3a CTUXUKHBLIX 6eaACTBUIA UM OTKIIHOYEHUN

3M1eKTPONUTaHUSA;

e OTKasbl U cbou annapaTypsbl;

e owmnbkM B NnporpaMMHOM obecneyeHnu;

e owmnbkm B paboTe nepcoHana;

e OMEXU B JINHUAX CBA3M U3-3a BO3AENCTBUNA BHELLHEN Cpeabl.

MNpeaHaMepeHHble BO3AEWCTBUS — 3TO LieNIeHanpaBfieHHble AENCTBUS HapywwuTens. B
KayecTBe HapyLIMTens MOryT BbICTynaTb CAyXalMini, MOCETUTENDb, KOHKYPEHT, HAEMHMUK.
[encTBms HapywuTens MoryT 6biTb 06yCnoBNeHbl pa3HbIMM MOTUBAMM:

e HeaOoBONbCTBOM CNyXallero CBOEN Kapbepow;

e B3STKON;



e N060MNbITCTBOM;
e KOHKYpEHTHOW 6opbboin;
e CTpeM/IEHWMEM CaMOYTBepPAUTbLCS Nt060M LEHOMN.

MO>HO COCTaBUTb MMMNOTETMYECKYIO MOAENb NOTEHLMANbHOMO HapyLMTENs:
e KBanMdMKaUMUs HapyLIUTENS Ha YPOBHe pa3paboTumka AaHHOW CUCTEMbI;
e HapywMuTENeM MOXET ObiTb KakK MOCTOPOHHEE MU0, TakK W 3aKOHHbIM
Nonb30BaTeNlb CUCTEMbI;
e HapyLWMUTENO U3BECTHA MHGOPMaLUMa 0 NpuHUMNax paboTbl CUCTEMDI;
e HapywwuTenb BbibMpaeT Hanbonee cnaboe 3BeHO B 3alyuTe.

Hanbonee pacnpocTpaHeHHbIM M MHOroo6pasHbIM BMAOM KOMMbIOTEPHbLIX HapyLUlEeHWUN
ABNSIETCS HEeCaHKUMOHMPOBAHHbINA AOCTYN. HeCaHKUMOHUPOBAHHbIN AOCTYMN WMCNOMb3YyeT
N6y oWnMbKY B CUMCTEME 3alUNTbl M BO3MOXEH NpU HepaLuMoHanibHOM Bbibope cpeacTs
3aWMThl, X HEKOPPEKTHON YCTaHOBKE U HacTpoWke.

MNpoBeaemM knaccmduKaumio KaHanoB HECaHKLMOHMPOBAHHOIO A0CTyna, Mo KOTOPbIM
MOXXHO OCYLLECTBUTb XULLEHNE, USMEHEHME UIN YHUUTOXEHNE NHDOPMaLnn:
Yepes3 yenoseka:
e XWLUEHMe HocuTenem nHhopmaummu;
e YTeHMe MHdOopMaLMKM C IKpaHa WM KnaBuaTypbl;
e YTeHMe MH(OpMaLNM U3 pacrneyvaTKu.
Yepe3 nporpammy:
e nepexBaT naponein;
e pgewndpoBka 3awmndpoBaHHON MHMOPMaLMK;
e KOMMpOBaHMe MHpOPMaLNK C HOCUTENS.
Yepe3 annapartypy:
e MOAK/IOYEHWE  crneuvanbHO  pa3paboTaHHbIX  annapaTHbIX  CPEeACTs,
obecneumBatowmx 4oCTyn K MHpopMaumu;
e nepexBaT NO60YHbIX 3M1EKTPOMAarHUTHbIX U3NYYEHUI OT annapaTtypbl, JTUHUNA
CBS13U, CEeTelr anNeKTponuTaHnsa u T.4.

Ocobo cneayeTr OCTaHOBUTbLCA Ha yrpo3ax, KOTOpbIM MOrFyT NoABepraTbcs
KoMnbloTepHble ceTu. OCHOBHass 0COB6eHHOCTb N060M KOMMbIOTEPHOW CETU COCTOUT B
TOM, 4YTO €e KOMMOHEHTbl pacrnpeaeneHbl B npocTtpaHcTBe. CBSA3b MexXAy Yy3/amMu CeTu
ocywecTensercss MU3NYECKN C MOMOLLbID CETEBbIX JIMHUA M MPOrPaMMHO C MOMOLLbIO
MexaHusMma coobweHunn. [Tpn 3ToM  ynpasBnswowme coobuweHns U AaHHble,
nepecblylaeMble MeXay Yy3flaMum CceTu, nepefatoTcs B BuAe MNakeToB o06MeHa.
KoMnblOoTEpHbIE CETU XapaKTepHbl TEM, 4YTO TMPOTUB HUX MpeanpuHUMaloT Tak
Ha3blBaeMble yAasieHHble aTaku. HapywmTenb MOXET HaxoAUTbCAa 3a ThbICAYM
KWIOMETPOB OT aTtakyeMoro obbvekTa, NMpu 3TOM HaMNaZeHMIO MOXET noaBepraTbCs He
TO/IbKO KOHKPETHbIA KOMMbIOTEP, HO M MHGOpMauus, nepegarolasica Mo CEeTEBbIM
KaHanaM CBSI3MU.

O6ecneueHne nHpoOpMaLMOHHON 6e30NacHOCTH

dopMupoBaHue pexmnma MHdDOopMaLMOHHOW 6e3omacHoCcTU - npobrieMa KOMMJIeKCHas.
Mepbl N0 €e peLleHno MOXXHO NoApPa3AeNnTb Ha NATb YPOBHEN:
1. 3aKkoHogaTes1bHbIi . DTO 3aKOHbl, HOPMAaTUBHbIE aKTbl, CTaHAAPTbI M T.M.

HopMaTnBHO-npaBoBas 6a3a onpeaenstowas NnopsaoK 3alnTbl MHMDOPMaLUK:
2. MopanbHO-3THYECKMHA. BCEBO3MOXHbIE HOPMbl NoBeAeHUs, HecobnoaeHue
KOTOpbIX BEAET K MageHU0 NpecTmxa KOHKPETHOro YenoBEeKa UM LEeo opraHmsauuu.
3. AAMMHUCTpaTMBHbINA. [lelicTBus  obllero  xapakTtepa, npeanpuvHMMaeMble
PYKOBOACTBOM OpraHm3aumu. TakKuMm AOKYMEHTAMWN MOryT ObiThb:
e TpWKas pYKOBOAMUTENS O Ha3Ha4YeHUM OTBETCTBEHHOro 3a obecredyeHune
MHpOpMaLMOHHOMN 6€30NacHOCTH;
e  [OJ/IXHOCTHbIE o6s3aHHOCTH OTBETCTBEHHOro 3a obecneueHune
MHdOpMaUMoHHOM 6€30NacHOCTH;
e epeyeHb 3aWmilaeMbiX MHHOPMALUNOHHbBIX PpecypcoB U 6a3 AaHHbIX;



e VHCTPYKUMIO, onpeaensowyo nopsaok npenocraBneHns uWHdbopMaumm
CTOPOHHUM OpraHusauusaMm No Mx 3anpocaMm, a Takxke Mo rnpasamM AoCTyna K
HEN COTPYAHUKOB OpraHusauunu.
4. duznyeckmmn. MexaHnuyeckmne, 3N1eKTpo- U 3NEKTPOHHO-MEeXaHNJYeckne nNpensaTcTBus
Ha BO3MOXHbIX NYTAX MPOHUKHOBEHWUS MOTEHLMANbHbIX HapyLLIUTENen.
5. AnnapatHo-nporpaMMHbINA (3NEKTPOHHbIE YCTPOMCTBA M CneunanbHble NporpaMmbl
3alnTbl MHPOpMaLMK).

MpuHATLIE MepPbI NO co3aaHunto 6e3onacHo MHMOPMALMOHHOW CUCTEMbI B LUKOSE:

e (ObecrneyeHa 3aWwmMTa KOMMbLIOTEPOB OT BHELWHUX HECAHKLUMOHUPOBAHHLIX
BO3AENCTBUIN (KOMMNbIOTEPHbIE BMPYChI, lorndeckme 60mMbbl, aTakn Xakepos U
T.4.)

e YCTaHOB/IEH CTPOrMiA KOHTPO/SIb 3@ 3NEKTPOHHOW no4yTon, obecneyeH
MOCTOSIHHbI KOHTPONb 3@ BXOASLWEN N NCXoasiLen KOppeCcnoHAEHUWEN.

e YCTaHOBJIeHbl COOTBETCTBYHOLLME Naposiv Ha nepcoHasnbHble K.

e Mcnonb3oBaHbl KOHTEHT-DUNbTPbI, ANS GUAbTpaUUM CanToB MO  UX
COAEpPXMMOMY.

EomMHas COBOKYMHOCTb BCEX 3TUX Mep, HanpaBieHHbIX Ha MPOTUMBOAENCTBME Yyrpo3am
6e30MacHOCTM C Uuenblo CBeaeHUs K MWUHUMYMY BO3MOXHOCTM yulepba, obpasytoT
CUCTEMY 3aLUMThI.

CneunanucTbl, uMewLMe OTHOWEeHMe K CUCTeMe 3awuTbl AO0JIKHblI  MOSHOCTbIO
npeactasnsate cebe npuHUMNbl ee PYHKUMOHMPOBAHUS W B CryvYae BO3HWUKHOBEHUS
3aTpyAHUTENbHbBIX CUTyauuMin afleKBaTHO Ha HUX pearuvpoBaTb. o4 3awWwuTon AO/KHA
HaxoauTbCs BCA cucteMa 06paboTkm nHdopmaumun.

Jlnua, 3aHmMaowmnecs obecnedeHmem MHPoOpMaLMOHHOM 6€30MaCcHOCTU, AOSIKHbI HECTU
JINYHYIO OTBETCTBEHHOCTb.

HagexHaa cucTteMa 3alinTbl A4OHKHA ObITb MOSHOCTBIO NPOTECTMPOBAHA M COracoBaHa.
3awmnTta ctaHoBuTca 6onee apdhekTMBHON N rMOKON, ecnm oHa AONYyCKaeT U3MEHEeHue
CBOMX MNapaMeTpoOB CO CTOPOHbI aAMUHUCTpaTOopa.

B 3akniouveHue cBoero Aoknaga Xotenocb 6bl gaTb HEKOTOpble pekoMeHAauuu no
opraHusauumn paboTtbl B MHMOOPMaLMOHHOM NPOCTpPaHCTBe, UYTOObI ybepeub ceba u cBonx
61M3KNX OT MHTEPHET-NMPECTYNHMKOB.

PekoMeHaaumm no opraHmsaumm pa6orbl B MHOPMaLMOHHOM NPOCTPAHCTBE

1. Nepepn HavyanoM paboTbl HEO6XOAMMO YeTKO CHOPMYNMPOBaAThL LieNb M BOMPOC MOUCKa
nHdopmMaumu.

2. XenatenbHo BblpaGOTaTb ONTUManbHbLIN aJiropuT™M noucka VIHCbOpMaLI,VIVI B CETU
MHTepHeT, 4YTO 3HAYUTEJIbHO COKPATUT BPEMA N CUJIbl, 3aTpaY€HHbIE Ha MOUCK.

3. 3apaHee yCTaHOBUTb BpeMEeHHbIn nnuMut (2-3 4vaca) paboTbl B MHPOPMALNOHHOM
npocTpaHCcTBe (NPOCMOTP Tenenepeaayun, YteHme, MHTepHeT).

4. Bo BpeMs paboTbl HeobxogmMo penaTtb nepepblB HAa 5-10 MUHYT Ans CHATUSA
pU3nNYecKoro HanpsXKEHNS N 3pUTENbHON HarpysKu.

5. Heobxogmmo 3HaTb 3-4 ynpaXXHEHUS ANS9 CHSATUS 3PUTENBbHOr0 HarpsiXXeHus u
dun3nyeckom ycranocTu.

6. PaboTaTb B XOpOLWIO MPOBETPEHHOM MOMELLEHMN, NP ONTMMAsSIbHOM OCBELLEHUUN U B
yAobHom nose.

7. He cTouT nerkombICeHHO o6pallaTtbCca CO CnaM-NMMcbMaMM U 3axoAuTb Ha
Hebe3onacHble Be6-calTbl. [N WHTEPHET-NPECTYNHUKOB Bbl CTAHOBUTECb JIEFKOMN
[obbluei.



8. Mpu peructpaumm B couManbHbIX CETSX, He YyKa3blBallTe CBOW MNepcoHasbHble
[laHHble, HaNpuMep: aapec WUin AeHb POXAEHUS.

9. He ncnonb3yliTe B IOrMHE WX Napofie NepcoHasibHble AaHHbIE.

10. Bce 3TO nNO3BOMSAET WHTEPHET-MNPECTYNHUKAM MOJIy4YnTb [AdaHHblE [A0CTyna K
aKKayHTaM 3/IEKTPOHHOM MOoYThl, @ TakXe MHpULUMpoBaTh AoMalHKue MK Ans BKAKOYEHUS
nx B 60T-CeTb UM AN NOXULLLEHUSA BAHKOBCKUX AaHHbIX poauTENnen.

11. Co3parite Ccob6CTBEHHbIN Npodunb Ha KoMMbkTepe, 4Tobbl obesonacuTb
MHpOPMaLMIO, XPAHSLLYIOCS Ha HEM.

12. He 3abbiBaiite, YTO (paKTbl, O KOTOPbIX Bbl y3HaeTe B WMHTEpHETE, HYXHO O4YEeHb
XOpOoLWO MnpoBepuUTb, ecnn BblbyaeTe MCNONb30BaTb MX B CBOEW AoMalwHen paboTe.
Llenecoobpa3sHo CpaBHUTb TpU WUCTOYHMKA MHGOPMaUUMK, Npexae YeM pelnTb, KakuM
MCTOYHMKAM MOXHO A0BEpPAThb.

13. O gocroBepHOCTU MHPOPMALNM, NMOMELLEHHON Ha CalTe MOXHO CyAuUTb MO CaMOMy
canTy, y3HaB 06 aBTopax canTa.

14. Pa3smewas uHdopmaumio o0 cebe, cBomMx 6AM3KMX WM 3HAKOMbIX HA CTpaHMUax
COUMaANbHbIX CeTen, CnpocuTe NpeaBapuTesibHO pa3pelleHue y Tex, 0 KoM byaeT 3Ta
nHpopmMaums.

15. He cneayer pa3sMewarte Ha CTpaHuuax Beb-canTtoB cBou doTtorpadmm un
doTorpadum cBomnx 6ANM3KNX N 3HAKOMbIX, 3@ KOTOPblE BaM NOTOM MOXeT 6bITb CTbIAHO.

16. Cobniogante npaBuia 3TUKK nNpu obuweHun B NHTepHeTe: rpybocTb nposounpyeTt
APYruX Ha Takoe Xe nopegeHue.

17. Wcnonb3ys B cBoen pabore maTtepman, B3sATbIM M3 MHAOPMALMOHHOIO MCTOYHMKA
(kHura, nepuoguyeckas nedyatb, WHTepHeT), cneayer ykasaTb 3TOT UCTOYHUK
nHdopMaummn nnn caenaTb Ha HEro CCbisKy, ecnn Matepuan 6bin BamMu nepepaboTaH.



