HNudopmanuoHHbIe MaTEPHAJIbI
10 NPO(PHJIAKTHKE NMPECTYIICHUH, COBEPIICHHBbIX ¢ HCNOJIb30BAHUEM
HH(POPMALMOHHO-TEJIEKOMMYHUKANNOHHBIX TEXHOJIOT Wil

K wnaunbonee pacnpocTpaHeHHBIM BHJIaM JUCTAHIIMOHHBIX MOIICHHUYECTB,
coBeplIeHHbIX Ha Tepputopuu r. Cankr-IlerepOypra u JlenuHrpaackoil obmacrtu,
OTHOCATCS:

- «(UIIIHT» — BUJ JUCTAHIIMOHHOTO MOLIICHHUYECTBA, IPU COBEPIIIEHUN KOTOPOTO
3JIOYMBIIIUICHHUKU (B XOJIe¢ TeNe(OHHOTO pa3roBopa, MOCPEACTBOM HaINpaBlICHUS
AJIIEKTPOHHOT'O MUChMa MJIM CMC-COOOILEHHS) MOIYYatOT JIMYHbIE KOHQUIECHIUATbHBIC
JaHHbIE O OAaHKOBCKOM KapTe, HOMEpE CUETa, JJOTHMHBI U TapOoJIu J1JIsl BXOJa B UHTEPHET-
O0aHK, a TakXkKe Mapoju OEe30MaCHOCTH, TMO3BOJIAIONINE MPOU3BECTH CIUCAHUE
HaXOsIIKXCsl Ha 0aHKOBCKOM KapTe ACHEXHBIX cpelcTB. JKepTBaMu yKa3aHHOTO BUa
MOIIIEHHUYECTBA 3a4acTyl0 CTAHOBATCS  HE3alUIIEHHBIE, Mara000pa30BaHHBIC,
JIOBEpUMBBIEC CIIOM HaceneHus. lIpeacTaBissach 3a4acTyl0 COTPYIHUKAMU KPEIUTHBIX
OpraHM3aluii, TPECTYIMHUKH BBOASAT B 3a0MyXIE€HHE TpaKJaH OTHOCUTEIBHO
COBEpLIAEMBbIX HECaHKIMOHUPOBAHHBIX CIMCaHUM JICHEKHBIX CPEIICTB,
OCYIIECTBISIEMBIX MOKYIKAaX U T.II., TIOCIIE Yero MPOCAT Ha3BaTh KOH(PHUACHINATHHBIE
CBEJCHUS C LIEJIbIO NPECEUEHUs] BO3MOXKHOI'O COBEpIIEHUs MpecTyIuieHus. ['paxnane,
JIOBepsis MOTYyYCHHON WH(POpMaIInH, Kenas 00e30MacuTh CBOM JICHEKHBIE CPEICTBA OT
IPECTYMHBIX MOCATATEIBCTB, COOOIIAIOT 3alpalINBaeMy0 HH(POPMAIIHIO, B pe3yJIbTaTe
Yero 3710yMBIIUIEHHUKH MTOXUIIAIOT MPUHAAIEKAIINE UM JICHEKHBIE CPEICTBA.

- «apmMuH» - Ipolleaypa CKPBHITOro HarpaBiieHUus Ha JoxHBIN |P-anpec, To ecTh
HaIpaBJICHHUE MOJIb30BaTeNs HA GPUKTUBHBINA BEO-CalT, Yalle BCEro UCIMOJIb3yeMbIl IS
nproOpeTeHuss ToBapoB W ycuyr (0zon.ru, avito.ru, aliexpress.ru, joom, biglion,
KYITUHATOP, KACCHUP.PY, OUIIeTep, CAUTHI MO MPOJIaXke OMIIETOB Ha K/J1 U aBUATPAHCIOPT
¥ 1p.);

- «IBOMHAs TpaH3akuus» (TpU OIUIaTe TOBAPOB M YCIYT MPOJABEIl COOOIIaeT 00
omuOKe, TpeIaracT MOBTOPHUTH OMNEPAIMI0, a B JAIBHEUIIEM JCHEKHBIE CpPE/CTBA
CIIUCHIBAIOTCS JIBAXKIBI 110 KAXKIOM U3 MPOBEEHHBIX OTICPAIIHIA)

- «TpanmuHry (MAaHUNYJSIUN ¢ KapTpuaepoM O0aHKOMATOB, MO3BOJISIONINE JTHOO
HE BO3BpaIllaTh KapTy BIANEbIly, JTUOO CIHUCHIBATh BCE JaHHBIE KapPTHI IS
JABHEUIIIETO X UCTIOIh30BAHUS).

|. OcHoBHBIE cXeMbI TeJ1e)OHHOT0 MOIIIEHHUYECTBA
1. OO6man o Tenedony.
3BOHOK COTpYIHMKa OaHKa - KOTJa HEWU3BECTHBIM MpenCTaBIseTCs

COTPYJIHUKOM CITy>KObI O€30MTaCHOCTH KaKoro-1u0o 0aHka v coodimaet, 4yto ¢ Barero
OAHKOBCKOTO CYETa MPOUCXOIAT OIMEpaldyd MO0 HECAHKIMOHHUPOBAHHOMY CITHCAHHIO



JIEHEKHBIX CPEJCTB, U B LIEJIAX 0€30MIaCHOCTH CUeTa IpeIIaraeT NepeBecTH COepeKeHus
Ha «pE3EpBHBIN» WIH «0e30macHbli» cyeT. PacmpocTpaHeHsl ciydae cOOOLIEHUs
uHpopmarmu o0 odopmiennn Ha Bac kpenuta W HEOOXOIUMOCTH TIPOUTH B
IIPUIOKEHUN OHJIaWH-baHka 1O Ompenes€HHOW CChUIKE I €r0 AHHYJWPOBAHMS
(BBITIOJIHUTH UHBIE HHCTPYKIIUH ).

3BOHOK COTPY/IHUKA IPABOOXPAHUTEIBHBIX OPraHOB - KOTJa HEU3BECTHBIN

NpeaACTABLICTCA COTPYAHHUKOM IIOJIMIOHUH, CICAOBATCICM WU T.A. H coo6maeT, qTo
IMPOBOAUTCA cClicHoncpanyusa 10 IIOMMKE MOIICHHUKOB W IS 3TOTO HGO6XOI[I/IMO
MEPCBCCTHU ICHbI' HA <<CHCHH&HBHBIﬁ)) CUCT. HpI/I 9TOM Tpe6yeT HC 3BOHUTEL B 6aHK, TakK
KaK COTPYAHHUKH OaHka 3404HO C MOIIICHHUKAaMH.

Bam pojctBeHHUK, 1100 OnM3KUMN 4YedOBEK monan B Oeny (Hampumep,
MaIllMHOW COUJT YeJIOBEKA UM OOBUHSIETCSI B COBEPILICHUM MPECTYIUICHUS ), U 3a7eprKaH
COTPYOHUKAaMU TMOJUIUH, M HEU3BECTHBIH COOOIIAET, 4YTO MJii OCBOOOXKICHUS
HEOOXOIMMO TMEPEeBECTH Ha CYET ACHEXHbIE CpeAcTBa JHOO I NPUMHUPEHUS C
NOCTPaJaBIIUM JHOO B KAayecTBE B3SITKH COTPYJHUKAM MOJULUU. BO03MOXKHBI
BApUAHThI, TP KOTOPBIX B Pa3roBOPE MOXKET NPHHITh Y4aCTHE SIKOOBI COTPYAHHK
HOJIMIUH, KOTOPBIH OyJ1eT MOATBEPKIaTh CKa3aHHOE.

BAYKHO: 310 3BOHAT MOIIICHHUKH (HECMOTPS Ha TO, YTO ONPEACIIUBIITUNCS
Ha TenepoHE HOMEpP MOXKET COOTBETCTBOBaThH HOMepy TenedoHa OaHka WU
MIPaBOOXPAHUTENIbHBIX OPraHOB, 3a4acTyr0 — MOCKOBCKOro pernoHa (499,495... ut.1.),
TaK KaK IPU IMOMOIIM CIENHAIBHBIX YCTPOMCTB MOUIEHHUKH MEHSIOT HOMEpa Ha
aOCOJIOTHO JI000M HOMEp — Tak Ha3bIBa€Mble MOJMEHHbIE HOMEpA), COTPYIHHKHU
O0aHKOB HMKOTJa HE 3BOHSAT CBOMM KJIMEHTaM, U TeM OoJjiee, HUKOrJa He TpeOyroT
NIEPEBOJIUTH C JIMYHOTO cueTa AeHbru. lIpencraBurenn npaBoOXpaHUTENBHBIX OPraHOB
MOTYT 3BOHUTBH TOJIbKO JJI BBI30BA B MOMEIICHHS MPABOOXPAHUTEIbHBIX OPraHOB C
LENbI0 TMOJY4YeHHUs] OOBSICHEHHMH, UCTpeOOBaHMS TOKYMEHTOB IO HaxXOJSAIIMMCS B
MIPOU3BOJICTBE YTOJIOBHBIM JIeJlaM U MaTepHaliaM MPOBEPOK.

[Ipy mocTymiieHMH TaKOro 3BOHKAa HEOOXOAMMO IpepBaTh Pa3roBOp U
NEPE3BOHUTH TOMY, O KOM UJIET pedb, JINOO B YKa3aHHBIN TOCYIapCTBEHHbBINA OpraH WK
KPEAUTHYIO OPTaHU3alMIO JJIsl IEPErpOBEPKU NH(OPMALIUH.

2. O0MaH npu noKynke (Mpojaa;ke) TOBApa HA MHTEPHET caiiTax.

[Ipenoruiata 3a HECVYIIECTBVIOIIWNA TOBAp - IOJAETCI OOBSABIIEHUME HA

BOCTpeOOBaHHBIHM TOBApP € MPUBJIEKATEIBHON LIEHON (HUKE PHIHOYHOI) C PUIIOKEHUEM
HeHacTosaumx (ortorpaduii. B xome oOmieHust «mpojaBery YKIOHSETCS OT BCTPEUH
BBUJY JKUTEHCKUMX NpUYMH (HET BPEMEHH, 3aHATOCTb Ha paboTe, yIalleHHOCTh
pacmojoXkeHus) W TpejaraeT OIUIATUTh TOoBap OE3HAIMYHBIM IUIATEKOM C



rapaHTUPOBAHHOM MOCJenyIoleld A0CTaBKOM uyepe3 Kypbepa, HO IOCie MOTy4YeHUs
JICHET, IIPOJIaBell- MOIIIEHHUK MEPECTAET BBIXOJIUTh Ha CBA3b.
Omata MyJisbka O NOYTE HAIOKEHHBIM IUIATEKOM - 3JI0YMBIITUICHHUK

NBITAIOTCS BHAYaJIE€ 3alOJy4YdTh MPEIOIUIaTy Ha JOBEPHH, €CIIM HE MOJy4aeTcs, TO
npeaiaratoT MoJy4yuTh 3aKa3 Ha MI0YTe, a TOTOM pacIyIaTUThCA. To eCcTh Ha oYuTe Iepe
BbIJJaYe 3aKa3a BO3bMYT JICHBI'M B pa3Mepe €ro CTOMMOCTH, a MOKYyMHaTelb BCKPHIB
YIaKOBKY, BUJIUT MOAJIEIKY WJIH MYJISDK.

[lokymnarenb chpammBaeT HoMmep KapThl U ko n3 CMC - nmo Bamemy

OOBSABJIEHUIO O MPOJIAXKE TOBapa B MHTEpHETE BaM 1MO3BOHMI MOKYIATENb U HOMIPOCHII
COOOIIMTH PEKBU3UTHI 0AHKOBCKOW KapThl (IIPEABAPUTEIILHO BBISICHUB HOMEp TenieoHa
K KOTOPOMY IIpUBS3aHa KapTa) U CMC-KOJ, YTOOBI IEPEBECTHU IEHBIH, IKOOBI 3TO HY)KHO
17151 0OAHKOBCKOTO TiepeBojia. Ha caMoM jienie 3T0 MOIIEHHUK, KOTOPBIH MBITAETCS BOMTH
B JIMYHBIN KaOMHET OHJIalH-0aHKa U criMcaTh Bee ACHbIU ¢ Batero cyera.

BAXHO: OnnaunBaiite TOBap TOJIBKO ITOCIE €T0 MOJyYEHUS U IPOBEPKHU U
HE OTMpaBJsAiTe JACHBIM B KadecTBe 3aiora (3amarka). /[[ns mepeBoga IEHEKHBIX
CPEACTB JIOCTaTOYHO HOMeEpa TenedoHa U APYroil JOMOJHUTEIbHOW MH(OpMAIIMU HE
TpeOyeTcs.

3. TesedpoHHBIE BUPYCHI.

OdeHb 4acTo UCMONB3YyeTCs (popMa MOIIEHHHYECTBA C MCIOJIb30BAaHUEM
TenedoHHBIX BUpycoB. Ha TenedoH abOHEHTa MPUXOAUT COOOILEHUE CIEAYIOLIErO
Buja: «Bam npunmo MMS-cooOiienue. [l nomydyeHus npoanTe no cchuike...». [lpu
nepexoie Mo yKa3aHHOMY ajpecy Ha Tele(oH CKauuBaeTCs BUPYC U IPOUCXOJUT
CIUCAHUE JICHE)KHBIX CPEJCTB C BALIErO CYETa.

Hpyroii Buj MOIIEHHWYECTBAa BHINNISIAMT Tak. Ilpu 3akaze kakou-imbo
yCIIyI'H 4epe3 sIKoObl MOOWJIBHOTO oOllepaTopa WM NpHU CKAYMBAHUM MOOMIIBHOTO
KOHTEHTa a0OHEHTY MPUXOJUT IpeaynpexaeHrue Buaa: «Bol cobnpaerech OTIpaBUThH
COOOIICHHE Ha KOPOTKUHA HOMEpP ..., AJs TMOATBEPKICHMS ONEpaluu, OTIPaBbTE
coobmienue ¢ mudpoit 1, s ormensl ¢ nudpoit O». [lpu oTnpaBke moATBEPKACHUS, CO
cyera a0OHEHTa CIHCHIBAIOTCS JACHEXKHbIE CpeacTBa. MOIIEHHUKH HCIONb3YIOT
CIIELUAJIbHBIE IPOTrPaMMBbI, KOTOPBIE MTO3BOJIIIOT ABTOMATUYECKU TEHEPUPOBATH THICSUH
Takux coobmieHuit. Cpasy mocse neperoja JeHer Ha (aablIuBbIA CYET OHU CHUMAIOTCS
c Tenedona.

BAKHO: He cnenyer 3BOHUTH IO HOMEPY, C KOTOPOTo OTIpaBieH SMS —
BITOJIHE BO3MOXHO, YTO B 3TOM cliydae ¢ Bamero teinedona OyeT aBTOMaTH4eCKu CHATa
KpYITHasi CyMMa U MEPEXOJIUTh 10 COMHUTEIIBHBIM CCHLUIKAM.
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4, OmuO0YHBIN MepeBo/l CPeACTB.

AOGoHeHTy noctynaer SMS-cooOiieHnue o MOCTYIIEHUH CPEJCTB Ha €ro
CYET, MEPEBEICHHBIX C TOMOIIBIO yCIyru « MoOunbHbIN niepeBo». Cpasy mocie 3Toro
MOCTYIAeT 3BOHOK U MY>KUMHA (WJIM >KEHIIMHA) COOOIAeT, YTO OUIMOOYHO IMepeBes
JIEHBIH Ha €ro CYET, MPH 3TOM TPOCUT BEPHYTHh UX OOpaTHO TeM ke «MOOUITBLHBIM
nepeBoioM». B JeHCTBUTEIBLHOCTH ACHBI'M HE MOCTYNAaloT Ha TeledoH, a 4YeIOBEeK
MIEPEBOIUT CBOU COOCTBEHHBIEC cpeicTBA. ECi MO3BOHUTE TI0 YKa3aHHOMY HOMEpPY, OH
MOXET OBbITb BHE 30HBI jJocTyna. Kpome Toro, CymiecTBYIOT Takue HOMeEpa, IMpHu
OCYLIECTBJICHUH BbI30Ba HA KOTOPHIE C Tene(hoHa CHUMAIOTCS BCE CPEICTBA.

BAXHO: Ecnu Bac npocst nepeBecT IKOObI OIIMOO0YHO MEPEBECHHYIO
CyMMY, HAIOMHUTE, 4TO ISl 3TOr0 UCTOJIb3yeTcs 4eK. OTroBOpKa, UTO «UEK MOTEPSIHY,
CKOpEee BCEro, CBUETENBCTBYET O TOM, YTO ¢ Bamu o01iaeTcst MOIIEHHUK.

MOINEHHUYECTBA C BAHKOBCKNUMHU KAPTAMMU

baHkoBCcKkass KapTa — 3TO HMHCTPYMEHT [Jisi COBEPIICHUS IJIATEXKEU H
JIOCTyTMa K HAJIMYHBIM CPEJCTBAM Ha CU€Te, HE TPEOYIOUIUNA sl STOr0 MPUCYTCTBUSI B
6anke. Ho mpoctoTa ucnosiib3oBaHusi OAHKOBCKUX KApPT OCTABIIIET MHOXKECTBO JIA3€€K
JIJIS MOIIIEHHUKOB.

[Tpu mpoBeeHnn ornepaluii ¢ KapToil MOJIL3YHTECh TOJIBKO TeMU OaHKOMaTamH,
KOTOpBI€ PACIOJOXKEHbI B 0E€30MacHBIX MecTaXx U OO0OpYyJOBaHBI CHUCTEMOM
BUJICOHAOJIOICHUSI U OXPAHOM: B TOCYIAPCTBEHHBIX YUPEXKACHUAX, OaHKAX, KPYITHBIX
TOPTOBBIX LIEHTPAaX U T.[I.

CoBepuias onepauuu ¢ MJIACTUKOBOM KapTOH, CleaUTe, YTOOBI PAIOM HE ObLIO
noctopoHHux Jonen. Habupas I[IMH-xox, npukpsiBaiiTe KiIaBUATYypy PYKOM.
PexBu3uTh 1 1006as mpoyast ”HGOPMAIIHMS O TOM, CKOJIBKO Cpe/ICTB Bbl CHSUIM U Kakue
1 dpbl BBOAWIN B 0aHKOMAT, MOTYT OBITh UCIIOJIb30BAHBI MOIIIEHHUKAMHU.

OO6pariaiiTe BHUMaHHUE Ha KapTONIPUEMHUK U KJlaBHaTypy 6ankomarta. Eciau onun
000pyZI0BaHbI KAKUMH-JIUOO JOTIOJTHUTEILHBIMU YCTPOUCTBAMH, TO OT UCIIOJIb30BAHUS
JJAHHOTO OaHKOoMaTa JIy4Ille BO3JIEPXKAThCS M COOOIIUTH O CBOMX IMOJO3PEHUSAX IO
yKa3aHHOMY Ha HeM TeieoHy.

B ciydae HeKoppeKkTHOM paboThl 0aHKOMAaTa — €CJIM OH J0JIT0€ BPEMST HAXOIUTCS
B PEKUME OXKHJIAHUS WM CAMOMPOU3BOIBHO MEPE3ArPYKAETCS — OTKAKUTECHh OT €ro
UCIIOJB30BaHusA. Benuka BEpPOATHOCTH TOTO, YTO OH MEPENpPOrpaMMHUPOBAH
3JI0YMBIILICHHUKAMH.

Kak o06e3omacurh ce0s 0T MOIIIEHHUKOB:



9.

ITpoBepsiiTe nHpOpMaLHIO, TOTYYEHHYIO B X0/ TeIe()OHHOIO Pa3roBOpa U MHTEPHET
NEPENUCKA C HEU3BECTHBIMU (OHM MOTYT HPEACTABIATHCS  COTPYIHHKAMU
IIPABOOXPAHUTEIBHBIX OPTaHOB, IPEACTABUTEISIMU KPEIUTHBIX OpraHU3alui).

VY cTaHOBUTH Ha TeneQoH (KOMIIBIOTEP) COBPEMEHHOE JUUEH3UPOBAHHOE
aHTUBHPYCHOE IIPOrpaMMHOE 00€CIICUEHHE.

He ycranaBnuBaiite u He coxpaHnsiite 0e3 npeaIBapUTEIbHON NPOBEPKH aHTUBUPYCHON
IporpaMMoil  (aisibl, MOJIY4YEHHbIE W3 HEHAJCKHBIX MCTOYHHMKOB: CKAaYaHHBIE C
HEU3BECTHBIX CANTOB, MPUCIAHHBIE 110 YJIEKTPOHHOMN MOoYTe (MOI03pUTEIbHBIC (haIbI
Jy4llle cpa3y yAaJsTh).

Hcnonb3yiiTe maposiu He CBsi3aHHbIE ¢ Bammmuy nepcoHaabHbIMU TaHHBIMU.

Hu npu xakux o0CTOATENBCTBAX HE COOOIIANTE PEKBU3UTHI CBOMX OAaHKOBCKUX CUETOB
(kapT), Hapou U APYTYIO MePCOHATBLHYI0 HHPOPMAIHUIO.

[TocTaBbTE TMMUT Ha CYMMY CIIMCAHUN WJIM NIEPEBOJIA B JINYHOM KaOuHeTe OaHKa.

[To BceM BOZHMKAIOIIMM BOIIPOCAaM 0OpaIlaThCsl B OaHK, BBIAABIINI KapTy.

He BBINOJIHATE HUKAKUX CPOYHBIX 3aIIPOCOB K JCHCTBUIO, B TOM YHCJIE MO YCTAHOBKE
KaKUX ObI TO HU OBLIO MPUIIOKEHUIA.

He nepexoauTh HU 10 KAKUM CCBLTKaM, KOTOpbIe TpuXxoasaT Ha e-mail wim mo SMS.

10.O6pamate Ha Bce cooOmeHHss OT OaHkKa (HAampUMep, €CIM OHHU COJEpIKaT

rpaMMaTHYECKHE OLTHOKN).

11.He nepe3BaHMUBAThH TI0 HOMEPaM, KOTOpPbIC PUXOAAT Ha e-mail wmu mo SMS.

12.TlepenpoBepsiiTe MOJITMHHOCTh HHTEPHET-CAWTOB, HA KOTOPHIX OCYIIECTBIISETE 3aKa3

TOBapa.

bynbre 6auTenbHbI!



