NHO®OPMALNOHHAA NAMATKA AJ14 OBYHAIOLWUXCA ANA PASMELLEHUA
HA OOULIMANTbHBIX MHTEPHET-PECYPCAX

C KakabIM roJloM MOJIOAEKM B UHTEPHETE CTaHOBUTLCA 60/1bLLIE, A LLKOJbHUKM OJIHU U3 CaMbIX
aKTUBHbIXMO/Ib30BaTeNlen PyHeTa. Mexly TeM, MOMMUMO OrPOMHOTIO KOJIMYECTBA BO3MOXXHOCTEN, MHTEPHET
HeceT 1 Npo6sieMbl. ITa NaMATKa Jo/KHA NOMOYb Tebe 6e30MacHO HaXOAUTLCS B CETU.

KomMnbloTepHble BUPYChbI

KoMnboTepHbIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrpamMM, OTIMYUTENIbHOM OCOBEHHOCTbIO
KOTOPOM ABASIETCSA CNOCOBHOCTb K Pa3MHOXEHUI0. B gonosHeHne K 3TOMy, BUPYCbl MOTYT NOBPEAMUTL UK
MOJIHOCTbIO YHUUTOXMUTb BCe dalibl U faHHbIe, MOAKOHTPOJIbHbIE MO/Ib30BaTEN0, OT UMEHU KOTOPOro bbina
3anyLieHa 3apakeHHasi MporpamMma, a Takxe NnoBpeanTb UK JaXKe YHUUTOXKUTb ONepaLMOHHYI0 CUCTEMY CO
BceMu dannamm B Lesom. B

6GO/IbLUMHCTBE C/ly4aeB PacnpoCTPaHATCS BUPYChbl YEPE3 UHTEPHET.
MeTtopab! 3aLUTbI OT BPEAOHOCHBIX NPOrpaMMm:

1. icnonb3yi coBpeMeHHbIe onepaLMoHHbIE CUCTEMBI, UMEIOLLIME CEPLE3HbIN YPOBEHb 3aLLUThI OT
BPEeAOHOCHbIX NPOrpamMm;

2. NocTosiHHO ycTaHaBAMBal NavTu (LMPPoBbLIE 3an1aTKK, KOTOpble aBTOMaTUYECKU YCTaHaB/IMBAKOTCS C
Lenblo AopaboTKy NporpaMmsl) U Apyrue o6HOBAEHUNS CBOEM onepaLMoHHOM cnucTeMbl. CKaunBai UX TONbKO
c oduumanbHoro camta paspabotumka OC. Ecam cyLLecTByeT peXXMM aBTOMATUYECKOro OOHOBAEHUS, BKJIHOUN
€ero;

3. PaboTalt Ha CBOEM KOMIMbIOTEpPeE Mo, NpaBaMu Mo/b30BaTeNs, a He aMUHUCTPaTOpPa. ITO HE MO3BOJIUT
6ONbLUNHCTBY BPEAOHOCHbIX MPOrPaMM MHCTa//IMPOBATLCA Ha TBOEM NEPCOHAIbHOM KOMIMbIOTEPE;

4. icnosib3yi aHTUBMPYCHbIE MPOrpPaMMHbI€ NPOAYKTbl U3BECTHbIX NPOU3BOAUTENEN, C aBTOMATUYECKUM
obHoBNEHUEM 6a3;

5. OrpaHnyb GUINYECKUIA JOCTYMN K KOMMbIOTEPY AJ18 MOCTOPOHHUX JINLL;

6. Vicnonb3yi BHELWHME HOCUTENU MHbOPMALMK, TaKUE KaK daiellKa, ANCK Maun daina U3 MHTEPHETA, TONbKO
13 NPOBEPEHHbIX UCTOYHWNKOB;

7. He oTKpbIBait KOMMblOTEPHbIE haii/ibl, MONYYEHHbIE U3 HEHAAEXKHbIX MCTOYHUKOB. [laxke Te dhaitfibl,
KOTOpbIE MPUC/Ia TBOM 3HAKOMbIN. Jlydlle YTOYHM Y HEFO, OTNPABA JIN OH TeBE UX.

Cetn WI-FI

Wi-Fi - 310 He BUA, nepeaaym AaHHbIX, HE TEXHOJIOMUS, a BCETro JiMLLb 6peHa, MapKa. Ewe B 1991 roay
HUAepnaHACKas KOMNaHUs 3apernctpmupoBana bpeHa "WECA", yto o6o3Ha4vano cnosocoyetaHmne "Wireless
Fidelity", KoHcynbtaHTl1t0C HageXXHas npaBoBast NoAJepyKKa

KOTOPbIN NEPEBOANTCS KaK "becnpoBoaHasi TOYHOCTb".



[lo Hallero BpeMeHu golusia apyrast abbpeBumatypa, KOTopas ABASETCA TaKOM XKe TEXHOMOoMMeN. IT0
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe ObII0 JAHO C HAMEKOM Ha CTaHAAPT BbICLUEN 3BYKOBOM TEXHUKM Hi-
Fi, 4To B nepeBoe o3Ha4aeT "BbICOKasi TOYHOCTL".

[la, 6ecnnatHbIM MHTEPHET-A0CTYN B Kade, OTeNAX M a3pornopTax ABAAETCS OTMYHOM BO3SMOXHOCTLIO
BbIXOJa B UHTEPHET. Ho MHOrMe 3KcnepThl CYUTAIOT, YTo obeaocTynHble Wi-Fi ceTn He aBastoTcs
6e30nacHbIMU.

CoBeTbl N0 6e30nacHOCTN paboThkl B 06LeA0CTYNHbIX ceTax Wi-fi:

1. He nepepaBaii cBOO ANYHYIO MHPOpMaLuUio Yepes obueaocTynHble Wi-Fi ceTn. PaboTtas B HUX,
»KenaTesibHO He BBOAMTb NMapoan AOCTYMa, JIOTMHbI U KaKMe-TO HOMepa;

2. Ucnonb3yi n 06HOBASN aHTUBUPYCHbIE NPOorpaMmsbl U 6paHaMayep. TeM caMbIM Tbl 0b6e3onacuilb cebs ot
3aKayKu BMpyCa Ha TBOE YCTPOICTBO;

3. Mpu ucnonbsoBaHmnmn Wi-Fi otkntoun ¢yHkumo "O6uwmin goctyn K pannam n npuHtepam"”. laHHas
dYHKLMA 3aKPbITa MO YMOYAHUIO, OJIHAKO HEKOTOPbIE MO/Ib30BaTENIN aKTUBUPYIOT ee A1 yao6cTBa
MCMOJIb30BaHMA B paboTe uin yyebe;

4. He ncnonb3sym nyonunydnbin WI-FI gna nepegavm An4HbIX AaHHbIX, HAaNpMMeEp AN BbiIxoda B COLMasbHble
CETU NN B INEKTPOHHYIO MOYTY;

5. Ncnonb3yi ToNbKo 3aliulieHHoe coeguHeHne Yyepes HTTPS, a He HTTP, 1.e. npu Habope Beb-aapeca
BBOAM UMeHHO "https://";

6. B MobusibHOM TenedoHe oTkaoumn GyHKumio "MoakntodeHme K Wi-Fi aBTomatnyeckun”. He gonyckan
aBTOMAaTUYECKOro NOAK/IIYEHNS YCTpoKcTBa K ceTaM Wi-Fi 6e3 TBoero cornacus.

CouuanbHble cetn

CoumanbHble CETU aKTUBHO BXOAAT B HaLLY YKM3Hb, MHOTME NOAN pabOTaloT U KMBYT TaM MOCTOSIHHO, a B
Facebook y»e 3apernctpupoBaH MUAIMap, YENOBEK, YTO ABMSETCS OJHOM CEIbMOW BCEX XKUTENEN MNAHETbI.
MHorue nosib3oBaTesIn He MOHUMALOT, YTO MHOPMaLUS, pa3MeLLleHHas UMW B COLLlMAJIbHBIX CETAX, MOXKET
ObITb HaMJEHa N UCNONb30BaHa KEM YrofHO, B TOM YMCJ/iEe He 0653aTeNIbHO ¢ 61arMMu HaMepeHUsIMI.

OCHOBHbI€e COBEeTbI N0 6€30MacHOCTU B COLMAJIbHbIX CETAX:
1. OrpaHunyb CNUCOK apy3eit. Y Tebs B Apy3bsx HE JO/MKHO BbITh C/Ty4alHbIX M HE3HAKOMbIX JIHOAEN;

2. 3allMliall CBOK YaCTHYHO M3Hb. He yKasbiBali naposu, TenedoHsbl, agpeca, AaTy TBOEFO POXKIEHUS U
JPYTY0 IMYHYI0 MHPOPMALINIO. 3/TOYMBILLIEHHUKU MOTYT UCMO/1b30BaTh Aa)e UHGOPMALIMIO O TOM, KaK Tbl U
TBOMW POAUTENMU NJITAHUPYETE MPOBECTU KAaHUKY/IbI;

3. 3awumiLai CBo penyTaLumio - AepXKU ee B YACTOTE U 334aBal cebe Bonpoc: XoTes bl Thl, YTOBLI Apyrue
MoJIb30BaTeNN BUAEN, YTO Tl 3arpyXaellb? MogyMait, npexae 4em 4to-To onybamKoBaThb, HanmcaTh 1
3arpysuThb;

4. Ecnm Tbl rOBOPULLb C JILOABMMU, KOTOPbIX HE 3HaeLlb, HE UCMOJIb3YI CBOE peasibHoe UMS U APYTYIO JIMYHYHO
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VIHd)OpMaLI,MMI nMA, MECTO XXUTEJIbCTBA, MECTO y‘-IE6bI n rnpoyee;

5. N36erait pasmelleHus ¢potorpaduin B UHTepHeTe, rae Tl M306paXkeH Ha MECTHOCTU, MO KOTOPOM MOYKHO
onpefenvTb TBOE MeCTOMOJIOKEHWE;

6. MNpu perncTpauum B coupnaibHOM CETU HEOBXOAMMO UCMO/Ib30BaTh CI0XKHbIE MapPOoJIn, COCTOsLME U3 BYKB
M UMdpP U C KOIMYECTBOM 3HAKOB HE MeHee 8;

7. Ansa coumanbHoOM ceTu, MoYThl U APYrnX CaliTOB HEOBXOAMMO MCMOJIb30BaTh pa3Hble Naposu. Torga ecnm
Te6s B3/10MaloT, TO 3/10YMbILLEHHUKN NOAYYaT AOCTYN TOJILKO K OJHOMY MECTY, a He BO BCe cpasy.

INEeKTPOHHbIE AeHbIU

3}'IeKTpOHHbIe AEHbIN - 3TO O4EHb yp,O6HbIVI crnocob nnaTexen, O[HAaKO CyLeCTBYOT MOLLEHHUKHN, KOTOPbIE
XOTAT NONYYUTb 3TN OEHbIU.

DNEKTPOHHbIE IEHBIU NOSBUINCH COBCEM HEZLABHO M UMEHHO U3-3a 3TOTO BO MHOIMX FOCYAapCTBaX [10 CUX
Nnop He NPOoMNMcaHo NPo HUX B 3aKOHaXx.

B Poccum e oHU GYHKLMOHUPYIOT U O HUX YXKE MPOMUCaHO B 3aKOHE, FAe UX pasAensatoT Ha HECKOJ/IbKO
BW/IOB - aHOHWMHbIE W HE aHOHWMHbIE. Pa3HULLA B TOM, YTO aHOHUMHBIE - 3TO Te, B KOTOPbIX pa3peLlaeTcs
NpPoBOAUTb onepaunn 6e3 aeHTUbUKaLMK Nob30BaTeNs, a8 B HEAHOHUMHbIX UAEHTUUKALUS
nosnb3oBaTtens apaseTcs ob6s3aTe/IbHOMN.

TakxKe cneflyeT pa3nnyaTh 3N1EKTPOHHbIE GUaTHbIe AeHbIM (paBHbI rOCYJapCTBEHHbLIM BaloTaM) U
3/1EKTPOHHbIE HedMaATHbIE AEHBLIM (HE PaBHbI FOCY4apCTBEHHbLIM BailoTaMm).

OCHOBHbl€e coBeTbI N0 6e30nacHoi paboTte ¢ 3N1eKTPOHHbIMU AEeHbraMMU:

1. MpUBSAXKM K cHETY MOOUABbHBIN TeNedPoH. ITO caMblih YAOOHbIN M BbICTPbIN CNOCO6 BOCCTAHOBUTL AOCTYN K
cyeTy. MpuBsA3aHHbIN TenedoH NOMOXKET, eC/in 3abyaellb CBOM MIATEXHbI Mapoab UM 3aifiellb Ha CalT C
HE3HaKOMOro YCTPOMCTBa;

2. Vicnonb3yi ogHopasosble napoau. Mocsie nepexoa Ha yCUEHHYH0 aBTopusaumio Tebe yxe He byaer
YrpoXkaTb OMacHOCTb KPaXKu MK NepexsaTta naaTeXxHoro napois;

3. Bbibepu coXKHbIM Naponb. MNpecTynHMKaM ByaeT He NPOCTO yragaTth C/I0XKHbIMA Naponb. HagexHble
NapoAu - 3TO Napon, KOTopble coaepaT He MeHee 8 3HAKOB M BKOYAKOT B €65 CTPOUHbIE M MPOMUCHbIE
OYKBbI, LMdPbI U HECKOJIbKO CUMBOJIOB, TaKME KaK 3HaK Ao0Aapa, GyHTa, BOCKAMLATENbHbIN 3HAK U T.1.
Hanpumep, $tRONng!;;

4. He BBOAM CBOM INYHbIE AAHHbIE Ha CaliTaX, KOTOPbIM He JI0BEPSELLb.
INEeKTPOHHas NnoyTa

DNEKTPOHHas NoYTa - 3TO TEXHONOMUS U NPEAOCTABASEMbIE €10 YCYTU MO NEPECHIJIKE U NONYYEHUIO
3/IEKTPOHHbIX COOBLLEHUIN, KOTOPbIE PAcNpPeaenatoTCs B KOMNbIOTEPHOM ceTU. OBbIYHO 3NEKTPOHHbIN
NOYTOBbLIN AWK BbIFSAUT CAEAYIOLLMM 06pa3oM: UMSI_MOJb30BaTeNS @ MUMs_loMeHa. TaKKe KpoMe
nepefaym NpocToro TeKcra, MMeeTcs



BO3MOXXHOCTb NnepeaaBaTb ¢paibl.
OCHOBHble coBeTbl No 6e3onacHoi paboTe ¢ 31eKTPOHHON NOYTOM:

1. Hapo BbI6paTh NpaBUJIbHbIN NOYTOBbLIA CEPBUC. B UHTEPHETE €CTb OTPOMHBIN BbIOOP 6ecnnaTHbIX
NMOYTOBbIX CEPBMCOB, OAHAKO /yylle AOBEPSTb TEM, KOr0O 3HAELlb 1 KTO NEPBbI B PENTUHIE;

2. He yKkasblBal B IMYHOI NoYTe IMYHY MHGopMaLuuio. Hanpumep, nydllue BbibpaTb
"My3blKanbHbIM_PpaHaT@" nnam "pok2013" BMecTo "TemMal3";

3. Micnonb3yii ABYX3TanHyto aBTopM3aLMio. TO Koraa NOMUMO NapoJis HYXXHO BBOAUTb Ko, MPUCbIIaeMbIN
no SMS;

4. Bbibepu CNOXHbIM Napo/ib. [/1s KaXX40ro MOYTOBOIO SLWMKa AOJIKEH ObITb CBOM HAAEXKHbIN, YCTOMYMBLIN K
B3/10MY Mapo/ib;

5. ECnmn ecTb BO3MOXXHOCTb HanucaTb CaMOMY CBOM JIMYHbBIM BOMPOC, UCMO/b3YI 3Ty BO3MOYKHOCTb;

6. Micnosib3yii HECKO/IbKO MOYTOBbIX ALLMKOB. [epBblit A1 YaCTHOM NEPENUCKK C apecaTamMm, KOTOPbIM Thbl
JloBepsellib. ITO 3/IEKTPOHHbIN aApec He HaZIo UCMO/Ib30BaTh MPU perucTpaumnmn Ha Gopymax 1 cautax;

7. He oTKpbiBalt ¢pannbl U Apyrue BAOKEHMS B MUCbMaX, AaXe ec/IM OHU MPULLAN OT TBOUX Apy3ei. Jlydlle
YTOUYHM Y HUX, OTAPABASAN 1N OHU Tebe 3Tn dalnbl;

8. MNocne okoHYaHUs1 paboTbl Ha MOYTOBOM CEPBUCE NMepe, 3aKPbITUEM BKJIaJKN C CANTOM He 3abyab HaxkaTb
Ha "Bbitn".

Knbep6ynnvmHr unam BupTyasibHoe U3peBaTe/ibCTBO

KnbepbynanHr - npecnefoBaHne COOOLIEHNSAMU, COAEPIKALLMMIN OCKOPBIEHUS, arpeccuio, 3anyrMBaHue;
XYJIMFAHCTBO; CoLMaibHOe BOMKOTUPOBAHUE C MOMOLLLIO PA3/INYHbIX MHTEPHET-CEPBMCOB.

OcCHOBHble COBETbI N0 6opbbe ¢ KNOePOYNIMHIOM:

1. He 6pocarics B 60i. Jlydlumin cnoco6: NOCOBETOBATLCS KaK cebs BECTU U, €C/IN HET TOF0, K KOMY MOYXHO
06paTUTLCS, TO BHaYaNe YCNoKOUTbCS. ECM Tbl HaYHELLb OTBEYaTb OCKOPGIEHMSMM Ha OCKOp6GIeHUs, TO
TOJIbKO elle 60/ibLie Pa3oXKKellb KOHMUKT;

2. YnpaBnsm cBoen Knbeppenytauuen;
3. AHOHMMHOCTb B CETU MHMMaS. CyLLIECTBYIOT CNOCO6bI BbIICHUTb, KTO CTOUT 32 aHOHUMHbIM aKKayHTOM,;

4. He CTOUT BECTU XYJIMTAHCKUIA 06pa3 BUPTYaJIbHOM XXN3HU. IHTEpHET dUKCUPYET Bce TBOU AENCTBUS U
COXpaHsAEeT UX. YAanuTb ux 6yaet KpaliHe 3aTpyaHUTENbHO;

5. Cobtoait CBOKO BUPTYasIbHYIO YECTb CMOJIOAY;

6. VIrHopupyi eAnHMYHBIN HeraTue. OiHOPa30Bble OCKOPOUTE/IbHbIE COOBLLLEHMS flyHLLE UTHOPUPOBATb.
OO6bI4HO arpeccus NpeKpawlaeTcs Ha HavyalbHOM CTaJnK;



7. baH arpeccopa. B nporpaMmmax o6MeHa MrHOBEHHbIMU COOOLLEHMAMMU, B COLMAJIbHBIX CETSX €CTb
BO3MOXHOCTb 6}'IOKVI|DOBKVI OTNpaBKn COO6IJ.I,€HI/II7I conpeneneHHbIX aapecos;

8. Ecam Thl cBUAETENDb KM6ep6y1'IIIMHI'a. Teoun IEI,GI‘/JICTBVIFIZ BbICTYNUTb NPOTUB NpecnenoBaTeNd, NOKa3aTb €MY,
4TO €ro AeVICTBMﬂ OUEHUNBAKOTCA HEraTUBHO, NOAAEPXATb XXEPTBY, KOTOpOﬁ HY>XHa NMCnxosiorm4eckan
nomMmoluipb, COO6IJ.I,MTb B3POCJ/IbIM O d)aKTe arpeccmBHOro noeeaeHnMA B CETU.

Mo6unbHbIl TenedoH

CoBpeMeHHble CMapTdOHbI U MIaHLIETbI COAEPIKaT B cebe BMoJIHE B3POC/iblii GYHKLMOHA, U TEMEPb OHM
MOTyT KOHKYPUPOBaTb CO CTaLMOHapHbIMM KOMMbioTepaMn. OgHaKo, CPeACTB 3aLUMThbI A1 NOA0GHbIX
YCTPOMCTB MOKa 04eHb Mano. TeCTMPOBaHME U MOUCK YA3BUMOCTEN B HUX NPOUCXOAMUT HE TaK MHTEHCUBHO,
Kak aas MK, To e camoe KacaeTcs U MoO6UbHbIX MPUAoXKeHU. CoBpeMeHHble MO6UbHbIE Bpay3epsbl yKe
NPaKTUYECKM AOrHA/IM HACTO/IbHbIE aHANOMM, OAHAKO pacluMpeHme GyHKLMOHaNa BaeYeT 3a cob6oi 60/bLuyHo
C/IOXKHOCTb M MEHBILIYIO 3aLMLEHHOCTb. [JaNeko He Bce NPOM3BOAUTENU BbiMyCKaloT 0GHOBIEHNS,
3aKpbIBaOLLME KPUTUYECKUE YA3BMMOCTM A1 CBOMX YCTPOMCTB.

OCHOBHbI€e COBETbI A1 6e30MacHOCTU MOBUIbHOrO TenepoHa:

Huuero He sBASETCA NO-HacTosALEMY 6ecrnnaTHbIM. Byib OCTOPOXEH, BeAb Koraa Tebe npeanaratot
6ECnNaTHbIN KOHTEHT, B HEM MOTYT 6bITb CKPbITbl KAKME-TO MIaTHbIE YCIYTU;

Lymai, npexae yeM oTnpaBuTb SMS, GoTo UK BUAEO. Tbl TOYHO 3HaELLb, Ile OHU ByayT B KOHEYHOM UTOre?
Heo6xoanMo 06HOBAATL ONEpPaLMOHHYIO CUCTEMY TBOETO CMapPTHOHa;
Mcnonb3yit aHTUBUPYCHbIE NPOrpaMMBbl A1 MOBUABHBIX TeNehOHOB;

He 3arpy»ait NpuiIoXeHns OT HEU3BECTHOIO UCTOUHMKA, BEZlb OHU MOTYT COAEPXKaTb BPEJOHOCHOE
nporpaMMHoe obecrneyeHue;

Mocne Toro Kak Tbl BbIAAELLb C CanTa, e BBOAMA JIMHHYIO MHGOPMaLMIO, 3a4M B HAaCTPOMKKN Bpaysepa 1
yaanm cookies;

Mepuoamyecku NpoBepsit, KakmMe NaTHbIe YCIYr akTUBUMPOBaHbI HA TBOEM HOMEPE;

[laBai1 cBO HOMep MOBUILHOTO TefledpOHa TOMBLKO NIHOASIM, KOTOPbIX Thl 3HAELLb U KOMY A0BEpSELlb;
Bluetooth aoneH 6bITb BbIK/IOYEH, KOTAA Thl UM He MOoJb3yellbcs. He 3abbiBait MHOTAa NPoOBepPsTh 3TO.
Online urpbl

CoBpeMeHHble OHMaNH-UTPbI - 3TO Kpaco4Hble, 3aXBaTbIBaloLLME pa3B/ieyeHns, 06beaUHAIOLLME COTHU ThiCAY
yesloBeK Mo BceMy MUPY. Urpokun nccaeayoT AaHHbIA UM MUP, 0BLLAOTCA APYT C APYrOM, BbINOJHSIOT
3aJlaHus, CPaXKaloTCs C MOHCTPaMU U MOJYHatoT OMbIT. 3a Y0BOIbCTBUE OHM MATAT: MOKYMNakoT AUCK,
onJiaunBatoT aboHEMEHT UM NPUOBGPETAIOT KaKMe-TO oMLK,

Bce 3Tu cpeAcTBa MayT Ha NoAAepKaHUe U pa3BUTUE UIPbl, a TaKKe Ha caMy 6€30MacHOCTb:
COBEPLLEHCTBYIOTCSA CUCTEMbI aBTOPU3aLMK, BbIMYCKAOTCA HOBblE NaTtyu (LUmndpoBble 3annaTkm aas



nporpamMm), 3aKpbIBaloTCS YS3BMMOCTU CEPBEPOB.

B nofo6HbIX Urpax CTOMT OrnacaTbCsl HE CTOJILKO CBOMX COMEPHUKOB, CKOIbKO KPaXKM TBOEro Napons, Ha
KOTOPOM OCHOBaHa CMCTEMA aBTopu3aLMmn 60/bLINHCTBA Urp.

OCHOBHbI€e COBETbI N0 6€30MacHOCTU TBOEr0 UTPOBOI0 aKKayHTa:

1. Ecv Apyroi Urpok BeaeT cebs nioxo Uan co3aaeT Tebe HeMpUATHOCTU, 3abI0KMPYI €ro B CriMcke
UIPOKOB;

2. Noxanyinca agMUHUCTPaATOPaM Urpbl Ha NJI0Xoe NoBeAeHME 3TOFO UMPOKa, XKeNaTesIbHO MPUIOXKUTb
KaKue-To JoKa3aTe/IbCTBa B BUAE CKPUHOB;

3. He ykasbiBal nyHyto nHpopmaumio B npodaiine nrpbl;
4. YBakan Apyrnx y4acTHUKOB MO Urpe;

5. He yctaHaBanBan HeoduumMaibHble NaTiu U MOAbI;

6. icnonb3yi cNoXHbIE U pa3Hble Naposiu;

7. [laxke BO BpeMsi Urpbl HE CTOUT OTK/HOYATb aHTUBUPYC. MoKa Tbl UrpaeLlb, TBOM KOMMbIOTEP MOTYT
3apasuTb.

OULLIKMHT UM KpaXKa JIMYHbIX JAHHbIX

O6bIYHOM Kparkel AeHEr U JOKYMEHTOB CErofiHS Y)Ke HUKOTO He YAMBULLb, HO C Pa3BUTUEM UHTEPHET-
TEXHOIOTUI 3/I0YMbILUJIEHHUKN NEPEMECTUNNCL B UHTEPHET, M NPOAOJIXKaKOT 3aHMMaTbCs "NtobUMbIM"
J[ENIOM.

Tak nosiBuaacb HOBasl Yrpo3a: MHTEPHET-MOLUEHHNYECTBA MW QULLIMHT, F1aBHasl Le/lb KOTOPOro COCTOUT B
noJsly4eHumn KoHPUAEHUMANbHbIX AAaHHbIX NOMb30BaTeNEN - IOTMHOB U Naposieit. Ha aHIMINCKOM s3bike
phishing uutaerca kak ¢uwmnHr (ot fishing - peibHas noens, password - Napob).

OCHOBHbI€e coBeTbI Mo 60pbbe ¢ pUmnHrom:

1. Chepgm 3a cBOMM aKKayHTOM. Ecam Tbl nogo3peBaellb, YTO TBOA aHKeTa Oblna B310OMaHa, To HeOGXO,lJ,I/IMO
3a610KMpoBaTh ee 1 C006I.LI,MTb AAMUHUCTPATOpPaM pecypca 06 3TOM KaK MOYXHO CKopee;

2. VICI'IOJ'Ib3y171 6e3onacHble Be6-CalTbl, B TOM YUCJIE, MHTEPHET-Mara3mHOB U NMOUNCKOBbLIX CUCTEM;

3. Micnonb3yii cNoXKHbIe U pa3Hble Naposin. TakuM 06pa3oM, ecin Tebs B3/IOMAOT, TO 3/10YMbILLJEHHUKU
NnoJly4yat AOCTYN TO/bKO K OAHOMY TBOEMY NMPOdUII0 B CETU, a HE KO BCEM;

4. Ecnn 1ebs B3/IOManu, To HEOOX0AMMO NpPeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTopble J06aBneHbl y Tebs
B APY3bsX, O TOM, YTO Te6S B3/1OMaJIM U, BOSMOKHO, OT TBOEFO MMEHM BYZIeT paccblnaTbCs CNaM U CCbIJIKU Ha
PULLNHIOBbIE CanThI;

5. YcTaHOBM HagexHbI naponb (PIN) Ha MOGUABLHbLIN TenedoH;



6. OTKNIOYM coXpaHeHUe napons B 6paysepe;

7. He oTKpblBait Gpainibl U Apyrve BNOKEHWS B MUCbMaX, AAXKe €C/IM OHU MPULLAKN OT TBOUX Apy3el. Jlydlue
YTOYHM Y HUX, OTMNPAaBASIN 1 OHU Tebe 3TK daitbl.

Lnudposas penyTtaums

Lindpposas penyTaums - 310 HeraTMBHas Uan No3mTMBHaA MHbopmMaums B ceTu o Tebe. KomnpoMetmpyroLas
MHPOPMaLMA, pa3MeLLEHHas B UHTEPHETE, MOXKET Cepbe3HbIM 06pa30M OTPa3UTLCSA Ha TBOEM peasibHOoM
YKU3HMU.

"Undposas penytaumns” - aTo TBOM MMUIXK, KOTOPbIA GopMUpyeTcs U3 MHopMaL MM O TeGe B UHTEPHETE.

TBOE MECTO XXUTENbCTBA, y4ebbl, TBOE PUHAHCOBOE MNOIOXKEHNE, OCOOEHHOCTU XapaKTepa MU paccKasbl O
6U3KNX

- BCE 3TO HaKalnJInBaeTCsa B CETU.

MHorue noApoCcTKU IETKOMbIC/IEHHO OTHOCATCS K Ny6/IMKaLUK IMYHOW UHbOPMaLMK B MIHTEpHETE, He
NMOHMMAas BO3MOXHbIX MOCNEACTBUI. Thl JaXKe HE CMOXKELLb A0ragaThCs 0 TOM, YTo GpoTorpadus,
pa3MellleHHas 5 neT Hasag, cTasia NPUYMHOM OTKa3a NPUHATL Tebs Ha paboTy.

KoMMeHTapum, pasmelleHme TBomnx ¢potorpadmi u apyrme AencTBus MoryT He MCHe3HYTb AaXke nocse Toro,
KaK Tbl UX yAaauLb. Tbl He 3Haelllb, KTO COXpaHWA 3Ty MHPOPMaLMIO, Nonana iv OHa B MOUCKOBbIE CUCTEMBI
M COXpaHWMach 1M OHa, a FMaBHOE: YTO NOAYMaIOT 0 Tebe OKpyXKaloLLue Ngm, KoTopble HauayT U YBUAAT
370. Hamntn nudpopmaumno MHOTo JIET CAYCTSA CMOXKET 1060 - KaK U3 J06pbiX NOBYKAEHWUI, TaK U C
HaMepeHUEM NPUYNHUTL BPEL,

OTO MOXET ObITb KTO YroAgHO.
OCHOBHbl€e COBeTbI MO 3awuTe LMGpoBOI penyTauun:
1. Moayman, npex e 4eM 4To-To NyO/NMKOBATbL M NepeaaBaTh y cebs B 610re nau B COLMabHOM CETU;

2. B HacTpolikax npoduas ycTaHOBM OrpaHUYEHUsl Ha MPOCMOTP TBOEro NPOdU/Ia U Er0 COAEPIKUMOTO,
caenamn ero Tonbko "ana apysen';

3. He pa3Mmellait M He yKasbiBal UHGOPMaALLUIO, KOTOPas MOXKET KOro-IM60 0CKOPO6AATL UM 0OMKaTb.
ABTOpCKOE NpaBo

CoBpeMEeHHbIEe LKOJ/IbHUKK - aKTMBHbIE MOoJ/Ib30BaTeNM LMdPOBOro NpocTpaHcTea. OQHAKO Aafieko He Bce
3HAaIOT, YTO MO/Ib30BaHNE MHOTUMW BO3MOXKHOCTAMM LIMGPOBOro Mupa Tpebyet cobnoaeHms Npas Ha
WHTENNEKTYa IbHYH0 COBCTBEHHOCTD.

TepMUH "MHTEeNNeKTya/IbHasi COBCTBEHHOCTbL" OTHOCUTCS K Pa3/IM4HbIM TBOPEHMAM YE0BEYECKOTO YMa,
Ha4ynHas C HOBbIX N30OPETEHNI N 3HAKOB, 0603HAYalOLLIMX COBCTBEHHOCTb Ha NPOAYKTbI U YCAYTU, U
3aKaH4MBas KHUramu, potorpadusiMm, KWUHOGUAbMaMKU U My3blKaJIbHbIMU NPOMU3BEAEHUSAMMU.

ABTOpPCKMeE MpaBa - 3TO NpaBa Ha MHTE/IEKTYaIbHYH CO6CTBEHHOCTb Ha MPOU3BEEHUS HAYKM, IUTEPATYPbI



M UCKyCCTBa. ABTOPCKME NpaBa BbICTYNalOT B KAYECTBE rapaHTUM TOr0, YTO UHTENNEKTYa IbHbIN/TBOPHECKUIA
TpyA, aBTOpa He byAeT HanpacHbIM, AacT eMy CNpaBe//iMBble BO3MOXHOCTM 3apaboTaTb Ha pesy/ibTaTax
CBOEro TpyAa, NOAYy4MTb U3BECTHOCTb M NpM3HaHMe. HUKTO 6e3 paspelleHns aBTopa He MOXeT
BOCMPOU3BOAMTb €r0 NPOM3BEAEHME, PACNPOCTPaAHATb, MYOANYHO AEMOHCTPUPOBATL, NPOAAaBaTh,
MMMOPTMUPOBATh, NMyCKaTb B MPOKaT, NyB6ANYHO UCMONHATL, MOKa3biBaTb/UCMO/HATL B 3QUPE UAKU pa3MeLlaTh
B NHTepHeTe.

Mcnonb3oBaHKue "nupaTtckoro” nporpaMMHOro obecnevyeHns MoXeT NPUBECTU K MHOTUM pUCKaM: OT NoTepun
JAHHbIX K TBOMM aKKayHTaM A0 6/10KMPOBKM TBOETO YCTPOMCTBA, IAe YCTaHOBAEHA HelerajibHas nporpamMmma.
He cTouT Tak»Xe 3abbiBaTb, YTO CYLLECTBYIOT JierasibHble U 6ecnnatHble NPorpamMMmsbl, KOTOPbIE MOXHO HaUTU

B CETWN.
O noprane

CeTeBMYOK.p® - TBOM [M1aBHbIA COBETYUK B CETU. 31€Ch Thl MOXeElllb Y3HaTb 0 6€30MacHOCTU B CETH
MOHATHLIM U AOCTYMHBLIM A3bIKOM, a MPU BOSHUKHOBEHUMN KPUTUHECKOM CUTYaLIMN 06PaTUTLCSA 3a COBETOM. A
TaKXKe NMPUHSTb y4acTMe B KOHKYpCax U CTaTb CaMbIM LMGPOBBLIM rpaXkgaHUHOM!



