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Mpukas ®CTIK Poccum ot 18.02.2013 N 21

(pea. ot 23.03.2017)

"06 ytBepxaeHun CocTaBa v coaepXaHusi OpraHn3auUMOHHbIX U1
TEXHM...

[JokymeHT npegoctasneH KoHcynbTaHTINOC
[ata coxpaHeHnus: 09.08.2017

3apeructpupoaHo B MuHtocte Poccumn 14 mas 2013 r. N 28375

®EAEPAINBHAA CNYXXBA MO TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOIJIO

NMPUKA3
ot 18 cheBpans 2013 r. N 21

OB YTBEPXXOEHUMN COCTABA U COOEPXXAHUA
OPIrAHU3ALUMNOHHBLIX U TEXHUWYECKUX MEP NO OBECNEYEHUIO
BE3OMNMACHOCTU NEPCOHAJIIbHbIX AAHHbLIX NMPU X OBPABOTKE
B UH®OPMALIMOHHbIX CUCTEMAX NEPCOHAIbHbIX OAHHbIX

Cnncok 3MEeHSIOLLMX OKYMEHTOB
(B pea. MNpukasa PCTIK Poccum ot 23.03.2017 N 49)

B cootBeTcTBUM C YacTbio 4 cTatbn 19 depepanbHoro 3akoHa ot 27 utonsa 2006 r. N 152-03 "O nepcoHanbHbIX
nanHbIx" (CobpaHme 3akoHogaTenbcTBa Poccunckon ®epepauun, 2006, N 31, c1. 3451; 2009, N 48, cT. 5716; N 52, cT.
6439; 2010, N 27, cT. 3407; N 31, cT. 4173, cTt. 4196; N 49, ct. 6409; 2011, N 23, ct. 3263; N 31, ct. 4701) un
MonoxeHvem o PepepanbHoW crykbe MNO TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOMO, YTBEPXKAEHHLIM YKa3oM
MpesngeHTa Poccuiickon depepaumm ot 16 aerycta 2004 r. N 1085 (CobpaHue 3akoHopatenbcTBa Poccumnckon
depepaumm, 2004, N 34, cT. 3541; 2006, N 49, c1. 5192; 2008, N 43, cT. 4921; N 47, ct. 5431; 2012, N 7, cT. 818),
NpuKasbIBato;

1. yTBep,CI,I/ITb npunaraemMmblie CoctaB 1 coaepxaHune opraHn3aunoHHbIX U TEXHUYECKUX MepP Mo obecneyeHnto
©esonacHocTu nepcoHaribHbIX OaHHbIX NpU NX o6pa60TKe B VIH(*)OpMaLI,VIOHHbIX cucrtemMax nepcoHalribHbIX AaHHbIX.

2. lMpusHate ytpatuBwmm cuny npukaz PCTOK Poccum ot 5 despana 2010 r. N 58 "O6 yTtBepxaeHun
MonoxeHns o MeTogax n crnocobax 3awmuTbl MHGOPMaUUM B MHEMOPMALMOHHBIX CUCTEMax MepcoHasnbHbIX AaHHbIX"
(3apeructpuposaH MuHioctom Poccun 19 coespang 2010 r., peructpaumoHHbin N 16456).

OvpexTop

depepanbHoOn crykbbl N0 TEXHNUYECKOMY
M 3KCMOPTHOMY KOHTPOISIO

B.CEJINH

YTBEpPXKOEHDI
npukazom PCTIK Poccum
ot 18 cbeBpana 2013 r. N 21

COCTAB U COOEPXAHUE
OPIrAHU3ALUMOHHbLIX U TEXHWYECKUX MEP MO OBECIMNEYEHUIO
BE3OMNMACHOCTU NEPCOHAIIbHbIX AAHHbLIX NMPU X OBPABOTKE
B UH®OPMALIMOHHbIX CUCTEMAX NEPCOHAJbHbIX OAHHbIX

CnuncoK N3MeHsIILWUX AOKYyMEHTOB
(8 pea. MNpukasza PCTIK Poccum o1 23.03.2017 N 49)

|. O6bwme nonoxeHns

1. HacToswwmin gokyMmeHT pa3paboTaH B COOTBETCTBMM C YacTbio 4 ctatbu 19 depepanbHOro 3akoHa ot 27 umons
2006 r. N 152-93 "O nepcoHanbHbIx gaHHbIX" (CobpaHne 3akoHogaTenscTBa Poccuiickon Pepgepaumu, 2006, N 31, crT.
3451; 2009, N 48, cT. 5716; N 52, c1. 6439; 2010, N 27, cT1. 3407; N 31, cT. 4173, c1. 4196; N 49, cT. 6409; 2011, N 23,
cT. 3263; N 31, ct. 4701) 1 ycTaHaBnuBaeT COCTaB U COAEpPXaHWe OPraHM3auMOHHbLIX W TEXHUYECKMX Mep no
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(pea. ot 23.03.2017)

"06 ytBepxaeHun CocTaBa v coaepXaHusi OpraHn3auUMOHHbIX U1
TEXHM...

[JokymeHT npegoctasneH KoHcynbTaHTINOC
[ata coxpaHeHnus: 09.08.2017

obecneyeHnto 6e30NacHOCTM NEPCOHANbHbIX AAHHBLIX NPU UX 06paboTke B MHPOPMALMOHHBLIX CUCTEMAX MEPCOHArNbHbIX
OaHHbIX (ganee - mMepbl MO obecrneyeHnio 06e30nMacHOCTM MEepCoHarnbHbIX AaHHbIX) OJ19 KaXZoro M3 YPOBHEWN
3alULLEHHOCTM MEpPCOHarnbHbIX AaHHbIX, YCTAHOBMEHHbIX B TpeboBaHMAX K 3alMTe NepcoHanbHbIX AaHHbIX MPU KX
06paboTke B MHPOPMALMOHHbBIX CUCTEMAX NEPCOHanNbHbIX AaHHbIX, YTBEPXOAEHHbIX NOCTaHoBneHueM [lpaBuTtenscrTBa
Poccuiickon ®egepauum ot 1 Hosibpsa 2012 r. N 1119 (Cobpanue 3akoHogaTensctBa Poccuiickon Pegepaumm, 2012, N
45, cT. 6257).

Mepbl no obecne4vyeHnto Ge3onacHOCTU nepcoHarbHbIX AaHHbIX MPUHUMAKTCA ONA  3aWnTbl NepCoHalbHbIX
OaHHbIX OT HENpPaBOMEPHOIro nnu cnyqaﬁHoro [octyna K HUM, YHUYTOXEHNA, NAMEHEHUA, 6J'IOKI/IpOBaHI/IF|, KonnpoeaHus,
npegocTtaBlieHnd, pacnpocTpaHeHuAa nepcoHallbHbIX OaHHbIX, a TakkKe OT WHbIX HenpaBOMEPHbIX ODencTeBmi B
OTHOLUEHUN NepCOoHaribHbIX AAaHHbIX.

B HacToALLEeM JOKYMEHTE He paccMaTpMBaloTCs BOMPockl obecrievyeHnss 6e30nacHOCTU MepCoHanbHbIX AaHHbIX,
OTHECEHHbIX B YCTaHOBMEHHOM MOPSAKE K CBEeAEHWSIM, COCTaBIAIOWMM rOCyAapCTBEHHYIO TalHy, a Takke Mepbl,
CBAI3aHHbIE C NPMMEHEHNeM WNdPoBanbHbIX (KpUNTorpadmyecknx) cpeacTs 3alyTbl MHpopMaLIMW.

2. be3onacHOCTb NepcoHasnbHbIX AaHHbIX NpU UX 0bpaboTke B MHGOPMALUNOHHOM CUCTEME NEepPCOHAarbHbIX
OaHHbIX (ganee - nHGOpPMaLMOHHAA cucTema) obecneuymBaeT onepaTtop WM nuuo, OcyllecTBriswowee 00paboTky
nepcoHanbHbIX AaHHbIX MO MOPYYEHMNIO onepaTopa B COOTBETCTBMM C 3akoHoAaTeNnbCTBOM Poccunckon ®enepaumn.

Ons BbinonHeHns paboT no obecneyeHuto 6e30MacHOCTU MEpPCOHanbHbIX OaHHbIX Mpu KMX obOpaboTke B
WHOPMAaLIMOHHONM CUCTEME B COOTBETCTBMM C 3aKOHOA4ATeNbCTBOM Poccunckon degepaumm MoryT npuBrekaTtbcs Ha
[OrOBOPHOW OCHOBE OpuMAMYEecKoe nuUO WM WHAMBUAOYyanbHbI NpeanpuHMMaTenb, MMelWMe IUUEH3NI0  Ha
OEesATeNbHOCTb NO TEXHUYECKOW 3alumTe KOHpMAeHUManbHOM nHpopmaumn.

3. Mepbl no obecneyeHnio 6€30MacCHOCTM MepCOoHasbHbIX AaHHbIX peanusyrTCs B pamMKax CUCTeMbl 3aluThbl
nepcoHanbHbIX AaHHbIX, CO34aBaemMoV B COOTBETCTBMM C TpeboBaHWAMM K 3alLUTe NepcoHarnbHbIX AaHHbIX MpU UX
o6paboTke B MHHOPMALMOHHBIX CUCTEMAaX NEPCOHANbHLIX AaHHbIX, YTBEPXAEHHbIMWU NOCTaHOBNeHeM [lpaBuTenscrea
Poccuickon ®epepauum ot 1 Hoabps 2012 r. N 1119, n gomkHbl ObITb HanpaeneHbl Ha HeNnTpanu3auuio akTyarbHbIX
yrpo3 6e30nacHOCTM NepcoHanbHbIX AaHHbIX.

4. Mepbl no obecneyeHnto 6e30MaCHOCTM NEPCOHANbHbIX OaHHbLIX peanusyloTcs B TOM 4uUChe NOCpeacTBOM
NpUMeHeHVs1 B MHEPOPMALIMOHHOM CUCTEME CPEACTB 3alluTbl MHGOPMaLuUM, MpolealmxX B YCTaHOBMEHHOM nopsiake
npoLeaypy OLEeHKM COOTBETCTBUSI, B CrydasiX, KOrga NMpUMeEHeHWe Takux CPeacTB HeobGXoauMo Ans HelTpanvsauum
aKTyarnbHbIX yrpo3 6e30nacHOCTU NePCOHanbHbIX AaHHbIX.

KoHcynbTaHTlntoC: npumedaHue.
Hymepauusa nyHKTOB AaHa B COOTBETCTBMM C OhuLManbHbIM TEKCTOM LOKYMEHTA.

6. OueHka 9(pEKTMBHOCTN peanu3oBaHHbIX B paMKax CUCTEMbl 3alUTbl MNEepPCOHasbHbIX OaHHbIX Mep Mo
obecneyeHnto 6e30nacHOCTM NepcoHarnbHbIX AaHHbIX MPOBOAUTCS ONEPaTOPOM CaMOCTOSTENBHO UMK C NPUBIIEYEHNEM
Ha OOrOBOPHOM OCHOBE HOPUAMYECKMX §NUL, M MHOMBMAYANbHbIX NpeanpuHMaTenen, WUMEKLWMX JULEH3NI0 Ha
OCYLLEeCTBMeHne OeATEeNbHOCTU N0 TEeXHUYECKOW 3alumte KOHpuaeHuMansHOM WHMopMaumn. YKasaHHas oOueHka
NPOBOAMTCS HE pexe OOHOro pasa B 3 roaa.

7. Mepbl no obecnevyeHnto 6e30MaCHOCTM MEpPCOHanbHbIX OaHHbIX NpU UX 06paboTke B rocydapCTBEHHbIX
MHOPMALIMOHHBIX CUCTEMaX MPUHMMAIOTCH B COOTBETCTBMM C TpeboBaHMAMM O 3auTe MHOpMaLun, coaepxallencs
B rOCYyOapCTBEHHbIX MHAOPMALMOHHBIX cucTemax, YycrtaHaenueaembiMn OCTIK Poccum B npegenax CBOUX
MONHOMOYMIA B COOTBETCTBUM C YacTbk 5 crtatbu 16 PepepanbHoro 3akoHa ot 27 umong 2006 r. N 149-03 "O6
NHopmaLmm, HHOPMALMOHHBLIX TEXHOMNOIMAX 1 0 3awmTe nHdopmauun” (CobpaHme 3akoHopaTensctBa Poccuickon
®epnepaumm, 2006, N 31, cT. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N 30, cT. 4600; 2012, N 31, cT. 4328).

II. CocTaB n cogepxxaHune mep no obecneveHnto 6e3onacHoOCTu
nepcoHanbHbIX AAaHHbIX

8. B cocTaB Mep no obecneyeHnto HGeszonacHoCTM nepcoHarbHbIX OaHHbIX, peanM3yemMbliX B paMKax CUCTEMbI
3alnTbl NepCoHalrbHbIX JAaHHbIX C y4€TOM aKTyallbHbIX Yrpo3 ©Ge3onacHocTu nepCcoHarnbHbIX AOaHHbLIX U MNPUMEHAEMbIX
VIHd)OpMaU,VIOHHbIX TEXHOMOrMM, BXOOAT:
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"06 ytBepxaeHun CocTaBa v coaepXaHusi OpraHn3auUMOHHbIX U1
TEXHM...

[JokymeHT npegoctasneH KoHcynbTaHTINOC
[ata coxpaHeHnus: 09.08.2017

naeHTudmKaLmsa 1 ayTeHTudmKauus cyobekToB 4oCTyna 1 06beKTOB JOCTYNa;
ynpaBreHue JOCTYNoM cy6bekToB AocTyna k 06bekTam 4oCTyna;
orpaHMyeHue NporpaMMHoON cpeabl;

3almTa MalNHHBIX HOCUTEenen MH(bOpMaLI,VIVI, Ha KOTOPbLIX XpaHATCA U (I/IJ'WI) 06pa6aTbIBaIOTCFI nepcoHarbHble
AaHHble (p,anee - MallnHHbIE HOCUTEJTN NEepPCOHalbHbIX D,aHHbIX);

perncrtpaumsi cobbitun 6esonacHoCcTy;

aHTMBMPYCHasn 3aLLmnTa;

obHapyxeHue (NpefoTBpaLLeHme) BTOPXKEHUI;

KOHTPOJSb (aHanu3) 3almLLEeHHOCT NEPCOHANbHbIX AaHHbIX;

obecneyeHne LenoCTHOCTU MHHOPMALMOHHOW CUCTEMbI U MEPCOHANbHbIX AAHHbIX;
obecneyeHne AOCTYNHOCTN NEPCOHANbHbIX AaHHbIX;

3aluuTa cpedbl BUpTyanusauuu;

3almMTa TEXHUYECKMX CPEACTB;

3awmTa MHPOPMAaLIMOHHONM CUCTEMBI, €e CPEACTB, CUCTEM CBS3U 1 Nepeaaydn AaHHbIX;

BbISIBIIEHNE WHUMAEHTOB (OOHOIO COGLITUA MM TPYyNMbl COObITUIA), KOTOpblE MOrYT MPUBECTM K CGOAM  Unu
HapyLleHNo (PYHKLMOHUPOBAHUST WH(OPMALMOHHOW CUCTEMbI U (MNN) K BO3HUKHOBEHMIO Yrpo3 GesonacHocTu
MepCcoHarnbHbIX AaHHbIX (fanee - MHUMOEHTHI), M pearpoBaHue Ha HUX;

ynpasneHune KOH(*)MrypaLI,VIeIZ MH(bOpMaLJ,MOHHOVI CUCTEMbBI N CUCTEMDbI 3alLNTbl NEPCOHalrbHbIX AAaHHbIX.

CoctaB 1 cogepxaHne Mep no obecrneyeHnto 06e30MacHOCTM MNEepCOoHasNbHbIX AaHHbIX, HEobXoAMMbIX AONns
obecnevyeHus KaKgoro n3 ypOBHeI7I 3alMLLEHHOCTN nepCoHalbHbIX AaHHbIX, NMpuBeOeHbl B NMPUIOXEHUN K HacToALlleMy
OOKYMEHTY.

8.1. Mepbl MO uAeHTMMUKAUMM U ayTeHTUdmkauum cyObekToB [ocTyna M OObEeKTOB AOCTyna AOJMKHbI
obecneunBaTb NpUCBOEHME CyObeKTaM U 0ObekTaM AOCTyna YHWKanbHOrO npusHaka (MaeHTudukaTopa), CpaBHEHue
npeabaBnsaeMoro cybbLekTom (06bekToM) oCTyna MaeHTUdUKaTopa ¢ NepeyHeM NPUCBOEHHBLIX WAEHTUdMKaTopoB, a
Takke MNPOBEPKY MPUHAANEeXHOCTN cyObekTy (0ObekTy) [ocTyna npeabsiBlieHHOro UMM uMaeHTudukaTopa
(noaTeepxaeHne NOANNUHHOCTK).

8.2. Mepbl nNo ynpaBrneHuo AOCTYNoM cyObekToB AocTyna K o0O0bektam p[ocTyna [[OrmkHbl obecneuvvBaTb
ynpasneHue npasamMmu 1 NpuBMernaMm CyGbeKToB 40CTyna, pasrpaHMdeHe 4oCcTyna CyObekToB gocTyna K obbekTam
[0oCTyrna Ha OCHOBE COBOKYMHOCTU YCTaHOBMNEHHbIX B MIHADOPMALMOHHOM CUCTEME MNpaBun pasrpaHnyeHus gocTyna, a
Takke obecne4ynBaTb KOHTPOSb 3a COOMOAEHNEM ITUX MPaBUIT.

8.3. Mepbl N0 orpaHMYeHnio NporpaMMHON cpedbl OOSMKHbI obecnednBaTb YCTAHOBKY M (MnM) 3anyck TOMbKO
paspeLlleHHOro K WUCMNonb30BaHW B WHMOPMALMOHHOW CUCTEME MPOrpaMMHOrO obecneyeHuss WM UCKMYaTb
BO3MOXHOCTb YCTAHOBKM W (MNM) 3anycka 3arnpelieHHOro K WCMNonb3oBaHWi B WHPOPMALUMOHHOM  cUCTeMe
nporpammHoro obecneyveHus.

8.4. Mepbl MO 3awuTe MaLUMHHBIX HOCUTENEen nepcoHanbHbIX AaHHbIX (cpedcTB 06paboTkM  (XpaHeHus)
nepcoHanbHbIX AaHHbIX, CbE€MHbIX MALUUHHBLIX HOCUTENEN NepcoHanbHbIX AaHHbIX) OOSMKHbI UCKMYaTb BO3MOXHOCTb
HEeCaHKLUMOHUPOBAHHOIO A0CTYNa K MaWMHHBLIM HOCUTENSAM U XPaHALWMMCA Ha HUX MNEepcoHarnbHbIM AaHHbIM, a Takke
HeCaHKLMOHUPOBaHHOE MCNOSb30BaHNE CbEMHbIX MALLUWHHBIX HOCUTENEN NepcoHanbHbIX aHHbIX.

8.5. Mepbl no perncrtpauum cobbiTnii 6e3onacHOCT AOMKHbI obecneunBaTb COOP, 3annCb, XpaHeHWe K 3awuTy
nHopmaumm o cobbiTuax 6e3onacHOCTU B MH(POPMaLMOHHOW CUCTEME, a Takke BO3MOXHOCTb MPOCMOTpa M aHanusa
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VIHd)OpMaU,VIVI 0 TaKunx CoObITUAX U pearmpoBaHmne Ha HUX.

8.6. Mepbl No aHTMBUPYCHOM 3awmTe AOMMKHbI obecnevnBaTb OOHapyxeHve B WMHGPOPMALMOHHOW cuUcTteme
KOMMbIOTEPHLIX NPOrpamm Moo MHOM KOMMNbIOTEPHON WMHGOPMaUMK, NpefHa3HAYeHHOW ANsi HECAHKLMOHMPOBAHHOIO
YHUMTOXEHUS], BNTOKMPOBaHUs, MogudrKaLmMm, KONMMPOBaHMS KOMMbIOTEPHON MHGOPMALIMK UM HEWTpanM3aunm CpeacTs
3awwmThl MHpopMauun, a Takke pearmpoBaHve Ha OBHapyXeHue 3aTUX NporpaMm 1 MHopMaLmu.

8.7. Mepbl N0 0bHapyxeHuto (NpeaoTBpaLLEHMIO) BTOPXEHMI OOMKHbI 06ecneunBaTb obHapyXeHWe Oenctsuii B
WH(OPMALIMOHHON CUCTEME, HanpaBneHHbIX Ha HEeCaHKUMOHWPOBaHHbLIA AOCTYyN K MHdopmauun, cneumanbHble
BO3[ENCTBMSA HAa WH(OPMALMOHHYIO CUCTEMY W (MNWN) MepcoHarnbHble OaHHble B LEeNsax A0ObIBaHWUS, YHUYTOXEHMS,
NCKaXXeHUs1 N BNOKMPOBaHNS JOCTYNa K NepCoHarnbHbIM AaHHbIM, @ TaKKe pearMpoBaHMe Ha 3Tu OeNCTBUS.

8.8. Mepbl No KOHTpOMO (aHanu3y) 3alULLEHHOCTU MEepPCOoHanbHbIX AaHHBIX AOMKHbI 0becrneunBaTb KOHTPOSb
YPOBHSI 3aLLMLLEHHOCTN NEePCOHarbHbIX AaHHbLIX, 0bpabaTbiBaeMbiX B MUHDOPMALMOHHON CUCTEME, NyTEM NPOBEAEHUS
CUCTEMATUYECKUX MEPOMPUATMIA MO aHanu3dy 3alUEeHHOCTU  MH(OPMALUNOHHOW CUCTEMbI WM TECTMPOBAHUIO
paboToCnocobHOCTN CUCTEMBI 3aLLUThI NEPCOHASBHBIX AaHHbIX.

8.9. Mepbl no obecneyeHnto LENOCTHOCTM UHMOPMALUOHHOW CUCTEMbI U MEPCOHANbHLIX AaHHbIX AOMXKHbI
obecneunBaTb 0bHapyxeHne akToB HECaHKLMOHNPOBAHHOMO HapyLUEHWs LLeNTIOCTHOCTU MHGPOPMALIMOHHON CUCTEMBI U
cofepXaLLnxcsl B Hell NepcoHarbHbIX AaHHBIX, @ TaKKe BO3MOXHOCTb BOCCTaHOBMEHUS MH(POPMALMOHHON CUCTEMBI U
cofepXaLLmnxcsl B HEN NepcoHarnbHbIX AaHHBIX.

8.10. Mepbl no obecnevyeHnio AOCTYNHOCTU NEepCOHarnbHbIX AAaHHbIX OOSMKHbI obecneynBaTb aBTOPWU3OBAHHbLIN
OOCTyn nonb3oBaTtenen, UMeLMX Npaea no JOCTyny, K NepcoHarbHbIM AaHHbIM, coaepXalumes B MHMOPMaLMOHHON
cMCTeMe, B LUTATHOM pexnme PyHKLMOHMPOBaHUS MHGOPMAaLIMOHHOWN CUCTEMBI.

8.11. Mepbl no 3awute cpedbl BUPTyanu3auuuM [OIDKHbI UCKMNOYaTb HECAHKUMOHUPOBAHHBLIA  OOCTYN K
nepcoHanbHbIM AaHHbIM, obpabaTtbiBaemMbiM B BUMPTyanbHOW WHpacTpykType, M K KOMMOHEHTaM BUPTYyarbHOMW
WHPaCTPYKTYpbl 1 (MNn) BO3AENCTBME HA HUX, B TOM YMCIe K CPeACTBaM yrnpaBneHus BUpTyanbHON MHPaCTPYKTYPOH,
MOHUTOPY BUPTYanbHbIX MalWH (TMNEpPBM30PY), CUCTEME XpPaHEHUs OaHHbIX (BKMYasi CUCTEMY XpaHeHus o6pa3oB
BMPTYyanbHOM MWHMPACTPYKTYpbl), CETU MNepefadv [OaHHbIX Yepe3 3feMEeHTbl BUpTyanbHOW WM pr3nveckomn
WH(PACTPYKTYpPbl, FOCTEBbLIM OMEpPaLMOHHbIM CUCTEMAaM, BMPTyarbHbIM MawvHaMm (KOHTEMHepam), CUCTEME U CeTu
pennukaumn, TepMUHanbHbIM M BUPTyanbHbIM YCTPOMCTBaM, a TakkKe CUCTeMe pe3epBHOro KOMMPOBaHUA U
co3gaBaeMbIM ero KonusMm.

8.12. Mepbl Mo 3awWwmUTe TEXHUYECKUX CPeACTB [AOMKHbI MWCKNYaTb HECAHKUMOHMPOBAHHBLIM  AOCTYN K
CTaUMOHapHbIM TEXHNYECKUM cpeacTBam, obpabaTbiBaloWMM NepcoHanbHble AaHHble, CpeacTBam, obecnevmBarowmum
(PYHKLMOHMPOBaAHUE WHAOPMAaLMOHHON cucTeMbl (danee - cpeactBa obecnedeHus OYHKUMOHMPOBaHMSA), U B
NMoMeLLEeHUs!, B KOTOPbIX OHU MOCTOSHHO PAaCMONIOXKEHbI, 3aLUUTY TEXHUYECKUX CPEeACTB OT BHELUHWX BO3AEMCTBUMW, a
Takke 3aliMTy NepcoHarnbHbIX OaHHbIX, NPEeACTaBMNEHHbIX B BUAE WH(OPMATUBHbLIX 3JNEKTPUYECKMX CUrHaNoB U
dM3MYECKMX Nonen.

8.13. Mepbl no 3awmTe NMHPOPMAaLMOHHON CUCTEMBI, €€ CPEACTB, CUCTEM CBA3N M nepefadn OaHHbIX LOSKHbI
obecneunBaTh 3aLLMTy NepcoHanbHbIX AaHHbIX NPU B3aUMOAENCTBUN MHPOPMALMOHHON CUCTEMbI UMW ee OTAerNbHbIX
CErMEHTOB C WHbIMA MHAOPMALMOHHLIMW  CUCTEMaMM U MHPOPMALMOHHO-TENEKOMMYHUKALMOHHBIMK  CETSIMU
NMoCpeacTBOM MPUMEHEHUSI apXUTEKTYpbl UH(OPMALMOHHON CUCTEMbI M MPOEKTHbIX PELUEHWUA, HanpaBfieHHbIX Ha
oGecneyeHne 6e30NacHOCTM NepPCoHanbHbIX AaHHbIX.

8.14. Mepbl MO BbISABMAEHNIO WMHUWOEHTOB W pearMpoBaHMIO Ha HWUX [OMKHbl obecneynBaTb OOHapyxeHue,
naeHTudrKaumio, aHanM3 UHUMAEHTOB B MH(OPMAaUMOHHOW CUCTEME, a TaKke NPUHATUE Mep MO YCTPaHEHUo U
npegynpexaeHnio MHLMOEHTOB.

8.15. Mepbl No ynpaeneHutio KoHdurypaumen UHpOPMaUMOHHON CUCTEMbI M CUCTEMbI 3alUMUTbl NEPCOHANbHbLIX
OaHHbIX JOMKHbI obecneunBaTtb ynpaBneHne M3MeHeHUsIMU KOoHdurypaumm MHAOPMALMOHHOW CUCTEMbI U CUCTEMBI
3alUNTbl NepPCOHanbHbIX A4aHHbIX, aHanM3 NOTEHUManbHOro BO34EWCTBUS MiaHMpyeMbIX M3MEHEHUMI Ha obecnedeHue
6e3onacHOCTM NepcoHarbHbIX AaHHbIX, @ TAaKKe LOKYMEHTMPOBAHNE 3TUX U3MEHEHUN.

9. Bblibop mep no obecneyeHnto 6e30MacHOCTM MNEPCOHANbHbLIX AaHHbIX, MNOANEXAalUX peanu3auum B
I/IH(*)OpMaLLI/IOHHOVI cuctemMe B paMKax CUCTEMbI 3aLLUMNTbl NepCOoHalrbHbIX AaHHbIX, BKITIOYaeT:
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(pea. ot 23.03.2017)
"06 C [JokymeHT npegoctasneH KoHcynbTaHTINOC
yTBepxXaeHnn CocTtaBa U coaep>XXaHusa OpraHm3auuoHHbIX U [lata coxpaHenus: 09.08.2017

TEXHMN...

onpegeneHne 6asoBoro Habopa Mep no obecneyeHnto 6e30MacHOCTM MNEPCOHanbHbIX OAHHbIX 4N
YCTaHOBJ1IEHHOIo0 YpPOBHA 3alULLEHHOCTU nepcCoHalrbHbIX OaHHbIX B COOTBETCTBUM C 6a3oBbIMU Ha6opa|v||/| Mep no
obecneyeHnto 6e30NacHOCTM NEPCOHasbHbIX AaHHbIX, NPUBEOEHHLIMU B NMPUMNOXEHUM K HACTOSALLEMY LOKYMEHTY;

aganTauuio GasoBoro Habopa mep no obecneyeHnto 6e30MacHOCTM MEPCOHANbHLIX AaHHbIX C  Yy4eTOM
CTPYKTYPHO-(PYHKUMOHAIbHBIX  XapaKTepuUcTUK  MHAPOPMALUMOHHOMW  CUCTEMbI,  UH(OPMALMOHHBLIX  TEXHOMOIUH,
ocobeHHoCTeN OYHKLUMOHNPOBAHUSA NMHAPOPMALIMOHHON CUCTEMBI (B TOM YuCre ucknodeHme n3 6asosoro Habopa mep,
HenocpeACcTBEHHO CBA3aHHbIX C MHAPOPMALMOHHLIMU TEXHOMOMMSIMU, HE NCMONb3YEeMbIMU B MIHPOPMaLMOHHON cUCTEME,
UNN CTPYKTYPHO-(PYHKLUNOHANBHLIMU XapakTepucTukaMm, He CBOMCTBEHHLIMU MHADOPMALIMOHHOW CUCTEME);

YTOYHEHME aganTMpoBaHHOro 6asoBoro Habopa Mep no obecnevyeHnto 6e30MacHOCTN MEPCOHArbHbIX AaHHbIX C
y4yeToM He BbIOpaHHbIX paHee mep, NPUBEOEHHbIX B MPUIIOXEHUN K HACTOsLWEMY AOKYMEHTY, B pesynbTaTe 4ero
onpefensaTcs Mepbl N0 obecrneyeHnio 6e30MacHOCTM NepCcoHarnbHbIX AAHHbLIX, HaMpaBfEeHHbIE Ha HeWTpanuMsauuto
BCEX aKTyasbHbIX yrpo3 6e3onacHOCTV NePCOHanbHbIX AaHHbIX ANSl KOHKPETHOW MHAOPMALIMOHHOW CUCTEMBI;

OOMOSMIHEHME YTOYHEHHOro afanTUpoOBaHHOro ©6asoBoro Habopa Mep no obecneveHuto GesonacHoOCTU
nepcoHalrnbHbIX AAaHHbIX MepaMu, 06€CI'Ie‘-WIBaIOLLLI/IMI/I BbIMNOJIHEHUE Tpe6OBaHI/IIZ K 3awunte nepcoHanbHbIX OaHHbIX,
YCTaHOBMNEHHbIMY MHBIMW HOPMaTMBHLIMU NPaBOBbLIMK akTamu B obnactu obecneyeHns 6e30nacHOCTM NepCOoHanbHbIX
OaHHbIX U 3aLLMTbl MHOpMaLMU.

10. MNpn HEBO3MOXXHOCTU TEXHUYECKOW peanusaummn oTAenbHbIX BbiOpaHHbIX Mep no obecneveHnio 6e3onacHoOCTH
nepcoHanbHbIX AaHHbIX, @ TaKKe C y4eTOM 3KOHOMMUYECKOM Lenecoobpa3HoCcTy Ha dTanax agantauun 6asosoro Habopa
Mep 1 (UnNn) yTouHeHWs aganTupoBaHHOro 6a3oBoro Habopa Mep MoryT paspabaTtbiBaTbCsi MHbIE (KOMMEHCUpYIoLLNE)
Mepbl, HanpaBMneHHble Ha HEMTpanNu3aumIo akTyanbHbIX Yrpo3 6€30NacHOCTM NepcoHanbHbIX AaHHbIX.

B atom cnydae B xoae pa3paboTkM cUCTEMbl 3alMTbl NMEPCOHAanbHbIX [AaHHbIX [AOMKHO OblTb NpoBeAEeHO
060CHOBaHME NPMMEHEHNS1 KOMMNEHCUPYOLWNX Mep Anst obecneyeHms 6e30nacHOCTU NepcoHarbHbIX AaHHbIX.

11. B cnyyae onpegeneHns B COOTBETCTBMM C TpeboBaHMAMM K 3alimTe NepcoHarnbHbIX Npu nx obpaboTke B
MHGOPMALIMOHHBIX CUCTEMAX NEePCOHanbHbIX AaHHbIX, YTBEPXKAEHHBIMW NOCTaHoBeHMeM [paButenbctBa Poccunckon
®epepaumm ot 1 Hos6psA 2012 1. N 1119, B kauecTBe aKkTyanbHbIX Yrpo3 6e30nacHOCTU NepCoHanbHbIX AaHHbIX 1-ro u
2-ro TMNOB JOMNONHUTENBHO K MepaM no obecneyeHnto 6e30nacHOCTN NepcoHarnbHbIX OaHHbIX, yKasaHHbIM B MyHKTE 8
HaCTOALLLEro JOKYMEHTa, MOryT NPUMEHATLCS cneayoLime mepbl:

nMpoBepka CUCTEMHOrO W (MNv) NPUKNALHOro MPOrpaMMHOrO OBecneyeHus, BKIYas NporpaMMHbIA  Kod, Ha
OTCYTCTBME He[eKrnapupOBaHHbIX BO3MOXHOCTEN C WMCMONb30BaHMEM aBTOMAaTU3MPOBAHHBLIX cpeacts U (unun) 6Ges
UCMOrb30BaHUS TaKOBbIX;

TecTtnpoBaHune I/IHCbOpMaLI,VIOHHOIZ CUCTEMbI Ha NMPOHUKHOBEHUA;

ncnonb3oBaHne B MHPOPMALIMOHHON CUCTEME CUCTEMHOIO U (MnM) MPUKNAAHOro MporpaMMHOro obecneveHus,
pa3paboTaHHOro ¢ UCMOomNb30oBaHWEM METOAOB 3aLLMLLEHHOIO NPOrpaMMUPOBaHUSI.

12. TexHuyeckme Mepbl 3alMTbl MNEePCOHasbHbIX AAHHbBIX peanusyrTCs MOCPeACTBOM MPUMEHEHUS CPeacTB
3almThl MHpopMauun, B TOM Yncne NPorpaMMHbIX (MporpammMHo-annapaTtHbIX) CpeacTB, B KOTOPbIX OHWM peanv3oBaHbl,
nmeroLwmnx Heobxoammble OyHKUMM Be30NacHOCTU.

Mpn ncnonb3oBaHMM B UMHEOPMALMOHHBIX CUCTEMAX CepTUAULMPOBaHHbIX MO TpeboBaHuAM 6e3onacHoCTU
MHdOpMaUnK cpeacTB 3alunTbl UHOPMaLUN:

B I/IH(bOpMaLI,I/IOHHbIX cuctemax 1 YPOBHA 3allUNLLEeHHOCTN MnepcCOoHarlibHbIX AaHHbIX NPUMEHAKTCA Ccpencrtea
3aliunTbl I/IHd)OpMaLI,MVI He HWxe 4 Knacca, a Takke cpencrtea BbIYMCNUTENBHOW TEXHUKM HE HWXKe 5 Knacca;

B MH(OPMaLMOHHbIX CUCTEMAxX 2 YPOBHS 3aLUMLLEHHOCTM MepPCOHarnbHbIX AaHHbIX NPUMEHSIIOTCS cpeacTea
3alWmnTbl MHopMaL KN He HKXKe 5 Knacca, a Takke cpeicTBa BbIYMCIUTENBHON TEXHUKM He Hke 5 knacca;

B MH(OPMAUMOHHBIX CUCTEMax 3 YPOBHSA 3aLUMLLEHHOCTM MEPCOHarnbHbIX AaHHbIX MNPUMEHSIOTCS CcpeacTea
3aWmThl MHGOPMaLUUK He HUXe 6 Knacca, a Takke cpeacTBa BblMUCIUTENBHON TEXHUKM HE HUXKe 5 Knacca,
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"06 C [JokymeHT npegoctasneH KoHcynbTaHTINOC
yTBepxXaeHnn CocTtaBa U coaep>XXaHusa OpraHm3auuoHHbIX U [lata coxpaHenus: 09.08.2017

TEXHMN...

B MHGOPMALMOHHBIX cUCTEMax 4 YpPOBHS 3alUMLLEHHOCTU MEPCOHAmnbHbIX AaHHbIX MNPUMEHAOTCA CpeacTea
3aWwuThl MHGOPMaLMKN He HUXKe 6 kracca, a Takke cpeacTBa BblUNCIIUTENBHOM TEXHUKN HE HDKE 6 Knacca.

Knaccbl 3awmTtbl OnpegensTcs B COOTBETCTBMM C HOPMATMBHBIMW MPaBOBbIMM  akTamu, W3OaHHbIMA B
cooTBeTCcTBMM C noanyHkTom 13.1 nyHkTa 8 MonoxeHuns o degepanbHon crnyxbe no TEXHUYECKOMY WM 3KCMOPTHOMY
KOHTpPOIO, YyTBEpXaeHHOro Ykasom lNMpesngeHTta Poccuiickon ®epepaumm ot 16 aBrycrta 2004 r. N 1085.

Mpu ncnonb3oBaHUK B MHOPMAaLMOHHBIX CUCTEMaX CPeACTB 3aluMTbl MHGOPMaLUM, CepTUMOULMPOBaHHbLIX MO
TpeGoBaHunaAM 6e30nacHOCTV MHGOPMaLMK, YKkasaHHbIe CPeACTBa AOSKHbI OblTb CepTURUUMPOBAHbLI Ha COOTBETCTBUE
obs3aTenbHbIM TPEGOBaHUAM Mo GE30MacCHOCTM MHGOPMAaLUK, YCTAHOBIEHHBIM HOPMaTUBHBLIMU MPABOBLIMU aKTamu,
U TpeboBaHNAM, ykaszaHHbIM B TEXHUYECKUX YCIOBUSX (3a4aHusX no 6e3onacHocTh).

CDyHKLI,l/II/I ©e3onacHocTu cpeancTts  3allunThbl MH(bOpMaLI,VIVI [OMKHbI obecneynBaTb  BbINONHEHNE mMep no
obecneyeHnto 6e3onacHoOCTU nepcoHalribHbIX OaHHbIX, coAepKalKnXCcd B HAaCToAWweM OOKYMEHTe.

[ns obecneyeHns 1 1 2 ypoBHen 3aLUMLLEHHOCTM NepCcoHanbHbIX AaHHbIX, a Takke Ana obecnevyeHnss 3 ypoBHSA
3alUMLLEHHOCTU NePCOHanbHbIX AaHHbIX B MHOPMALIMOHHBIX CMCTEMaX, AN KOTOPLIX K akTyanbHbIM OTHECEHbI Yrpos3bl
2-ro TMNa, NpMMeEHsITCA cepTUdULMpPOBaHHbIe CPeACTBa 3aLLMTbl MHGOPMaLMK, NporpammHoe obecneyeHne KoTopbIxX
MPOLLIIO NPOBEPKY HE HMXKE YeM MO 4 YPOBHIO KOHTPOMSA OTCYTCTBUSA HEAEKNapUPOBaHHbLIX BO3MOXHOCTEW.

(n. 12 B pea. Mpukaza PCTIK Poccum o1 23.03.2017 N 49)

13. Mpu Ucnonb3oBaHUN B UHPOPMALIMOHHBLIX CUCTEMAaX HOBbIX MHMOPMAaLMOHHBLIX TEXHOMOMUIA U BbISBNEHUN
JOMONHUTENbHBIX Yrpo3 6e30MacHOCTY NepPCoHanbHbIX AaHHbIX, AN KOTOPbIX He onpedeneHbl Mepbl obecneyeHust Ux
6e30MacHOCTH, AOJMKHbI paspabaTbiBaTbCs KOMMEHCHpPYOLLME Mepbl B COOTBETCTBMM C NyHKTOM 10 HacTosiwero
JOKyMeHTa.

MpunoxeHne

k CocTaBy 1 cogepxaHuio
OpraHM3auMOHHbIX U TEXHUYECKMX
Mep no obecneyeHmto 6e3onacHoOCTy
nepcoHanbHbIX AaHHbIX NPU UX
00paboTke B MHpOPMALIMOHHbLIX
cMCTEMaXxX NepPCcoHarbHbIX AaHHbIX

COCTAB 1 COOEPXAHNE
MEP MO OBECMEYEHUIO BE3OMNACHOCTU NEPCOHATBbHbBIX JAHHbIX,
HEOBXOOMMbIX OJ1A OBECMNEYEHNA KAXKOOIO N3 YPOBHEN
SAWLMLLEHHOCTU NEPCOHANBHbLIX OAHHbIX

YcnoBHoe CopeprxaHve Mmep no obecneyveHuto GesonacHocTy YPOBHM 3aLUMLLEHHOCTU
0603HaueHune n NepCcoHanbHbIX AaHHbIX NepCcoHanbHbIX AaHHbIX
HOMep Mepbl

4 3 2 1

|. oeHTudbmnkaums n ayteHTUdMKaumnsa cyobeKkToB gocTtyna n oobektoB goctyna (MAP)

NAD.1 WpoeHTudukaums mn  ayteHTUdMKaumMs nonb3oBaTenewu, + + + +
ABNAIOLMXCA paboTHMKaMK onepaTtopa

NAD.2 NoeHTndukaumsa n ayTeHTMdUKaums yCTpOMCTB, B TOM + +
yucne ctauMoHapHbIX, MOBUIBHBLIX 1 MOPTaTUBHBIX

NAD.3 YnpasneHne ngeHtudurkatopamu, B TOM Ynucrne cosgadue, | + + + +
NPUCBOEHME, YHNUYTOXEHNE MAEHTU(UKATOPOB
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TEXHMN...

[JokymeHT npegoctasneH KoHcynbTaHTINOC

[ata coxpaHeHnus: 09.08.2017

NAD.4

YnpaeneHue cpeacTBamu ayTeHTUdMUKaLUUKU, B TOM 4duche
XpaHeHue, Bbldavya, MWHMUManu3auusi, BnokupoBaHue
CPEACTB ayTeHTU(UKaAUMM U TMPUHATME Mep B Ccryyae
yTpaThl U (MNn) KOMNPOMETaLUK CPeACcTB ayTeHTUdMKaLmMm

NAD.5

3awuta obpaTHoN CBS3N Npu BBOAE ayTEHTUDMKALMOHHON
MHdopMaLnn

NAD.6

NoeHTndukaumsa n ayteHTMdukaums nonb3oBaTternen, He
asngowmxca  paboTtHukamuM  onepatopa  (BHELUHUX
nonb3oBaTenen)

. YnpaeneHne goctynom cybbekToB goctyna k obbektam goctyna (Y

yng.1

YHpaBneHme (3aBe,D,8HVIe, aKTnBauua, 6J'IOKI/IpOBaHI/Ie n
YHVIHTO)KeHVIe) YY4ETHbIMU 3anncAamMmm nosnb3oBaTtenen, B ToM
yucne BHELLHMX Nonb3oBaTenen

+

yrna.2

Peanusauns HeobxoauMMblX METOAOB (AMCKPELIMOHHBIN,
MaHOaTHbIA, PONEBON UNWU WHOW METOA), TUMOB (YTEHUE,
3anncb, BbLIMOSIHEHWE WM WHOW  Tun) W MpaBun
pasrpaHuyeHuns goctyna

yrna.3

YnpaBsneHue (hunbTpauus, mMapLupyTu3auus, KOHTPOSb
CoeINHEeHMIN, OfHOHanpaBrieHHad nepefjaya W  UHble
cnocobbl  ynpaBneHust) MHPOPMALMOHHBIMU  MOTOKaMM
Mexay YCTpoucTBamu, cerMeHTamu WHGOpMaLMOHHON
CUCTEMBbI, a TaKke Mexay UHPOPMaLUOHHBIMK CUCTEMaMMU

yrpag.4

PasgeneHne nonHomouui  (poren) nonb3oBaTenen,
agMUHUCTPaTOPOB " nmu, obecneynBaroLLmX
P YHKUMOHMPOBaHNE NHPOPMALIMOHHON CUCTEMBI

yrna.s5

HasHauyeHMe MWHMManNbHO HEoBXOAUMbIX MpaB MU
NpuBUNErnin nonb3oBaTensamM, agMUHUCTpaTopaM U nuuam,
obecneynBaloLLMM OYHKLMOHMPOBaAHNE MHGOPMAaLNOHHOW
cUCTeMbl

yrpa.6

OrpaHunyeHne  HeycnewHbIX  MOMbITOK BxoAa
MHMOPMALIMOHHYIO cucTeMy (gocTyna K MHAOPMaLMOHHO
cucteme)

B
7

yna.7

MpenynpexaeHve nonb3oBatens npu ero Bxoge B
WHOPMALIMOHHYIO  CUCTEMY o} TOM, 4yTO B
WHOPMALIMOHHOM CUCTEME  peanun3oBaHbl  Mepbl MO
obecneyeHmnio 6e30MacHOCTN NepPCOHanbHbIX AaHHbIX, U O
HeobxoaMMocCTH cobntoaeHus YCTaHOBIEHHbIX
onepaTtopom npasun 06paboTkM NepcoHanbHbIX aHHbIX

yrpa.8

OnoBelleHne Mnonb3oBaTens Nocre ycnewHoro Bxoda B
MHCOPMALIMOHHYIO CUCTEMY O €ro npeablaylleM Bxode B
MH(POPMALIMOHHYIO CUCTEMY

yra.o

OrpaHuyeHre Yynucna napannenbHbIX CeaHCoB AO0CTyNa Ans
KaXkaon y4eTHOM 3anncu nonb3osatensd MHGPOPMaLMOHHOW
CUCTEMBI

yrg.10

BrokvpoBaHue ceaHca [focTyna B WH(OPMaLMOHHYHO

CuctemMmy nocne yCTaHOBITIEHHONo BpeMeEeHU besgencTausa
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(HeakTMBHOCTW) Nonb3oBaTeNs UKW MO ero 3anpocy

yna.11

PaspelieHne  (3anpet) OeWCTBUM  MNonb3oBaTenewn,
paspeLUeHHbIX 40 naeHTudukaumm n ayteHtTudmnkaumm

yrg.12

Mopoepxka W coxpaHeHue aTpubyToB Ge3onacHOCTM
(meTok ©esonacHOCTM), CBSAA3aHHbIX C WHpopMaumnen B
npotecce ee xpaHeHusi 1 06paboTkM

yrg.13

Peanusauus 3almieHHoro yaoaneHHoro nocrtyna
Cy6beKTOB nocrtyna K obbekTam OOoCTyna 4epe3 BHELHune
VIHCbOpMaLI,VIOHHO-TeJ'IEKOMMyHVIKaU,I/IOHHbIe cetn

yrg.14

PernameHTaums ¥ KOHTPONMb  WCMONb30BaHWA B
MHOPMaLIMOHHON cUCTEME TexHonoruii GecnpoBoaHOro
JocTyna

yrnp.15

PeFJ'IaMeHTaLI,I/IFl n KOHTPOI1b MNCcnonb30BaHNA B
MHPOPMALIMOHHOW  CUCTEME  MOBUMBbHBIX  TEXHUYECKUX
cpencrts

ynp.16

YnpasneHne B3amogencTtBueM C  MHGOPMaLMOHHBIMU
cncTtemamm CTOPOHHUX opraHu3aumn (BHeLWwHve
WMHOPMALIMOHHBIE CUCTEMbI)

yng.a7z

Ob6ecneyeHne [OBEpPEeHHO 3arpysku CpeacTB
BbIYUCITUTENBHOMN TEXHUKM

[ll. OrpaHuyeHue nporpammHon cpebl (OrNC)

onc.1

YnpaBneHue 3anyckom (obpalleHuMsiMM) KOMMOHEHTOB
nporpamMmmHoro obecneyeHns, B TOM 4ucne onpeneneHne
3anyckaeMblX KOMMOHEHTOB, HacTpoWka MapamMeTpoB
3anycka  KOMMOHEHTOB,  KOHTPONb  3a 3anycKkom
KOMMOHEHTOB NporpamMmmHoro obecneveHus

oric.2

YnpaBneHve yCTaHOBKOW (MHCTannsumMen) KOMMOHEHTOB
nporpamMmmHoro obecneyeHns, B TOM 4Yucne onpegeneHne
KOMMOHEHTOB, MOANexaliMx YCTaHOBKe,  HacTpovka
napamMeTpoB YCTAHOBKM KOMMOHEHTOB, KOHTPO/lb 3a
YCTaHOBKOW KOMMOHEHTOB NpOorpaMMHOro obecneveHus

onc.3

YcTaHoBKa (MHCTaJ'IJ'IFlLI,MFI) TONMbKO  paspelleHHOro K
MCNoJy1b30BaHMO nNporpaMmMHOro obecneyeHns n (I/IJ'IM) ero
KOMMOHEHTOB

oric.4

YnpaBneHvue BpeMeHHbIMK harinamu, B TOM Yucrne 3anper,
paspelleHne, nepeHanpaeneHve 3anucu, yaaneHue
BpeMeHHbIX ¢bannos

IV. 3awmTa MaLlLMHHBIX HOCUTENEWN NEPCOHANbHbIX JAaHHbIX

(3HW)

3HN.1

Y4eT MalUMHHbIX HOCUTENEN nepcoHarnbHbIX AaHHbIX

3HWN.2

YHpaBneHme AocTynom K MaLlUNHHbIM HOCUTENAM
nepcoHarnbHbIX AaHHbIX

3HW.3

KOHTpOJ'Ib nepemMeLlleHnd MaLUNHHbIX HocuTenen

nepcoHaribHbliX AaHHbIX 3a npeaenbl KOHTpOJ'IVIpyeMOIZ
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30HbI

3HN .4

HcknioyeHne BO3MOXXHOCTU HeCaHKLUMOHNPOBAHHOIO
O3HaKoOMJleHMA C coaepXXaHnem nepcoHalnbHbIX OaHHbIX,
XpaHAWNXCA Ha MalUUHHbIX HOCUTENAX, n (I/IJ'II/I)
NCNonb30BaHMs HOoCUTenen nepcoHarnbHbIX aHHbIX B UHbIX
VIH(bOpMaLU/IOHHbIX cucremMax

3HWN.5

KoHTponb ncnone3oBaHusa uHTepdernicos Beoga (BbiBoAA)
WHpopMaLMM Ha MaLUMHHbIE HOCUTENW MepPCOHanbHbIX
OaHHbIX

3HWN.6

KoHTponb BBOAa (BbiBOZA) MHGOPMaUUM Ha MallMHHbIE
HOCUTENW NepPCOHanbHbIX AaHHbIX

3HN.7

KOHTpOJ'Ib NnoAKI4YeHunsA MaLUNHHbIX HocuTenen
nepcoHaribHbIX OaHHbIX

3HWN.8

YHn4TOXKEHUE (cTupaHune) unm obesnnuuBaHue
nepcoHanbHbIX 4aHHbIX HA MALUMHHBIX HOCUTENSAX MpU KX
nepegade Mexgy nonb3oBaTensMui, B CTOPOHHWE
opraHvM3auMu Ons pemMoHTa UMW yTunusaumu, a TaKke
KOHTPOJTb YHUUTOXEHUS (CTUPaHMsA) nnm 00e3nmyunBaHms

V. Pernctpauust cobbitnin 6esonacHoctn (PCB)

PCB.1

OnpepeneHne cobbitun  Ge3onacHOCTK,  noAasiexalumx
perncrtpaumn, h CpokoB X XpaHeHus

PCB.2

Onpe,u,eneHMe CoCTaBa M coaepxxaHusa VIH(bOpMaLI,I/IVI o
cobbITuAX 6Ge3onacHOCTK, NoAneXallmx perncrpaunmn

PCB.3

C6op, 3anuMcb M XxXpaHeHWe uHpopMauum o CcobBbITUAX
6e30nacHOCTM B TeYeHWe YCTaHOBIIEHHOrO BpeMEHM
XpaHeHusi

PCB.4

PearvpoBaHne Ha cbou npu peructpaumm COBbITMI
B6esonacHocTW, B TOM Yncne annapaTHble U NporpamMmmHbie
owunbkn, cbon B MexaHmsmMax cbopa MHopmauum u
OOCTWXKeHWe npedena wnvM nepenosfiHeHuss  obbema
(emkocTM) NamATH

PCB.5

MoHUTOPUHT (npocmoTp, aHanus) pesynbTaTos
peructpaumm cobbiTnii 6€30NacHOCTM U pearnpoBaHve Ha
HUX

PCB.6

"eHepupoBaHue BPEMEHHbIX MEeTOK " (nrn)
CUHXPOHU3aUNS CUCTEMHOIO BPEMEHN B MHPOPMAaLIMOHHON
cucreme

PCB.7

3awmTa nHpopmaumm o cobbiTrsx 6e30nacHOCTU

VI. AHTMBUpYCcHas 3awmTa (AB3)

AB3.1

Peanunsauusa aHTUBUPYCHOW 3alUunTbI

AB3.2

O6HoBneHne 6a3bl OaHHbIX MNPU3HAKOB BPEAOHOCHBIX
KOMMbIOTEPHbIX NPOrpaMm (BUpYcoB)

KoHCcynbTaHT
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VII. O6HapyxeHue BTOpXeHUn (COB)

COB.1 O6HapyXeHne BTOpXXeHUM

COB.2 O6HoBREeHNe 6a3bl peLuaroLLmMX NpaBun

VIII. KoHTpornb (aHanua) 3awuLeHHOCTM NepcoHarnbHbIX AaHHbIX (AH3)

AH3.1 BbigBneHne, aHanu3 yaA3BMMOCTEW MHGOPMAaLVOHHOM +
CUCTEMbI 1 ONepaTUBHOE YCTPaHEHNE BHOBb BbISIBIEHHbIX
YA3BUMOCTEN

AH3.2 KoHTponb  ycTaHOBKM  OBHOBREHWA  nporpaMMHoOro| + +
obecneyeHuns, BKkYas OOHOBMEHWEe  NPOrpaMMHOro
obecneyeHns cpeacTB 3alUMTbl MHOPMaLMK

AH3.3 KoHTponb paboTocnocobHOCTK, NnapamMeTpoB HACTPOMKA U +
NpaBUbHOCTU (PYHKLMOHNPOBAHMS nporpamMmmHoro
obecneyeHns N CpeacTB 3aLmTbl MHOPMaLMm

AH3.4 KoHTponb cocTaBa TeXHUYECKUX CPeAcTB, MPOrpamMmMHOro +
obecneyeHns n cpeacTB 3alnThl MHpopMaLmm

AH3.5 KoHTponb npaBun  reHepauMm U CMeHbl  naponeun
nonb3oBaTenen, 3aBefeHnst 1 yoaneHus y4eTHbIX 3anvcen
nonb3oBaTenen, peanu3auum npaBwun  pasrpaHnyeHus
goctyna, NONTHOMOYMI nonb3oBaTenemn B
WMHOPMALIMOHHONW cucTeMe

IX. ObecneveHne LEeNOCTHOCTU VIHCbOpMGU,I/IOHHOVI CUCTEMBbI N NepCoHallbHbIX AaHHbIX

ous

ouJ1.1 KoHTponb LEnocTHOCTM MporpaMMHoro  obecneyeHus,
BKIOYas nporpammHoe obecrieyeHne CpeactB  3aluumThl
MHdopMaLnn

oun.2 KoHTpornb  LenocTHOCTM nepcoHanbHbIX JaHHbIX,
cofepxawmxca B 6azax [AaHHbIX  MH(OpMaUMOHHOW
CUCTEMBI

oun.3 Ob6ecneyeHne BO3MOXHOCTH BOCCTaHOBJIEHMS
nporpamMmmHoro 06ecnequV|;|, BKIno4ada nporpamMmmMHoe
obecneyeHve cpeacTB 3awmTbl  MHGOpPMauUMM,  Npu
BO3HUKHOBEHUW HELUTaTHbIX CUTyauui

oun.4 OG6HapyXeHne U1 pearMpoBaHMe Ha MOCTyNfieHne B
NHOPMALIMOHHYO cuctemy HesanpawmBaembix
ANEKTPOHHbIX COOBLWEHUN (Mucem, OOKYMEHTOB) U MHOW
MHOPMALNK, HE OTHOCALUMXCH K YHKLMOHUPOBAHWUIO
MHMOPMALMOHHOW CUCTEMBI (3awmTa OT cnama)

ous.s KoHTponb cogepxaHusa mHdopMauun, nepegasaemMon U3
NMHOPMALIMOHHON CUCTEMBI (KOHTEWHEPHDBIN, OCHOBaHHbIN
Ha cBoWcTBax obbekTa gocTyna, U (UnNn) KOHTEHTHBIN,
OCHOBaHHbI Ha MOWCKe 3anpelleHHOW K nepegade
NHOPMaLIMK C UCTONb30BaHWEM CUTHATYpP, MacoK N UHbIX
MEeTOOOB), W WCKMIOYEeHWe HenpaBOMEepHOW nepedayv
nHdopmaumm n3 MHOPMaLMOHHON CUCTEMBI

ouJ.e OrpaHuyeHne npaB  nofb3oBaTtenen no BBOAY
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NHpopMaLMKN B MHDOPMALIMOHHYIO CUCTEMY

oun.7

KoHTpomnb TOYHOCTW, MOMHOTHI U MPAaBUMBLHOCTU AAHHBIX,
BBOAMMbIX B MHPOPMALIMOHHYIO CUCTEMY

oLn.8

KoHTponb owmnbo4YHbIX 4ENCTBUI NOMb30BaTENen No BBOAY
n (Mnn) nepegave  nNepcoHanbHbIX  AaHHbIX U
npegynpexgeHne nonb3oBatenen 00  oWMBOYHbIX
[encTBmax

X. ObecneyeHne JOCTYNHOCTM NepcoHanbHbIX AaHHbIX (OO T)

oAT.1

Mcnonb3oBaHue OTKa3OyCTOI7IL-II/IBbIX TEXHNYeCKnx cpeacTts

OoAaT.2

Pe3epBrpoBaHue TeXHWYECKUX CPEACTB, MNPOrpammHOro
obecneyeHusi, KaHanoB nepegayn WHdopmauuu, CpeacTs
obecrneyeHnss  PYHKUMOHMPOBAHNA  MHAOPMALMOHHOM
CUCTEMBbI

OoAaT.3

KoHTponb 6e30TkasHOro oyHKLUMOHUPOBAHNA TEXHUYECKNX
CpeacTB, OOHapyxeHWe W  JoKanuMsauusi  OTKa3oB
(PYHKLUMOHMPOBAHWS, MPUHSATAE Mep MO BOCCTAHOBMEHMIO
OTKasaBLUWX CPEeACTB U UX TECTUPOBaHUE

OAOT.4

I'Iepmo,qwquKoe pe3epBHOE KonnpoBaHWE MNepCoHallbHbIX
AaHHbIX Ha pe3epBHbIE MalUUHHbIE HOCUTEIUN
nepcoHarnbHbIX AaHHbIX

oAT.5

Ob6ecneyeHve BO3MOXHOCTU BOCCTaHOBEHMs!
MepcoHanbHblX  AaHHbIX C  PEe3epBHbIX  MalUMHHbIX
HocuTenen NepcoHarnbHbIX AaHHbIX (Pe3epBHbLIX KOMWUIA) B
TeYeHue yCTaHOBMEHHOro BPEMEHHOO HTepBana

Xl. 3awwmTa cpeabl BupTyanusauum (3CB)

3CB.1

NaoeHTndukaums n ayteHTndmkaumsa cybbektoB goctyna u
06BbEKTOB JOCTYyNa B BUPTYyarbHON UHGPACTPYKType, B TOM
yucne  agMMHUCTPATOPOB  ynpaBfeHus  cpeacTBamu
BMpTyanuaaumm

3CB.2

YnpaBneHne [OCTYyNnoM CyOBLEeKTOB AocTyna K obbektam
[ocTyna B BUPTyanbHOW MHMPACTPYKType, B TOM 4ucrie
BHYTPU BMPTYyarnbHbIX MallmnH

3CB.3

Pernctpauusa cobbiTvii ©e3onacHOCTM B BUMPTyarbHOW
WHPaCTPyKType

3CB.4

YnpaBsneHve (unbTpauus, mMapLupyTu3auus, KOHTPOfb
COeQVHeHNsl, OfHOHanpaBlieHHas nepefaya) MNOTOKaMM
MHdopMauMM  Mexgy  KOMMOHEHTaMu  BUPTyaribHOW
WHPACTPYKTYpbl, a Takke Mo nepumeTpy BUPTyanbHOW

WHPACTPYKTYpPbI

3CB.5

[oBepeHHass  3arpyska CepBepoB  BUpTyanvsauuu,
BUPTYyarbHOW MaLLMWHbI (koHTeliHepa), cepBepoB
ynpaBreHusi BUpTyanu3sauueii

3CB.6

YnpaBneHve nepemelleHMeM  BUPTyalbHbIX — MaLllWH
(koHTENHepoB) 1 0bpabaTbiBaeMbIX HAa HUX OAHHbLIX
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3CB.7

KoHTpOnb LLenoCcTHOCTN BUPTYansHON WHGPACTPYKTYpbl U
ee KoHdurypaumn

3CB.8

PesepBHOe KOMMpOBaHWE [OaHHbIX, pPe3epBUPOBaHVeE
TEXHUYECKUX CPEACTB, MporpaMMHoro  oGecneyeHus
BUPTYyanbHOW MHGPACTPYKTypbl, a8 Takke KaHanoB CBA3M
BHYTPW BUPTYanbHON MHPACTPYKTYpbI

3CB.9

Peanusauus n ynpaeneHve aHTMBMPYCHOW 3aluTon B
BUPTYyanbHON MHAPACTPYKType

3CB.10

PasbueHne BupTyanbHON WHMPACTPYKTypbl Ha CErMeHTbl
(cermeHTUpoOBaHWE BUPTyanbHOM WHAPACTPYKTYypbl) ANS
06paboTkm nepcoHanbHbIX OaHHbIX OTAENbHbIM
nonb3oBaTeneM 1 (Unu) rpynnomn nonb3osaTtenen

XII. 3awmTta TexHmyecknx cpencts (3TC)

3TC.1

3awmrta uHdopmauun, obpabaTbiBaeMON TEXHUYECKUMMU
cpeacTBaMu, OT ee YTeUKM No TEXHNYECKUM KaHanam

3TC.2

OpraHusauust KOHTPONIMPYEMOM 30HbI, B Npedenax KoTopon
MOCTOSIHHO pPa3MELLalTCA CTauMOHapHble TeXHUYecKkue
cpenctea, obpabaTbiBalolme MHOpMaUuio, U cpeacTsa
3awmnTbl MHdOpMauMKn, a Takke cpeactsa obecneyeHus
YHKUMOHMPOBaHMWS

3TC.3

KoHTponb u ynpaBneHve uU3NYeckMMm OOCTYNoMm K
TEXHUYECKUM cpeacTteam, cpeacTeam 3aLmThI
NHopmaLnu, cpeacTeam obecneveHus
(PYHKUMOHNPOBaAHUSA, a Takke B [MOMELUEHUa U
COOPY>KEHWS, B KOTOPbIX OHU YCTAHOBIEHbI, MCKITHOYaloLLmMe
HeCaHKUMOHNPOBaHHbIV (hnandecknin JOCTyn K cpencream
06paboTkm WHopmaumn, cpeacTesam 3aWnThl
nHdopmaumm " cpeacTeam obecneyeHus
PYHKUNOHNPOBAHUA ~ MH(POPMALMOHHONW  CUCTEMbI, B
NMOMELLEHMSA N COOPYKEHWUSI, B KOTOPbIX OHW YCTAHOBIEHbI

3TC.4

PasmeuleHne  yctponcts BbIBOAA (oToBpaxeHus)
WHopmMaLMn, UcKnoYvarLlee ee HeCaHKLMOHUPOBAaHHbLIN
NpoOCMOTp

3TC.5

3awmrta OT BHEWHWX BO3AEWCTBMIA  (BO3LENCTBUN
oKpyXatoLlen cpenpl, HecTabunbHOCTH
3NEKTPOCHAOXEHUs!,  KOHOWLMOHUPOBAHUST U UHbIX
BHELUHMX hakTopOoB)

XIll. 3awmTa MHOpMaLNOHHOM CUCTEMBI, €€ CPEACTB,

cucTeM CBA3M U nepedayn gaHHbix (3UC)

31C.1

PasgeneHue B MHMOPMaUUOHHOW cucTeMe (YHKUUA no
ynpaBneHuo  (agMMHUCTPUPOBAHMIO)  UHGOPMALMOHHON
CUCTEMOWN, yrnpaBneHuno (agMUHUCTPUPOBAHMIO) CUCTEMOM
3alMTbl NepcoHarnbHbIX AaHHbIX, (PyHKUMA no obpaboTke
nepcoHanbHbIX OaHHbIX n WHbIX YHKUMIA
WHOPMALIMOHHON CUCTEMBI

31C.2

MpegoTBpalieHne  3adepXkku nnm npepbiBaHWs
BbINOMHEHNA TMPOLIECCOB C BbLICOKMM MPUOPUTETOM CO
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TEXHM...

CTOPOHbI MPOLLECCOB C HU3KUM NPUOPUTETOM

31nC.3 Ob6ecneyeHne 3awuTbl NEpPCOHaNbHbIX  AaHHbIX  OT + +
packpbITvs, MoagnduKaLmm 1 HaBa3bIBaHUSA (BBOAA JTOXXHON
nHcopmaumm) Npu ee nepegade (MOAroTOBKE K nepepave)
no KaHanam CB&3M, MMeKLMM BbIXO4 3a npedensl
KOHTPONMPYEMON 30HbI, B TOM 4ucrne ©OecnpoBOOHbIM
KaHanam CBsiau

3nC.4 Ob6ecneyeHne [OBEPEHHbIX KaHana, MaplpyTa Mexay
afMWHUCTPATOpPOM, Monb3oBaTenemM wn  cpeacreamu
3aLWmnTbl MHGopMaummn (PyHKUMAMU 6e3onacHOCTM CpeacTs
3aWmnTbl MHOpMaLMK)

3NnC.5 3anpeT HeCaHKUMOHUPOBaHHOW YyAaneHHOW aKTMBauuu
Buaeokamep, MUKPO(POHOB U UHbIX  NepudepuUnHbIX
YCTPOWCTB, KOTOPbIE MOIYT aKTUBMPOBATbCA YAaNeHHo, U
onoBelleHne nonb3oBaTene o6 akTMBauMm  Takux
YCTPOUCTB

31C.6 Mepegaya WM KOHTPONb  LIEMOCTHOCTM  aTpubyToB
fbesonacHocT (MeTok 6e30MacHOCTU), CBSA3AHHBLIX C
nepcoHanbHbIMW AaHHBIMU, MpU OOMEHe VMW C  WHbIMU
WMHOPMALMOHHBIMK CUCTEMaMMU

3nC.7 KoHTponb CaHKUNOHUPOBAHHOIO " UckrnoveHne
HECaHKUMOHMPOBAHHOTO  UCMOMb30BaHWA  TEXHOMOIMN
MOBUNBHOrO Koda, B TOM 4uUCrie permctpaumsi cobbiTunm,
CBSI3@HHbIX C WCMOMb30BaHNEM TEXHONOMMA MOBWIBHOro
Koga, WX aHanM3 W pearMpoBaHMe Ha HapyLlleHus,
CBSI3aHHbIE C WUCMOSIb30BaHUEM TEXHOMOrMh MoBUNBLHOro
Kopa

31C.8 KoHTponb CaHKLMOHNPOBAHHOIO " UCKIHoYEeHME
HECaHKUMOHMPOBAHHOIO  WUCMOMIb30BaHNA  TEXHOIOrMN
nepegayn peyn, B TOM YMCRe peructpaums cobbiTui,
CBSA3aHHbIX C WCMOMb30BaHMEM TEXHOMNOMMA nepeaayu
peyn, UX aHanM3 Uu pearupoBaHMe Ha HapyLleHus,
CBSI3aHHblE C WCMOfMb30BAHNEM TEXHOMOrMN nepefayn
peun

3nC.9 KoHTponb CaHKLVOHUPOBaHHOW n UCKIoYeHne
HeCaHKUMOHMPOBAHHOW Nepefayn BuaeovHdopMauuun, B
TOM 4uCfe perucTpaumsi  CcobbITUR,  CBS3aHHBIX C
nepenayen BuaeonHdgpopmaumu, nx aHanus "
pearMpoBaHMEe Ha HapyLleHWs, CBs3aHHble C nepepaden
BMAeOUHdopmaLmm

3nC.10 MNoaTeepxaeHne NPOUCXOXAEHNA MUCTOYHMKA
WHGOpMaUuK, norydaemMon B rpouecce onpegeneHns
CeTEBbIX apecoB NO CETEBbIM UMEHAM UM OnpeaeneHnst
CeTeBbIX MMEH MO CeTeBbIM aapecam

3nC.11 ObecnevyeHne NOASNIMHHOCTM  CeTeBbIX  COeaUHEHUN + +
(ceaHcoB B3aMMOAEWCTBMSA), B TOM YMCne s 3awuTbl OT
NoAMeHbl CETEBbIX YCTPOWUCTB M CEPBUCOB

3nC.12 McknioyeHne BO3MOXHOCTU OTpULUAHUA MoNb3oBaTenem
dakta OTNpaBKM MNEpPCOHamnbHbIX  AaHHbIX  OPYyromy

KoHcynbTaHTINOC
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TEXHM...

nonb3oBaTernto

3nC.13 McknoueHne BO3MOXHOCTU OTPULAHUA MOJSib30BaTeNeM
dakTa nosyyeHnss nepcoHasnbHbIX AaHHbIX OT OPYroro
nonb3oBaTens

3nC.14 Mcnonb3oBaHne yCTPONCTB TepMUHanbHOro goctyna Aans
06paboTKM NepcoHarnbHbIX AaHHbLIX

3NnC.15 3awmrta apxvBHbIX annos, napameTpoB HaCTPOMKU + +
cpencts  3awWMTbl  MHopMauum M MPOrPaMMHOrO
obecneyeHnss W WHbIX [daHHbIX, He noanexawmx
U3MEHeHNo B npouecce 06paboTkM nepcoHanbHbIX
OaHHbIX

31C.16 BbisiBneHue, aHanma n 6rnokupoBaHue B MHGPOPMaLMOHHOWM
CMUCTEME CKpbITbIX KaHamnoB nepefayn uHdopMauun B
0o6xo4 peannsoBaHHbIX Mep WM BHYTPW paspeLleHHbIX
CeTEeBbIX NMPOTOKOSIOB

3ncC.17 Pas3bueHne WHPOPMALMOHHOM CUCTEMbI Ha CErMEHTbI + +
(cermeHTMpoBaHMe  MHAOPMALMOHHOW  CUCTEMBI) U
obecneyeHve 3aWunThbI nepumeTpoB CEerMeHTOB
WMHOPMALMOHHOW CUCTEMBI

31C.18 ObecneyeHne 3arpy3km M MWCMOSIHEHMS MNPOrPaMmMHOro
obecneyeHnsi C MaWMHHBIX HOCUTENEN MNepCOHaNbHbIX
OaHHbIX, OOCTYMHbIX TOMbKO ANS YTEHWs, W KOHTPOIb
LeNOCTHOCTN JAaHHOMO NporpaMMHOro obecneyeHns

3nC.19 M3onauma npoueccoB  (BbIMOMHEHWE  nNporpamm) B
BblgeNIeHHON obnacTu namsTu

3nC.20 3awmta BecnpoBOAHbIX COEAMHEHUN, MNPUMEHSAEMbIX B + +
WH(OPMAaLIMOHHON cUCTEME

XIV. BbissBNeHMe VHUMAEHTOB 1 pearmpoBaHme Ha Hux (MHLL)

MHL A1 OnpeneneHve nuu, OTBETCTBEHHbIX 3a  BbIFBMEHME + +
WHUMOEHTOB U pearnpoBaHme Ha HUX

nHU.2 O6HapyxeHue, naeHTudmrkaums " perncrpaumsi + +
WHUNOEHTOB

MHL.3 CBoeBpeMeHHOEe WH(OPMUPOBAHNE UL, OTBETCTBEHHbIX + +
3a BbISBIIEHWE WHUWOEHTOB M pearMpoBaHue Ha Hux, O
BO3HWKHOBEHUN MHUMAEHTOB B MHAOPMALMOHHOW CUCTEME
nonb3oBaTensaMn n agMuUHUCTpaTopamm

VHL.4 AHanuMs WHUMOEHTOB, B TOM 4ucre  onpegeneHue + +
WUCTOYHWKOB M MPUYMH BO3HUKHOBEHWS WHUWMAEHTOB, a
TaKkKe oLeHKa Ux nocneacTeBui

MHLL.5 [MpuvHATUE Mep No yCTpaHeHUo NocneacTBUMA MHUUAEHTOB + +

MHLU.6 [MnaHupoBaHve M nNpuHATME Mep MO NpPeaoTBpaLlEHMIO + +
NMOBTOPHOrO BO3HUKHOBEHWNS UHLMAEHTOB

XV. YnpaBneHue KoHurypaumen nHHOpMaLUmoHHON CUCTEMbI U CUCTEMBI 3aLLMThbl NEPCOHanNbHbIX AaHHbIX

KoHCcynbTaHT
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(YK®)

YK®.1 OnpepeneHve nuud, KOTOpPbIM paspelleHbl AEWCTBMSA Mo + + +
BHECEHMIO N3MEHEHMWI B KOHUrypauuo MHHOPMaLMOHHON
CUCTEMbI Y CUCTEMbI 3aLLMTbI MEPCOHanNbHbIX AaHHbIX

YK®.2 YnpasneHue N3MEHEHNAMMU KOHdbUrypaumm + + +
WHAOPMALIMOHHON  CUCTEMbI U CUCTEMbI 3aWmThl
nepcoHanbHbIX AaHHbIX

YK®.3 AHanu3 noTeHUManbHOro BO3OENCTBUS  NNaHUpyeMbIX + + +
N3MeHeHNn B KOHdUrypauum nHdpopMaunoHHON CUCTEMBI U
CMCTEMbI 3aLlMThbl NEePCOHanbHbIX AaHHbIX Ha obecneyeHne
3aWmuTbl  MEePCOHanbHbIX  AaHHbIX M corfacoBaHue
N3MeHEeHU B KOHUrypaLmm nHHOPMaLUOHHON CUCTEMBI C
OOIMKHOCTHBIM NULOM (PabOTHUKOM), OTBETCTBEHHLIM 3a
obecneyeHne 6e30NacHOCTM NepPCOoHarbHbIX AaHHbIX

YK® .4 [okymeHTnpoBaHue nHdopmaumm (BaHHbIX) 06 + + +
N3MEHEHUSIX B KOHUIypaLmm MHHOPMaLMOHHOW CUCTEMBI
N CUCTEMbI 3aLUTbl NEPCOHANbHbIX AaHHbIX

"+" - Mepa no obecneyeHno Ge3onacHOCTUM NepCoHanbHbIX AaHHbLIX BKNoYeHa B 6asoBbit Habop mep Ans
COOTBETCTBYHLLEIO YPOBHSA 3aLLULLEHHOCTM NEPCOHANbHbIX AAHHbIX.

Mepbl no obecneveHnto 6€30NacHOCTU NePCOHasbHbLIX AaHHbIX, HE 0603HAYEeHHbIE 3HAKOM "+", NPUMEHSIOTCS MpK
aganTauun 6a3oBoro Habopa Mep 1 YTOYHEHUM aganTupoBaHHOro 6asoBoro Habopa Mep, a Takke npu paspaboTke
KOMMeHcupyowmux mep no obecrneveHnto 6e30nacHOCTN NepcoHarnbHbIX AaHHbIX.

KoHcynbTaHTINOC
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