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1. OOmmue nonoxeHust

1.1. Tlonmoxenue 00 oOecriedeHUH OE30MACHOCTH MEPCOHATBHBIX JAHHBIX MPU WX 00paboOTKe B
WH(OPMAIMOHHON CHUCTEME TMEepCOHATIbHBIX MaHHBIX «[paxkiaHe» ycTaHaBIUBaeT TpeOOBaHUS K
obecrie4eHnIo 0e30MacHOCTH TMEePCOHANBHBIX JTAHHBIX MPHU MX 00paboTke B MH(MOPMALMOHHON CHCTEME
nepcoHanbHbIX NaHHBIX «Ipaxnane» (manee — UCIIIn) MAJIOY «JIC Ne 25 r. UensaOuncka» (nanee —
Opranusanus).

1.2. Hacrosmmii nOoKyMeHT paszpabotaH B coorBeTcTBUM ¢ DenepanbHbM 3akoHOM P®D or
27.07.2006 Ne 152-®3 «O nepcoHanbHbIX HaHHBIX», [locTaHoBNeHueM [IpaBurenscrBa PO ot 01.11.2012
Ne 1119 «O6 yrBepkIeHUU TpeOOBaHUU K 3alIUTE IMEPCOHAJBHBIX JAHHBIX MpU HX 00paboTke B
MH(POPMALIMOHHBIX CUCTEMaX MEePCOHANBHBIX NaHHBIX», [Ipukazom @CTIK Poccum ot 18.02.2013 Ne 21
«O6 ytBepxaenun CocraBa W COAEp)KAHUS OPTaHU3AIMOHHBIX U TEXHUYECKUX MEp MO O0ECIEeYCHHIO
0€3011aCHOCTH NEPCOHAJIBHBIX TaHHBIX MPH UX 00paboTKe B MH(POPMAIIMOHHBIX CUCTEMAaX MEPCOHATbHBIX
JTAHHBIX).

1.3. HM3meHeHHWs W JONMOJMHEHUS K JaHHOMY [IOJOKEHWIO YTBEp)KIAIOTCS B YCTAaHOBJICHHOM
MOPSIZIKE.

2. TepMUHBI U OTIPEICTICHHS

2.1. WudopmanmonHas cucrema mnepcoHaibHbIX JaHHbIX (MCII[IH) — COBOKYyNHOCTbH
coiepxamiuxcss B 0a3aX JaHHBIX T[EPCOHAJBHBIX JAHHBIX M 00ecleYrBaIoOUMX UX 00paboTKy
MH(POPMALIMOHHBIX TEXHOJIOTUI U TEXHUUYECKUX CPEACTB.

2.2. OO0paboTka TMEepPCOHANBHBIX JAHHBIX — JI00OE JelcTBUE (Orepamus) Wi COBOKYITHOCTH
neWicTBuil  (omeparuii), coBeplIaeMbIX C HCIHOJb30BaHHMEM CpEICTB aBTOMAaTH3allUud wWin  0e3
WCIOJIb30BaHUS TAaKUX CPEACTB C MEPCOHANBHBIMU JIaHHBIMM, BKJIIOYasi cOOp, 3aMKch, CHCTEMATU3AIIHIO,
HaKoOIJIEHHE, XpaHEeHHe, YyTouHeHHe (OOHOBIIEHUE, U3MEHEHNUE), U3BJIeUeHNe, UCIIOIb30BaHKe, Mepeaady
(pactpocTpaHeHue, MpeoCTaBIeHNE, JOCTYI), 00e3THUNBaHIe, OIOKMPOBAaHUE, yIalleHUe, YHUUTOKEHHE
MIEPCOHATILHBIX JAHHBIX.

2.3. llepcoHasibHBIe JaHHBIE — Jt00ass MHPOpMAIMs, OTHOCAMIAACA K NPSMO HIM KOCBEHHO
OTIpe/IETICHHOMY WJIH OIpeaesieMoMy (GHU3MUEeCKOMY JIUILY.

2.4. PacrpocTpaHeHHe IEPCOHANBHBIX MAHHBIX — JEHCTBHS, HANpaBICHHBbIE Ha PACKPHITHE
MEPCOHAIBHBIX TAHHBIX HEONPEAEICHHOMY KPYTY JIMII.

2.5. Texuuueckue cpeacTBa, MO3BOJISIONIUME OCYIIECTBIATE 00PAOOTKY NMEPCOHAIBHBIX JaHHBIX,
— Cpe/iCTBAa BBIYUCIUTEILHON TEXHUKH, HH()OPMAIIMOHHO-BBEIYUCIUTEIbHBIE KOMIUIEKCH U CETH, CPEICTBA
U CHUCTEMBI Iepefjaun, IpuemMa u 00paboTKH MepCOHANBHBIX JaHHBIX, IPOrPAMMHBIE CPEJCTBA, CPEICTBA
3amuThl HH(GOPMAIUH, IPUMEHSIEMble B UHOPMAIIMOHHBIX CUCTEMAX.

2.6. YHUYTOXCHHE TEPCOHAJIBHBIX JAHHBIX — JEHCTBUS, B PE3YJAbTaTe KOTOPHIX CTAaHOBUTCS
HEBO3MOXKHBIM BOCCTAHOBUTBH COJIEp)KaHUE TIEPCOHAJIBHBIX JaHHBIX B HMH(QOPMALMOHHOW cHCTEME
NEPCOHANBHBIX JAHHBIX W (WJIKM) B pPE3yJabTaTe KOTOPHIX YHHUYTOXKAIOTCS MarepuajbHbIC HOCUTEIN
MEePCOHANTbHBIX TAHHBIX.

3. OcobenHoctu obecrieyeHns 6€30MaCHOCTH NMEPCOHANBHBIX JaHHBIX Ipu X 00padoTke B UCII/IH



3.1. Mepsl o obecnieueHNI0 0€30MaCHOCTH MEPCOHANBHBIX JaHHBIX TMPUHUMAIOTCS IS 3AIUTHI
NEPCOHAJIBHBIX JAHHBIX OT HEIIPABOMEPHOI'O WJIM CIYy4alHOro JOCTYIA K HUM, YHUUTOXXEHUS, U3MEHEHUS,
OJIOKMPOBaHUs, KOMMMPOBAHUSI, MPEIOCTABICHUS, PACIPOCTPAHEHHS MEPCOHANBHBIX JAaHHBIX, & TAKXKE OT
MHBIX HEIIPABOMEPHBIX AECUCTBUI B OTHOIICHUN NIEPCOHAIBHBIX JAHHBIX.

3.2. be3omacHOCTh MEPCOHANBHBIX NAaHHBIX HpU UX 00paboTKe B MH(POPMAIMOHHOW CHCTEME
o0ecreynBaeTcsi ¢ MOMOILBIO CUCTEMBI 3aLUThI IEPCOHAIBHBIX JaHHbBIX, HEUTPAIU3YIOLIEH aKTyalbHbIE
YIpO3bl, ONPEAETICHHbIE B COOTBETCTBHHU € YacThio 5 crathu 19 denepanbhoro 3akoHa «O mepcoHalIbHBIX
nOaHHbIX». CHucTeMa 3allMThl NEPCOHANbHBIX JaHHBIX BKJIIOYaeT B ceOd OpraHu3allMOHHbE U (WJIN)
TEXHUYECKHE MEpBI, ONPEICICHHBIC C YIETOM aKTyaJlbHBIX Yrpo3 0€30MacHOCTH MEPCOHATBHBIX AAHHBIX
1 MH()OPMALIMOHHBIX TEXHOJIOIMH, UCIIOIb3yEeMbIX B HH()OPMALIMOHHBIX CHCTEMAX.

3.3. Pabotbl mo obecneueHHio 0€30MACHOCTH IMEPCOHAIBHBIX JAaHHBIX NPU MX 00paboTke B
MH(GOPMALIMOHHBIX CUCTEMAaX SIBJIAIOTCA HEOThEMJIEMOM 4acThio padoT MO CO3/1aHUI0 MHPOPMALIMOHHBIX
CHCTEM.

3.4. Mepsl 0 oOecrieyeHHI0 OE30MaCHOCTH MEPCOHATIbHBIX JAHHBIX PEaIU3YIOTCS B TOM YHCIIE
MOCPENICTBOM NMPUMEHEHUS! B WH(OPMALIMOHHON CUCTEME CPENICTB 3aIUThl HH(POPMAIHH, TPOMIEIIINX B
YCTQHOBJICHHOM IMOpSJKE MNPOLEAYPY OLEHKH COOTBETCTBHUS, B CllydyasX, KOIZa NPUMEHEHUE TaKHUX
CpeACTB HEOOXOIUMO /ISl HEUTPaIM3aMK aKTYaIbHBIX YIPO3 0€301MacHOCTH MEPCOHANBHBIX JTaHHBIX.

3.5, B UCII[AH Opranuzanuy yCTaHAaBIUBAIOTCS YPOBHM 3alUILEHHOCTH IE€PCOHAJIBHBIX
JaHHBIX B 3aBHCHUMOCTH OT yrpo3 O€30MacHOCTH J3THUX JAaHHBIX B COOTBETCTBUHM C «TpeboBaHMSIMHU K
3alIUTe IMEPCOHAIBHBIX IAHHBIX NMPH UX 00paboTKe B HMH(OPMAIMOHHBIX CHCTEMax IE€PCOHAIBHBIX
JTaHHBIX», yTBepkaAeHHbIMU [TocTanoBnenuem [IpaBurtenscrsa PO ot 1 HosOps 20121 Ne 1119.

3.6. OOMeH nepcoHaNbHBIMH JAaHHBIMH TPH HX 00pabOTKe B HMH(POPMAIMOHHBIX CHCTEMax
OCYIIECTBIIIETCS TIO0 KaHaJlaM CBS3M, 3allUTa KOTOPBIX OO0ECHeuMBaeTCs IyTeM pealn3alnuu
COOTBETCTBYIOIIMX OPTraHU3AI[MOHHBIX MEp, a TAK)Ke NPUMEHEHHs TeXHHYECKHUX U (MJIM) MPOrpaMMHBIX
Cpe/CTB.

3.7. B Opranuzanuy opraHu30BaH pexuM obecriedeHus: 0€30MacHOCTH MOMELIEHUH, B KOTOPBIX
pasMmemnieHa HMHQOpPMAIOHHAs CUCTEMa, NPENSATCTBYIOIINH BO3MOXXHOCTH  HEKOHTPOJIHPYEMOTO
NPOHUKHOBEHUS WM TNpeObIBaHUS B ATUX MOMEIIEHHUSIX JUI, HE HMMEIOLIMX IpaBa JOCTyla B 3TH
MTOMEIICHUSI.

3.8. besomacHOCTh NepcOHANbHBIX JAaHHBIX Npu ux obpadbotke B MCIIJIH obecneunBaroT
OTBETCTBEHHBIN 3a o0ecreueHne 0e301MacHOCTH IEPCOHANBHBIX JTaHHBIX U aJIMUHUCTPATOp 0€30TIaCHOCTH.

4. TpeboBaHus 1o obecreyeHno 6e30MacHOCTH

4.1. Tlpu 00pabOTKe MEepCOHAIbHBIX IaHHBIX B HMH()OPMALMOHHOW cCHCTEME [JOJKHO OBITh
obecreueHo:

—  TIpOBEJICHUE MEPOIPHITHN, HANpaBICHHBIX Ha IMPEIOTBpAIeHHEe HECAaHKIIMOHUPOBAHHOTO
JOCTyMa K MEPCOHAIBHBIM JaHHBIM U (WJIH) TIepelavyd MX JIMIAM, He UMEIONIMM TIpaBa JIOCTYyIa K TaKoh
uH(pOpMaINH;

—  CBOEBpPEMEHHOE OOHapyxeHHe (HakTOB HECAaHKIIMOHWPOBAHHOTO JIOCTYIA K MEPCOHATHHBIM
TaHHBIM;

—  TOpeaynpexaeHHe BO3MOXKHOCTH HEOJarompHUsTHBIX IIOCIEACTBUN HapylIeHUs MOopsaKa
J0CTyma K UHpOopMaIuu;

—  HEJIOMYyIIEHUE BO3CHCTBUS HAa TEXHMYECKHE CpPEACTBAa aBTOMATH3MPOBAHHOW 0OpabOTKH
MEPCOHAIBHBIX JAHHBIX, B PE3YJIbTATE KOTOPOTO MOXKET OBITh HAPYIIEHO UX (DYHKIIMOHUPOBAHUE;

—  BO3MOXHOCTh  HE3aMEJIMTEIHHOTO  BOCCTAHOBJICHUS  TEPCOHAIBHBIX  JAHHBIX,
MOJIUGUIMPOBAHHBIX UM YHUUYTOKEHHBIX BCJIEICTBUE HECAaHKIMOHUPOBAHHOI'O 10CTYIA K HUM;

—  TIOCTOSIHHBIA KOHTPOJIb HaJ 0OecrieueHueM yPOBHS 3alIUIEHHOCTH NMEPCOHATBHBIX JAHHBIX.

4.2. Meponpuarus 1o 00ecredeHnIo 0e30MacHOCTH MEPCOHABHBIX JIaHHBIX NMPH UX 00paboTKe B
WH(POPMAITMOHHBIX CUCTEMAX BKJIIOYAIOT B CEOSI:

- oTpeJiesIeHue yrpo3 0e30MacHOCTH MEePCOHANBHBIX JaHHBIX IpU UX o0padoTtke B MCIT/IH;

—  IpUMEHEHHME OpPraHM3alMOHHBIX W TEXHHYECKHX Mep IO OOecledYeHHI0 0e30MacHOCTH
NEPCOHANBHBIX NaHHBIX NMpU ux obpadotke B MCII/IH, HeoOXOAUMBIX Ul BBIOJIHEHUs TPeOOBAHUN K



3aIUTe MEePCOHATBHBIX JAHHBIX, UCTIOJTHEHHE KOTOPBIX O0ECeunBaeT yCcTaHOBIeHHBIC [IpaBuTeInCcTBOM
Poccuiickoit denepaiiny ypoBHU 3aIMUIIEHHOCTH TEPCOHATIBHBIX JaHHBIX;

— OlICHKY d3(QEeKTUBHOCTH NPUHUMAEMBIX Mep 10 o0ecrnedeHuto  0e30MmacHOCTH
MEePCOHANIBHBIX JAHHBIX J0 BBOAA B akcIuryaranuio UCIITx;

— y4eT MaIIMHHBIX HOCUTEJCH NePCOHATBHBIX JTAHHBIX;

- YCTaHOBJICHHE MPABHII JOCTYIA K MEPCOHAIBHBIM NaHHbIM, oOpabareiBacmbiM B UCII/IH, a
TakXke o0ecreyeHne PerucTpaluy U yueTa BCeX ACUCTBHUI, COBEPIIAEMBIX C EPCOHAIBHBIMH JJAHHBIMH B
NCIIH;

— KOHTPOJIb 32 NPUHUMAEMbIMH MepaMH MO OOECIEYEHHI0 OE30MaCHOCTH MEepPCOHAIBHBIX
JTaHHBIX U ypoBHs 3amuinennoctu UCIdH;

- o3HaKomiieHHe paboTHUKOB OpraHu3aliuy, HEOCPEICTBEHHO OCYIIECTBIIAIOMNUX 00pabOTKy
MIEPCOHAJIBHBIX JAHHBIX, C MOJIOKEHUAMH 3aKoHOJaTenbcTBa Poccuiickoil denepannu O nepcoHaNIbHBIX
JTAHHBIX, B TOM YHCJIE TPEOOBAHUSIMU K 3aIIUTE MEPCOHATBHBIX TaHHBIX, IOKYMEHTAMU, OTPEIEISIOIIUMU
nonutuky OpraHusaii B OTHOIIEHWU OOpabOTKH MEPCOHAIBHBIX JAHHBIX, JIOKATbHBIMU aKTaMH IO
BOMPOCcaM 00pabOTKH MEPCOHANBHBIX TaHHBIX, U (WIM) 00y4eHHE YKa3aHHBIX pAaOOTHHUKOB.

4.3. OcyiiecTBIeHHE MEPONPUATUN MO 00ECIeYeHHI0 Oe30MaCHOCTH MEPCOHAIBHBIX TaHHBIX
npu ux 00paboTke B MHOOPMALIMOHHOHN CHCTEME BO3JIaraeTcsi Ha aJIMUHUCTpATopa 0€30MacHOCTH.

4.4. Cnoucok Jull, UMEIOIIMX MPaBO JOCTyNa K MEPCOHATbHBIM JaHHBIM, YIMOJIHOMOYEHHBIX Ha
00paboOTKy JTHX JaHHBIX W HECYIIUX OTBETCTBEHHOCTh B COOTBETCTBMH C 3aKOHOIATEIHCTBOM
Poccuiickoit ®@enepanuu 3a HapylIeHHE pEeXUMa 3allUThl I[EPCOHANBHBIX JAHHBIX, YTBEPKIAACTCS
PyxoBonurtenem Opranusanuu.

4.5. PabGornuku OpraHu3zaiuu, KOTOPBIM TOCTYI K MEPCOHANBHBIM JIaHHBIM, 00pabaTbiBaeMbIM B
WH(OPMAITMOHHON CUCTEME, HEOOXOIUM JUIS BBITOJIHCHUS MMH TPYIOBBIX O0SI3aHHOCTEH, JUISI TIOTYUCHHS
nocTtyna K MH(QOPMALMOHHOW CHCTEME HANpaBISIOT MUCHMEHHBIA 3apoc Ha UMS OTBETCTBEHHOTO 3a
oOecrnieueHne 0€30MaCHOCTH NEPCOHATIbHBIX JIaHHBIX.

4.6. Ilpu oOHapyXeHHH HapyUICHHH TOpsSAKa MPEJOCTABICHUS TIEPCOHATIBHBIX JaHHBIX
aJIMMHHUCTpAToOp OE30MaCHOCTH HE3aMEIJIUTENIbHO MPUOCTAHABIMBACT IPEIOCTaBICHNUE NEPCOHAIBHBIX
JAHHBIX TOJH30BATEISIM HHPOPMALIMOHHOW CUCTEMBI IO BBISBICHUS MPUYMH HAPYHIICHUH U YCTpaHEHUS
ATUX MPUYHH.

4.7. Unble TpeboBaHMs MO OOECIEYEHHIO O€30MacHOCTH HHGPOPMAllMUM M CPEJCTB 3aIlIUTHI
nH(opmaruu B Opranu3aiii BBITIOMHSAIOTCS B COOTBETCTBUU C TPEOOBAaHUSIMU OPTaHOB UCTIOITHUTEIHHOM
Brnactu Poccuiickoit ®enepanuu U cOOTBETCTBYIOLIEro cyObekTa Poccuiickoit ®depeparuu, opraHos
MECTHOTO CaMOYIPaBJICHHUS.

5. Perucrpanus cobsrtuii 6e3onacaoctu UCII/In

5.1. B UCIIJIx nomyexxar peructpaiuu caeayromme coobITUs:

- BXOJl (BBIXOJ), a TakXe MOMBITKM BXofa cyOobekroB noctyna B MCIIJIH u 3arpy3ku
(ocTaHOBa) ONEPALIMOHHON CUCTEMBI;

— MOJIKJIIOUEHUE MAIIMHHBIX HOCHUTENEeH MH(pOpMalu M BBIBOJ HMHGPOpPMAIMK Ha HOCUTENU
nH(popMaLnu;

- 3aIycK (3aBepllIeHHe) MPorpaMM U MpoleccoB (3a7aHuid, 3a/1a4), CBSI3aHHBIX ¢ 00pabOTKOM
3aluaeMon nHpopMaIuy;

- MOMBITKH JOCTYHa MPOrPaMMHBIX CPEACTB K ONpEAEsieMbIM OINEepaTopoM 3allUIaeMbIM
00BbEeKTaM JoCTyna (TEeXHHYECKUM CpEICTBaM, y3JlaM CeTH, JUHHSIM (KaHajam) CBSI3M, BHELIHUM
yCTpOWCTBaM, IporpaMmam, ToMam, Karajoram, ¢anaam, 3amucsaM, MOJSIM 3alKceil) 1 UHBIM 00BbeKTaM
JIOCTYTIA;

- MOTBITKY YIAJIEHHOTO JOCTYIIA.

5.2. Cpoxku XpaHeHHs COOBITHI 0€30MaCHOCTH ONPEACIISIOTCS 3aIaHHBIMUA HACTPOMKAMHU CPEJICTB
3alIUThl HUH(OPMALIUU OT HECAHKLIIMOHUPOBAHHOT'O JOCTYTIA.

5.3. CocraB u cogepxanue HHPOPMALIUU O COOBITUSIX O€30MaCHOCTH:
- THUII COOBITHS;



- JaTa v BpeMsi COOBITHS;

- HJeHTU(DUKAITMOHHOW MH(POPMAIIUU UCTOYHUKA COOBITHSI OE30MTaCHOCTH;

- pe3yabTaT COOBITHS 6€30macHOCTH (YCTIECIIHO HUIH HEYCIICIITHO);

- cyOBeKkT moctymna (Tmoyib30BaTeNb W (WJIM) MPOIECC), CBS3aHHBIA C JAaHHBIM COOBITHEM
0€30MMacHOCTH.

54. Coop, 3amuch W XpaHeHue wuHPOpPMaUU O COOBITUSAX OE30MacCHOCTH B TEYCHHUE
YCTaHOBJICHHOTO BPEMEHH XPaHEHUs IPeyCMaTpUBAET:

- BO3MOYKHOCTh BbIOOpa  aJAMHUHHUCTPATOPOM  0OE30MAaCHOCTH COOBITHH  ©€30macHOCTH,
MOANIEKAIUX PETUCTPAIMM B TEKYIIMA MOMEHT BpPEMEHHU: O0O0CCIeUYUBACTCS BO3MOXKHOCTSIMH
OTIEPAIIMOHHOM CUCTEMBI U CPEJCTB 3aIIUTH HHPOPMAIIMN OT HECAHKIIHOHUPOBAHHOTO JI0CTYIIA;

— resepamnuio (coOop, 3amuch) 3amUCce perucTpanuu (ayamra) Ajiss COOBITHH 0E30MacHOCTH,
MOJJIEKALUX PETUCTpaluu (ayIuTy) B COOTBETCTBMM C II. 5.1 Hactosuero IlonoxeHus ¢ cocraBoM u
coJiep>kaHueM HH(POPMAIH, ONPEICICHHBIMI B COOTBETCTBUU C 1. 5.3 HacTosmiero [loigoxeHus.

- XpaHeHue WHOOPMAIMU O COOBITUSIX OC30IMACHOCTH B TCUCHHE BPEMEHH, YCTAaHOBICHHOTO B
COOTBETCTBHH C II. 5.2 HacTosiero [Tonoxenus.

5.5. JlocTynm K 3amucsM pErucTpauuu CcoObITUH W (YHKUMAM YIPABICHUS MEXaHU3MaMU
pErucTpaluy NpeaoCTaBiIseTCs TOIbKO aIMUHUCTPATOPY OE30MacHOCTH U 00CTYKUBAIOLIEMY IIEPCOHATY
0JT KOHTPOJIEM aJIMUHUCTPATOpa 0€30MacHOCTH.

6. OTBETCTBEHHOCTh
6.1. 3a pasmameHue NMEepCOHAIBHBIX JAHHBIX M HapyIICHUE TOpPSIKa PadOThI CO CPENCTBAMHU
NUCII[AH, coaepXallMMH IEpPCOHAIbHbIE JlaHHbIE, pAOOTHUKM MOTYT OBITh IPHUBICYEHBl K
OTBETCTBEHHOCTH, IIPEyCMOTPEHHOM ACUCTBYIOIIKUM 3aKOHOAAaTenbCcTBOM Poccuiickoit denepanuu.
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