denepanbHBIN 3aKOH OT 26.07.2017 N2 187-03

O 6e301mMacHOCTH KPUTHYECKON NH(POPMAITTOHHOM
nH@pacTpykrypbl Poccuiickon ®eaepamun

Cratbsa 1. Cchepa nenctBuA HacTosiwero ®eaepanbHOro 3akoHa

Hacroamuit ®enepanbHbli 3aKOH pPETYJIMPYET OTHOILIEHHA B obiyactu obecrieyeHUs
0e30MmacHOCTH KPUTHUUYECKONH WH@OpManmmoHHON WHQPACTPYKTYphl Poccuiickoit
denepanuu (asnee TakKe - KpuTudeckasa nHGOPMAIMOHHAA HHPPACTPYKTYpa) B LIeJIAX
ee yCTOHUUBOTO (PYHKIIMOHUPOBAHUSA [IPU IIPOBEJIEHUH B OTHOILIIEHUU ee KOMIIBIOTEPHBIX
aTax.

Ctatbsa 2. OCHOBHbIe NOHATUA, UCNONb3yeMble B HacToswem PegepanbLHOM
3aKoHe

s mesedt Hacrosiero ®eepaTbHOTO 3aKOHA HCIOJIB3YIOTCA CIIEAYIONINE OCHOBHBIE
IIOHATHUA:

1) aBTOMATHU3WPOBAaHHAs CHCTEMAa VIPABJIEHUs - KOMIUIEKC IIPOrPAMMHBIX U
[IPOTPaMMHO-AIMapPaTHbIX  CPEACTB, IMpeAHAa3HAUYEHHbIX JJId  KOHTPOJIA 34
TEXHOJIOTUYECKUM M (MJIM) IPOU3BOACTBEHHBIM 000py/oBaHUEM (HMCIIOTHUTEIHHBIMHI
yCTPOHCTBAMHU) U IPOU3BOIMMBIMHU MU IIPOIIECCAMH, a TAKIKE JIJISI yIIPABJIEHUS TAKUMU
060py/IoOBaHMEM U IIPOIIECCAMU;

2) 0e30macHOCTh KPUTHUUYECKON WH(POPMANMOHHOU HHQPACTPYKTYPHl - COCTOSHUE
3alUIIEHHOCTH KPUTHYECKON MH(POPMAIMOHHON HH(PPACTPYKTYPhI, 00€CTIeYHBAIOIIEE
ee ycToiurnBoe GyHKIIMOHUPOBAHUE IIPU IIPOBEJIEHUH B OTHOIIIEHUHN €€ KOMITHIOTEPHBIX
aTak;

3) 3HAUUMBIH OOBEKT KPUTHUUECKON WHGPOPMAIMOHHON WH@PPACTPYKTYPHI - OOBEKT
KPUTHYECKON MHOOPMANMOHHOU UHQPACTPYKTYphl, KOTOPOMY NPHCBOE€HA OFHA U3
KaTeropuil 3HAYUMOCTH U KOTOPHIA BKJIIOYEH B peecTp 3HAYMMBIX OOBEKTOB
KpUTHUYeCKON NHOPMALIMOHHON NH(PPACTPYKTYPHI;

4) KOMITbIOTEpHAsA aTakKa - IleJIeHAIpaBJe€HHOE BO3JEHCTBHE MPOTrPAMMHBIX M (MJIH)
IIPOTPAaMMHO-AIIMAPATHBIX CPEJCTB Ha OOBEKTHl KPUTHYECKON WH(POPMAIMOHHON
UHQPPACTPYKTYPHI, CETU  BJIEKTPOCBS3U,  WCIOJb3yeMble JUJII ~ OpTaHU3AIUHU
B3aMMOJIECTBUS TaKUX OOBEKTOB, B IeJISIX HapylleHUs W (WIM) IpeKpalleHUus uX
pyHKIMOHMPOBaHUA U (MJIN) CO3/IaHUSA YTPO3bI 0€30TaCHOCTH 00pabaThIBAEMOI TAKIMHU
obbekTamMu MHQOpMAIINY;

5) KOMIIBIOTEPHBIM WHIMAEHT - (akT HapymeHus # (Win) TpeKpalieHus
pyHKIMOHUPOBaHUA 00BEKTa KPUTUUECKON UH(POPMAIIMOHHON HHPPACTPYKTYPHI, CETH
BJIEKTPOCBS3H, UCIOJIH3YEMO /IJIsl OPTaHU3AlNU B3aUMO/IEHCTBUSA TaKUX OOBEKTOB, U
(wm) HapymeHus1 O6e3omacHOCTH 00pabaThIBaeMON TaKUM OOBEKTOM HH(MOpMAIIUH, B
TOM YHCJIe TPOU3OIIEAIINI B pe3yIbTaTe KOMIIbIOTEPHOH aTaKu;

6) kpuTuueckas wuHOpPMAIMOHHAs WH@PACTPYKTypa - OOBEKTHl KPUTHYECKOU
nHOpMaIMOHHOU NHDPACTPYKTYPHIL, a TAKXKe CETH 3JIEKTPOCBA3U, UCIOIb3yeMble JJIs
OpraHU3AIUU B3aUMO/IENCTBUS TAKUX OOHEKTOB;



7) 0OBEKThI KPUTHYECKON WHOOPMAIMOHHON HHQPACTPYKTYPHI - WHMOPMAIMOHHbIE
cucTeMbl, WHQMOPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHBIE CETH, AaBTOMAaTHU3UPOBAaHHBIE
CUCTEMBI YIIPaBJIeHUs CyObeKTOB KPUTHUECKON HHPOPMAIIMOHHON NUHDPACTPYKTYPHI;

8) cyOBeKThl KPUTUYECKONH HHGOPMAIMOHHONW MHQPACTPYKTYpPhI - TOCY/IapCTBEHHBIE
OpraHbl, TOCY/IapCTBEHHBIE YUPENKJIEHUsI, POCCUUCKHE IOpUAUYECKHEe Jurna u (Wim)
VH/INBU/Ty UTbHBIE IIPEJIIIPUHUMATEIN, KOTOPBIM Ha IIPaBe COOCTBEHHOCTH, apEH/IbI WU
Ha WHOM 3aKOHHOM OCHOBAaHUM IIpUHAJIEKAT WHQOPMAIMIOHHBIE CHCTEMBI,
MHOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHbIE CETH, AaBTOMATU3UPOBAHHBIE CHUCTEMBI
yopasyieHUusA, QyHKIUOHUpYIOIIUe B cdepe 37paBOOXpaHEHUs, HAYKU, TPAHCIIOPTA,
CBSA3U, SJHEPTETUKH, 0aHKOBCKOM chepe 1 HHbIX chepax PUHAHCOBOT'O PHIHKA, TOIIJIMBHO-
SHEPreTUYEeCKOT0 KOMILIeKca, B 00JIaCTM aTOMHOUN 5HepPruu, OOOPOHHOW, paKeTHO-
KOCMUYECKOM, TOPHOZ00BIBAIOIIIEH, MEeTaJUIypruuecKon u XUMUYECKOU
IIPOMBIIIJIEHHOCTH, POCCUHCKHE MIOpUANYecKre Jurna u (Win) WHAUBUAYAJIbHBIE
IpeAPUHIMATEIH, KOTOPble 00eCIIeYnBaIOT B3aUMO/IECTBUE YKA3aHHBIX CHCTEM WJIN
ceTell.

CraTtbs 3. [lpaBoBOe perynupoBaHue OTHOLWEHUN B obnactn obecnevyeHus
6e30nacHOCTN KPUTUYECKON MHPOPMaLIMOHHON MHPACTPYKTYPbI

1. OTHOIIEHUA B 00J1acT 00ecrieueHus 6€30ITaCHOCTH KPUTHUECKOH NHOOPMaIMOHHON
UHQPaACTPYKTYpPhl peryJupyloTca B cooTBercTBUU ¢ KoHcrutynuei Poccuiickoit
®enepannu, oOIMIENTPU3HAHHBIMU MPUHIUIIAMH U HOPMaMH MEXIYHAapOHOTO MpaBa,
HacTosAmuM @efepasbHBIM  3aKOHOM, JIpyTUMU (eJlepajibHbIMU 3aKOHAMHU U
MIPUHUMAaEMbIMU B COOTBETCTBUU C HUMU UHBIMUA HOPMAaTUBHBIMU ITPABOBBIMU aKTaMHU.

2. OcoOeHHOCTH ITpUMeEHEHU s HacTosIIero ®eepasibHOTO 3aKOHA K CETAM CBSI3HU OOIIETO
II0JIb30BaHUA OIpesiesianTcesa PeaepasbHbIM 3aKOHOM OT 7 MIOJIA 2003 roga N2 126-03
"O _cBaA3u" W NPUHUMAaeMbIMU B COOTBETCTBUHM C HUM HOPMATHBHBIMU ITPABOBBIMU
aktamu Poccutickoii @eneparuu.

CraTtbs 4. MpuHUMNbI o6ecneyeHna 6€30MacHOCTU KPUTUYECKOM
MH(OPMaLMOHHON UH(PPACTPYKTYPbI

[IpuHmunamu  obecriedyeHus1  0e30MaCHOCTH  KPUTHYECKOW  HMHMOPMAIMOHHOUN
UHQPACTPYKTYPHI ABJIAIOTCA:

1) 3aKOHHOCTb;

2) HEINpephIBHOCTh U KOMIUIEKCHOCTh O0OecredeHusi 06e30IacHOCTH KPUTHYECKOU
MHGOPMAIIMOHHON HWHQPACTPYKTYpbhl, JOCTUTaeMble B TOM 4YHCIEe 3a CYET
B3aNMO/IENCTBUSA YIIOJITHOMOUYEHHBIX (heJIepaIbHBIX OPTaHOB UCIIOJTHUTEIHHOH BIACTH U
CyO'bEKTOB KPUTUUECKOH NHDOPMAITMOHHOU UH(PPACTPYKTYPHI;

3) IpUOPUTET NPEeAOTBPAIEeHNsI KOMIIBIOTEPHBIX aTaK.

Cratbs 5. locynapcTBeHHas cuctema oGHapyXXeHus1, npeaynpexaeHus u
NUKBUAALUM NocneacTBUM KOMMbIOTEPHbLIX aTak Ha MH(hOPMaLMOHHbIEe pecypChbl
Poccuinckon ®Pepgepaumu

1. TocynmapctBeHHas cucreMa OOHapy>KeHUs, MpPeNyNpexXaeHus U JIUKBUAAIUU
MOCJIEICTBUM KOMIBIOTEPHBIX aTak Ha wWHGOPMAIMOHHbBIE pecypchl Poccuiickoil
denepanuu  mpejicTaBiIseT COOOW €QUHBI TEPPUTOPUAIIBHO pacIpe/ieJIeHHbIN
KOMILJIEKC, BKJIIOUAIOIIUHM CHJIBI M CPEJACTBA, IpeAHA3HAUYEHHbIE JJIs OOHApYKEeHUs,
MIpelyIpexAeHns U JUKBUAALINU MTOCTIECTBUI KOMIBIOTEPHBIX aTaK U pearupoOBaHUSA
Ha KOMIIbIOTEDHBbIE MHIIU/IEHTHI. B 1es1ax HacToAmel craTbu 1o nHGOPMAIUOHHBIMUI
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pecypcamu Poccuiickoii ®Peneparuu TOHUMAIOTCA HWHOOPMAIUOHHBIE CHUCTEMBI,
nHGOPMAIIMOHHO-TEJIEKOMMYHUKAIITUOHHBIE CeTH W aBTOMATH3UPOBAHHBIE CHCTEMBI
yIOpaBJIeHUs, HaxoJsmuecs Ha  Tepputopuu  Poccmiickonr  ®epeparuu, B
JIUIIOMATHYECKUX TIPEJICTABUTENIBCTBAX W (WJIM) KOHCYJIBCKUX  YUPEKIEHUAX
Poccutickoit ®eneparuu.

2. K CujiaM, IIpeaHasHa4€HHbIM JIA O6Hapy}KeHI/I}I, InpeaynpexacHud U JJUKBUJallnnu
HOCJIGZICTBI/Iﬁ KOMIIBIOTEPDHBIX aTaK M pearupoBaHMUA Ha KOMIIBIOTEpHBIE HMHIINJACHTDI,
OTHOCATCA:

1) Tmojpa3JeseHus U JIOJDKHOCTHBIE JuIa ¢e/lepabHOTO0 OpraHa HCIHOJTHUTETbHOU
BJIACTH, YIIOJIHOMOUYEHHOro B  obOsacTu  obecneuyeHus  (PYHKIIMOHUPOBAHUSA
TOCY/IapCTBEHHON CHCTeMBbI OOHapy:KeHUs, NpeAynpexJeHus U JIUKBUAAIUHI
MOCJIE/ICTBUM KOMIIBIOTEPHBIX aTak Ha WH(OpPMalMOHHBIe pecypchl Poccuiickon
®epnepanuuy;

2) opraHusanus, cosfaBaeMas ¢eJiepabHbIM OpPraHOM WCHOJHUTEJILHOU BJIACTH,
YIIOJTHOMOYEHHBIM B o0OJlacTu obOecriedeHusi (PyHKIIMOHUPOBAHUS TOCY/IapCTBEHHOU
CUCTEMBI O0OHAPYKEHU S, ITPEAYIIPEKIEHUS U TUKBUIAIINU IOCIIE/ICTBUH KOMITHIOTEPHBIX
arak Ha uWHQOpPMaIHOHHBIE pecypchbl Poccuiickoit ®emeparnuu, A obecrieyeHUs
KOODAWHALIMK  JIeSITeJIbBHOCTH  CYOBEKTOB  KPHUTHYECKOHM  WH(OPMAIMOHHOUN
HHQPACTPYKTYphl IO BOIpOcaM OOHapyKeHUs, MpEeAyHpeRAeHus W JIMKBUIAIIUN
MOCJIEZICTBUN KOMIIBIOTEPHBIX aTaK U peardupoBaHUsA HA KOMIIbIOTEPHbIE WHITU/IEHTHI
(masyee - HAMMOHATBLHBIN KOOPAWHAITMOHHBIN IEHTP IO KOMIIBIOTEDHBIM UHITU/IEHTAM);

3) moapasJiesieHusl U JOJKHOCTHBIE JIUIA CYOBEKTOB KPUTUUECKOH MHMOPMAITMOHHON
nHGPACTPYKTYPHI, KOTOPbIE MPUHUMAIOT yUYaCTHE B O0OHAPYKEHUH, TPEAYIPEKAEHUN U
JINKBUAITUY TIOCJIEJICTBUN KOMIIBIOTEPHBIX aTaK M B pearnpOBaHUU Ha KOMITbIOTEPHBIE
UHITUJIEHTHI.

3. CpexncrBamu, mpegHAa3HAUEHHBIMU JJis OOHApYKEHUs, NPEAYNPEKAEHUA U
JINKBUJIAIIUY TIOCJIEZICTBUN KOMIIBIOTEPHBIX aTaK M PearupoBaHUSA HAa KOMIBIOTEPHBIE
VHIIU/IEHTBI, ABJIAIOTCA TEXHUYEeCKHe, IpOrpaMMHble, IPOrpaMMHO-alIapaTHbIE U NHbIE
cpezicTBa 111 OOHapYKeHU (B TOM YHCIIe JJ1s TOMCKA IIPU3HAKOB KOMITBIOTEPHBIX aTak
B CETAX 3JIEKTPOCBA3U, UCIIOJIb3YEMbIX JIJIsI OPTAaHU3AIUHN B3aUMOEUCTBUA OOBHEKTOB
KPUTUUECKON HHGOPMAIUOHHON UHQPACTPYKTYPHI), NMpeayIpeKIeHNs, JIUKBUIAIUN
MOCJIEICTBUM KOMITBIOTEPHBIX aTak U (wim) obmeHa uH@OpMamuel, HeoOXOIUMOU
cyObeKTaM KpUTHUYeCKOU WH@OpMaruoHHON HHGPACTPYKTYPhl NPU OOHApYy:KEHUU,
peAynpeXAeHUN U (W) JUKBUIAIUN TOCJIECTBUA KOMIIBIOTEDHBIX aTaK, a TaK¥Ke
Kpunrorpaduueckue cpeicTBa 3alUThl TAKOU HHMOPMAIUH.

4. HamumoHasbHBIM KOOPAMHAIMOHHBIA IIEHTP 10 KOMIBIOTEPHBIM HHIIU/IEHTAM
OCYIIIECTBJISIET CBOIO JIEATEIBHOCTh B COOTBETCTBHHU C IIOJIOKEHHEM, YTBEPIKAAEMBIM
denepasTbHBIM OpPraHOM WCIIOJTHUTEJIBHON BJIACTU, YIOJHOMOYEHHBIM B 00JIaCTH
obecrieueHusi (YHKIMOHUPOBAHHS TOCYJAPCTBEHHOW CHCTeMbl OOHApyKeHWH,
NpeAyNpeKAEeHUs W  JIMKBUJAIUA  TIOCJIEICTBUH  KOMIIBIOTEPHBIX aTak  Ha
nHdopMannoHHbIe pecypchl Poccuiickoit Penepamuu.

5. B rocymapctBeHHOU cucTeMe OOHapy:KeHUs, MPEAYIPEXRAEHUS U JIMKBUIAIUN
MIOCJIEACTBUY KOMIBIOTEPHBIX aTak Ha wuHGOpPMAIUOHHBIE pecypchl Poccuiickoi
denepanuiu  ocymiecTBIAAIOTCA cOOp, HAKOIUIEHWE, CHUCTEMAaTH3alus W aHaJIU3
nHbopManuy, KoTopas IOCTylaeT B JIAaHHYI0 CHCTeMy 4Yepe3  CpeZCTBa,
IIpe/lHAa3HAYEHHbIE JJIs1 OOHApYKeHUs, IpelyIpeKIeHNs U JUKBUAAINN TTOC/IeICTBUM
KOMIIBIOTEPHBIX ~ aTak, WHMOpMAIUKU, KOTOpas IpeJCTaBIAeTcd CyObeKTaMHu



KpUTUYEeCKON UWH@OpMannoHHOU UWHQPPACTPYKTYphl U  (defepayibHbIM OpraHOM
HCIIOJTHUTEJIbHON BJIACTH, YIOJHOMOYEHHBIM B OOJiacTH obOecrnedeHUss 0e301MacHOCTH
KpUTUUeCKON uH@opManuoHHON uHPpacTpykTypel Poccuiickoit ®enepanuu, B
COOTBETCTBHU C IlepeyHeM NHOpMaLNU U B IOPAJKE, ONpeiesaeMbIMU (e/iepaIbHbIM
OpPraHOM WCIOJTHUTEJIBHOU BJIACTH, YIIOJITHOMOYEHHBIM B 0OOJlacTH obecreueHus
(pYyHKIMOHUPOBAaHUA TOCY/IAPCTBEHHOU CHUCTeMBl OOHApYKeHUs, IpeAyNpexXAeHUus U
JIMKBUJIAIIUN TIOCJI€ZICTBUN KOMIIBIOTEDHBIX aTaK Ha WHQOPMaIMOHHBIE pecypchl
Poccutickoit ®enepanuu, a Taxke WHOOPMAIUHM, KOTOPAas MOKET IIPEACTABIIATHCA
VHBIMU He  ABJIAIIUMUCH  CcyObeKTaMU  KPUTUYECKOH  HUHQOPMAIMOHHOU
MHQPACTPYKTypbl OpraHaMU U OpraHU3alUAMU, B TOM YHCJI€ HHOCTPAHHBIMH U
MEKIYHAPOTHBIMH.

6. DenepanpHBII OpPraH WCIOJHUTEIPHOM BJIACTH, YIOJHOMOYEHHBI B obJactu
obecrieueHrsi (YHKIIMOHUPOBAHUS TOCY/IAPCTBEHHOM CHCTEMBI OOHApYKeHUH,
OpeAyHpexAeHUuss U  JIMKBUJAIUM  IIOCJIEICTBUN  KOMIIBIOTEDHBIX aTaK  Ha
nHdopManmoHHbIe pecypchl Poccutickoit ®enepanyu, opraHu3yeT B yCTAaHOBJIEHHOM UM
nmopsiike oOMeH WMHpOpMAINKeld O KOMIIBIOTEPHBIX HHIIUAEHTaX MEXAY CyOBheKTaMH
KPUTUUECKON WHGPOPMAIMOHHON WH@PACTPYKTYPhl, a TaKKe MeXAy CyObeKTaMHu
KPUTHYECKON WH(OpPMAIMOHHON MHQPACTPYKTYPhl U YIIOJIHOMOYEHHBIMU OPTaHaAMHU
WHOCTPAHHBIX rOCy/IapCTB, MeKIYHAPOIHBIMU, MEK/IYHAPOAHBIMU
HENPAaBUTEJIbCTBEHHBIMU ~ OpPraHU3AIUAMHU W  HHOCTPAHHBIMHU  OpPTaHU3AIUSIMH,
OCYIIECTBJIAIONUMU JeATEIbHOCTh B 00JIaCTU pearupoBaHHUsA HAa KOMIIBIOTEPHBIE
WHIU/IEHTHI.

7. [IpenocraByieHne U3 rOCyJapCTBEHHOU CHCTEMbBI OOHAPYKEHUs, IPEAyIIPEKAEHU U
JIMKBUZIAINN ITIOCJIECTBUA KOMIBIOTEPHBIX aTaK Ha WH(GOPMAIMOHHBIE PECYPCHI
Poccuiickoii ®eneparuu CBeIeHUH, COCTABJIAIOIIUX TOCYJApCTBEHHYIO JIUOO WHYIO
OXpaHsEeMYI0 3aKOHOM TaiHY, OCYIIECTBJIIETCS B COOTBETCTBUH C 3aKOHOJIATEIHCTBOM
Poccutickoit ®enepanuu.

CraTtbs 6. MNonHomouus lMNMpe3naeHta Poccunckon depepauyum n opraHos
rocygapcTtBeHHown Bnactm Poccumnckon ®egepaumm B obnactm obecnevyeHums
6e30nacHOCTN KpUTUYECKON MHPOPMaLIMOHHON MHPACTPYKTYPbI

1. I[Ipesunent Poccuiickoit ®enepamnum onpesesisier:

1) OCHOBHBIE HANPaBJIEHUs TOCYJIAPCTBEHHOHN IIOJIUTUKH B obOyiacTu obecreyeHus
06e30MaCHOCTH KPUTHYECKON NH(POPMAIIMOHHON NH(PPACTPYKTYPHI;

2) denepasbHBIl OpraH MCIOJHUTEIBHON BJIACTH, YIIOJHOMOYEHHBIM B 00JacTu
obecrieueHuss 06e30MaCHOCTU KPUTUYECKOH MHGOPMAIMOHHON WHQPACTPYKTYPHI
Poccuiickont ®enepanuuy;

3) denepanbHBIA OpPraH HCIOJHUTEIBHOU BJIACTH, YIIOJHOMOYEHHBIH B 00JIaCTH
obecrieueHusi (YHKIIMOHUPOBAHUS TOCY/IADCTBEHHOM CHCTEMBI OOHApYKeHUH,
IpefynpexaeHus W JIMKBUJAIIUU  IIOCJIEeJICTBUA  KOMIIBIOTEDHBIX aTak Ha
nHboOpMannoHHbIEe pecypchl Poccuiickoit ®enepanmy;

4) TOpAAOK CO3JaHWUSA M 33/laud  TOCY[ApCTBEHHOM CHCTEMBI OOHapy»KeHUH,
IpeAylpeXJeHuss U JIMKBUJAIUU  TIOCJIE/ICTBUM  KOMIIBIOTEDHBIX  aTaK  Ha
nH@opManoHHBIe pecypcbl Poccuiickoit ®eneparun.

2. [IpaBuTenbcTBO Poccuiickoit @esrepaniiu yecraHaBINBAET:



1) moKa3zaTeJlu KpUTepUeB 3HAUMMOCTH OOBEKTOB KPUTHUYECKONH HHOOpPMAINMOHHOU
UHQPACTPYKTYpPhl U HX 3HAUEHUs, a TAaKKe IOPAJOK W CPOKU OCYIIECTBJIEHHUS HX
KaTerOpUPOBaHMUS;

2) TOPAZOK OCYIIEeCTBJIIEHUs TOCYAapCTBEHHOTO KOHTPOJsA B obsiacTH obecrieueHus
6e30I1acHOCTH 3HAYMMBIX 00HEKTOB KPUTHUUIECKON NHGOPMAIIMOHHON HHPPACTPYKTYPHI;

3) TOPSZOK IOATOTOBKH W WCIIOJIb30BAHUSA PECYPCOB €IWHON CETU DJIEKTPOCBI3HU
Poccuiickoit @eneparum i obecieueHUss QYHKITMOHUPOBAHUS 3HAYMMBIX 0O0BEKTOB
KpPUTHUUYECKON MHOPMAIIMOHHONU HH(PPACTPYKTYPHI.

3. ®enmepanbHBIA OpraH WCIOJHUTEIbHON BJIACTH, YHOJHOMOYEHHBIA B 00JaCTH
obecrreueHrsi 06€30MMACHOCTH KPUTHYECKOH HWHGOPMAIMOHHON HHQMPACTPYKTYPhI
Poccutickout ®eneparum:

1) BHOCHUT TIPEIJIOKEHHUS O  COBEPIIEHCTBOBAHMU  HOPMAaTHBHO-IIPABOBOTO
peryJINpOBaHUs B obstactu obecreueHUs 0e30macHOCTH KPUTHUECKOU
nHdopmannonHout nHdpactpykryps! Ilpesunenty Poccuiickoit ®enepanyu u (win) B
[TpaBurenberBo Poccuiickoit ®enepanuy;

2) YyTBep:KJaeT TMOPAAOK BeJleHUs peecTpa 3HAYUMBIX OOBEKTOB KPUTHUYECKOU
nH@OpMaMOHHOU UH(PPACTPYKTYPHI U BeZIeT JAHHBIN peecTp;

3) yTBepkzaeT GopMy HaIlpaBJIeHUs CBeJeHUU O pe3ysbTaTax HPUCBOEHUSA OOBEKTY
KPUTHYECKON MHOOPMAITMOHHON MH(PACTPYKTYPHI OJHOU U3 KaTeropuil 3HAYMMOCTHU
1160 06 OTCYTCTBUU HEOOXOUMOCTY IPUCBOEHUS €My OZJHOM M3 TAKUX KaTETOPUH;

4) ycraHaByimBaeT TpeOOBaHUs MO obecrieyeHUI0 6e30MacHOCTU 3HAYMMBIX OOBEKTOB
KPUTUYECKOH HWH(GOPMAIMOHHOU WHOPACTPYKTYphl (TpeOoBaHUs MO 0OecleueHUro
6e3omacHOCTH NHOOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CeTel, KOTOPBIM IIPHCBOEHA
OJIHA U3 KATerOpUi 3HAUYUMOCTH U KOTOpble BKJIIOUEHHI B PEECTP 3HAYMMBIX 00BEKTOB
KPUTHYECKOM  MHQOPMAIMOHHON  WUHQPACTPYKTYPhl,  YCTAHABJIUBAIOTCA IO
COTJIACOBAHUIO C ¢eZlepaIbHBIM OPTaHOM HCIIOJTHUTEIBHOMN BJIACTH, OCYIECTBIIAIOIINM
dyHKIIUYN 110 BRIpAOOTKE W peayin3aIuyl rocyAapCTBEHHON MOJUTHKHA U HOPMATUBHO-
IIPABOBOMY PETYJINPOBAHUIO B 00JIACTU CBA3M), a TaKKe TPeOOBAHUA K CO3/IaHUIO CUCTEM
6e30I1acHOCTH TaKUX 00BEKTOB U obeclieueHUI0 UX GYHKIIMOHUPOBAHUA (B GaHKOBCKOM
cdepe u B nHBIX chepax GUHAHCOBOTO PhIHKA YCTAHABINBAET YKa3aHHbIE TPEOOBAHUS 1O
cortacoBanuio ¢ llenTpanpHbiM 6aHkoM Poccuiickoit ®enepanun);

5) OCYIIIECTBJISET TOCYAAPCTBEHHBIH KOHTPOJIb B 00JiacTu obecrieueHus1 6€3011aCHOCTH
3HAYUMBIX OOBEKTOB KPHUTHYECKONM HHMOPMAIMOHHOU WHQPACTPYKTYPHI, a TaKKe
yTBepK/1aeT (pOpMy aKTa IPOBEPKHU, COCTABJIAEMOTO 10 UTOTaM IIPOBE/IEHU YKAa3aHHOTO
KOHTPOJIA.

4. DenepasbHBIA OpraH HCHOJHUTEIBHON BJIACTH, YIIOJTHOMOUYEHHBIM B 00JsacTH
obecrieueHuss (PYHKIIMOHUPOBAHUA TOCYAPCTBEHHON CHCTEMBI OOHAapy:KeHUus,
NpefynpexaeHnuss W JINKBUJAIIUU  TIOCJIEJICTBUNA  KOMIIBIOTEPHBIX aTak Ha
nHdopMannoHHbIe pecypchl Poccuiickoit Penepanuu:

1) BHOCUT TIPEJJIOKEHUSI O  COBEPIIEHCTBOBAHUM  HOPMATHBHO-IIPABOBOTO
peryJimpoBaHusA B obsactu obecrieueHus 6e301acHOCTH KPUTUYECKOMN
nHbopMannoHHON HHpacTpyKTypsl [Ipesuaenty Poccuiickoit ®enepanvu u (vim) B
[IpaButenbcTBO Poccutickoit ®enepamnuu;



2) co3/jaeT HallMOHAJIbHBIM KOOPAWHAIIMOHHBIHN IIEHTP 10 KOMIIBIOTEPHBIM UHITU/IEHTAM
U yTBEPIK/IaeT IOJIOKEHUE O HEM;

3) KOOPAMHUDPYET JeATEJbHOCTb CYOBEKTOB KPUTHYECKOH HHGPOPMAINMOHHOMN
UHQPaACTPYKTYphl IO BOIIpocaM OOHapYKeHUs, IpPeAyNpexAeHUus W JIMKBUIAIUN
MIOC/IEICTBUU KOMITBIOTEPHBIX aTaK U pearnipoBaHMs Ha KOMIIbIOTEPHbIE HHITU/IEHTHI;

4) OpraHm3yeT W IIPOBOJIUT OIlEHKY OE€30IacCHOCTH KPUTHYECKON WH(GOPMAIOHHOU
UHQPACTPYKTYPHI;

5) OmIpeJiesiseT nepeueHb HHPOopPMaIliU, IPEJICTaBISIEMOU B TOCY/IaPCTBEHHYIO CHCTEMY
obHapyKeHUs, IPEAYIIPERIECHUA U TUKBUAAIINH TTOCTIEACTBUYA KOMITBPIOTEPHBIX aTaK Ha
nHopManOHHbIE pecypchl Poccuiickoit ®eneparinu, 1 MOPS0K €€ MpeCTaBIeHU,

6) yTBEpKIaeT MOPAOK MHGOPMUPOBAHUA (DeAepayIbHOTO OpraHa HMCHOJHUTETbHOUN
BJIACTH, YIIOJJTHOMOYEHHOTO B  obOslactu  obecrieueHuss  (QYHKIMOHUPOBAHUS
TOCYZJapCTBEHHOU CHCTEMBI OOHapy:KeHWs, NpeAyNpexXAeHus U JINKBUJIAIUN
MIOCJIEICTBUM KOMIBIOTEPHBIX aTak Ha wuHGOpPMAIMOHHBIE pecypchl Poccutickoit
denepanyiy, 0 KOMIBIOTEDHBIX UHITUJIEHTAX, pearupoBaHUs Ha HUX, IPUHATUA Mep 10
JINKBUJAIIUN TIOCJIEZICTBUN KOMITBIOTEDHBIX aTaK, HPOBEJEHHBIX B OTHOIIEHUU
3HAUNMBbIX 00'bEKTOB KPUTUUECKON NHOPMAIIMOHHON NHDPACTPYKTYPHI (B 6AHKOBCKOM
chepe u B uHBIX cepax GUHAHCOBOTO PhIHKA YTBEPIK/IAET YKA3aHHBIN TMOPSJO0K IO
corstacoBaHuio ¢ llenTpanbHbiM 6aHKOM Poccuiickoit ®eneparum);

7) YTBEpK/IaeT NOPpAA0K oOMeHa HHOpMaIeld 0 KOMIIBIOTEPHBIX HHIUIEHTaX MEXIY
cyObeKTaMU KPUTUYECKONH HMHGOPMAIMOHHOU WHQPACTPYKTYPBI, MEXKAY CyOBEKTaMH
KpPUTUUECKON HMHGOPMAIMOHHONW MHQMPACTPYKTYPhl U YIIOJTHOMOUYEHHBIMU OpraHaMH
MHOCTPAHHBIX rocy/1apcTB, MesK/TyHapO/IHbIMU, Me>K/TyHapOJHBIMU
HEIPABUTEJIbCTBEHHBIMU  OPraHU3aIUAMH W  HWHOCTPAHHBIMU  OpraHU3ALUAMHU,
OCYIIECTBJIAIONIUMU JeATeIbHOCTh B 00JIaCTU pearupoBaHUs HAa KOMIIBIOTEPHBIE
UHITU/IEHTBI, a TAKKe MTOPAIOK IMOJyUYeHUS CyOheKTaMU KPUTHUECKON NH(POPMAITMOHHOMN
UHPPaACTPYKTYphl HHGOPMAIIUHN O CPEZCTBAX U CHOCO0aX MPOBEAEHUA KOMIIBIOTEPHBIX
aTak M 0 MeTOZ|ax UX MPeAyIpek/IeHUus U OOHAPYKeHUS;

8) opraHusyeT yCTaHOBKYy Ha 3HAYMMBIX O0BEKTaX KPUTHYECKON HWHOOPMAIMOHHOM
UHQPPACTPYKTYpPhl U B CeTAX 5HJIEKTPOCBA3U, HCHOJb3YyeMbIX JJI1 OpPraHU3alluu
B3aMMOJIEACTBUSI OOBEKTOB KPUTHYECKOU HWHGOPMAIMOHHON WHQPaCTPYKTYPHI,
CPE/ICTB, TpeIHA3HAUYEHHBIX /JIA OOHApPYKEHWs, IPEAYIPERAEHUS W JIMKBUAIINU
TIOCJIE/ICTBUHM KOMIIBIOTEPHBIX aTaK U pearipoOBaHUs Ha KOMIIbIOTEPHBIE UHITUEHTHI;

Q) ycTaHaB/IMBAaeT TPeOOBAaHUA K Cpe/CTBaM, IpeAHAa3HAUEHHBIM /i1 OOHApYKeHUH,
IpeynpexeHus 1 JUKBUAAINN MTOCIe/ICTBUN KOMIBIOTEPHBIX aTaK U pearupoBaHUsA
Ha KOMIIbIOTEPHBIE UHIIU/IEHTHI;

10) yTBEpKJIaeT MOPAAOK, TEXHUUECKUEe YCJIOBUA YCTAHOBKYU U BKCIUIyaTalluU CPeJCTB,
IIpe/iHa3HAYEHHBIX /IJIs1 OOHAPYKeHUs, NIpeAyIpeKIeHNs U JUKBUIAIUU TTOCIIe/[CTBUH
KOMITBIOTEPHBIX aTaK U pearnpoBaHMs Ha KOMIIBIOTEPHBIE UHITU/IEHTHI, 32 UCKIIOUeHEM
CPEACTB, IpelHa3HAUEHHBIX /Jifd IIOMCKA NPU3HAKOB KOMIIBIOTEDHBIX aTaK B CeTAX
BJIEKTPOCBSA3HM, HUCIOJIb3yeMbIX JJIsi OpraHU3ally  B3aUMOJIEMCTBUA  OOBEKTOB
KPUTHUUECKON MHGOPMAIUOHHON HHGPACTPYKTYpHhl (B OaHKOBCKOU cdepe U B HMHBIX
chepax prHAHCOBOTO PHIHKA YTBEPK/AaeT YKa3aHHbIe MTOPA/IOK U TeXHUUECKUE YCIOBUSA
1o corsiacoBanuio ¢ llenTpanbubiM 6ankoM Poccuiickoit @eneparun).

5. ®enepasbHBINl OpraH HUCIOJHUTEJIBHON BJIACTH, OCYILIECTBIAKIINU (PYHKIUU I10
BBIDAOOTKE W peaM3aI[ii TOCyapCTBEHHON IOJUTHKH W HOPMATHBHO-IIPABOBOMY



pPeryJupoBaHUI0 B 00JIAaCTH CBSI3H, YTBEPJKAAET II0 COIVIACOBAHUIO C (eJiepaTbHbIM
OpPraHOM WCIOJTHUTEJbHON BJIACTH, YIIOJHOMOYEHHBIM B o0JlacTé obecrieueHust
(pYyHKIIMOHUPOBAHUA TOCYapPCTBEHHON CHCTEMBI OOHAPYKEHUs, MPEAYIPEXIEHUA U
JIMKBUZIAIUU TIOCJIEICTBUM KOMIBIOTEPHBIX aTaK Ha WH(MOPMAIMOHHBIE PECYpPChHI
Poccutickoit ®enepanuu, Nopsg0K, TEXHUUECKHE YCIOBUSA YCTAHOBKHU U SKCILIyaTalluu
Cpe/ICTB, MpeJHA3HAUEHHBIX JJIA TMOMCKA MPU3HAKOB KOMIMBIOTEPHBIX aTaK B CETAX
BJIEKTPOCBSI3H, UCIOJb3YyEeMbIX JJIsi OpraHU3aluyd B3aUMOJEHCTBUA OOBEKTOB
KpUTH4Yeckor nHPOpMaIuoHHON NHGPACTPYKTYPHI.

CraTtbsa 7. KateropupoBaHne 06bEKTOB KpUTU4ECKOMU MHC(PpOPMaLIMOHHOMN
MH(PaCTPYKTYpPbI

1. KareropupoBanue o00OBeKTa KpPUTHUYECKOU WHGPOPMAIMOHHON WHQPPACTPYKTYPHI
IpE/ICTaBIsAeT COOOW  YCTAaHOBJIEHHE  COOTBETCTBUS  OOBEKTAa  KPUTHYECKOH
UHPOPMAUMOHHON HWH@PACTPYKTYPbl KPUTEPUAM 3HAUYMMOCTU M IIOKa3aTeasaM UX
3HAUEHUH, IPHUCBOEHNE €My OJHOU M3 KaTeropuil 3HAYMMOCTH, IPOBEPKY CBEEHUU O
pe3yabTaTax ee IPUCBOEHUS.

2. KaTeFOpI/IpOBaHI/Ie OCYIIIECTBJIAECTCA UCXOAA U3:

1) couWaJbHOU 3HAYMMOCTH, BBIpaXKAIOIIelcsAd B OIEHKE BO3MOXKHOTO yIepoa,
MIPUYMHSAEMOTO >KU3HHU WA 3J0POBBIO JIIOZEN, BO3MOXKHOCTU TIPEKpAIeHUs HWJIN
HapylleHus QYHKINOHUPOBAHUSA OOBEKTOB oObecreueHUs >KU3HeeATEeTbHOCTH
HaceJIeHHsA, TPAHCIIOPTHON WHMPACTPYKTYPHI, ceTell CBA3U, a TaKXKe MaKCUMaJIbHOM
BpeMeHHN OTCYTCTBHUSA JOCTyHa K TOCy/apCTBEHHOM yciyre I IMOJIydaTeseld TaKou
YCIyTH;

2) MOJIMTUYECKON 3HAUMMOCTH, BBIPA’KAIOIIENCS B OIIEHKE BO3MOYKHOTO ITPUYHNHEHUS
ymepba unTepecam Poccuiickoii ®ezepanuu B Bompocax BHYTPeHHeW U BHeIIHeU
IIOJIUTUKH;

3) SKOHOMUYECKON 3HAUYMMOCTH, BhIpAXKAIOIIeNcsA B OlleHKE BO3MOKHOTO IPUUYNHEHUS
MpSIMOTO ¥ KOCBEHHOTO Yyiiepba cyObeKTaM KpPUTHYECKOH WH(OPMAIMOHHON
nHPpacTpyKTypHsI u (1an) 61oaxetam Poccuiickoit Penepanuu;

4) HSKOJIOTHTYECKOU 3HAaYMNMOCTH, BpraX(aIOHlefICH B OIl€HKE€ YPOBHA BOSZ[efICTBHH Ha
OKPYX¥KaroIlllyro CpeNy,

5) 3HAYUMOCTH OOBEKTAa KPUTHYECKOH WH(POPMAIMOHHOW WHQPACTPYKTYPHI IJIs
obecrieueHrs1 000POHBI CTPAHBI, 0€30TIACHOCTHU TOCYZApCTBA U IIPABOIIOPAIKA.

3. YcraHaBIMBAIOTCA TPU KATETOPDUU 3HAYUMOCTH OOBEKTOB  KPUTHUUECKOU
MH(POPMALIMOHHON NH(PPACTPYKTYPHI - IEpBasA, BTOpPas U TPEThH.

4. CyObeKTbl KpUTHYECKOH WHGOOPMAIMOHHONW HHQPACTPYKTYPhl B COOTBETCTBUH C
KpPUTEpUSAMU 3HAYMMOCTU W TIOKA3aTeJAMHM HX B3HAYEeHUH, a TakKkKe IMOPAAKOM
OCyIIIeCTBJIEHUs KAaTerOpUPOBaHUA IIPHUCBAWBAIOT OFHY M3 KaTeropuil 3HAYMMOCTU
IpUHAAJIEXKANUM UM Ha IIpaBe COOCTBEHHOCTH, apeH/bl WJIW HHOM 3aKOHHOM
OCHOBaHUU 0ObEKTAM KPUTHUECKON NH(POpManmoHHOU HHPPACTPYKTYphl. Eciin 00BbeKT
KpUTUYEeCKON WHGOPMAIMOHHOU HWHQPACTPYKTYpbl HE COOTBETCTBYET KPUTEPUAM
3HAYMMOCTH, ITOKA3AaTEIAM 3TUX KPUTEPHUEB U X 3HAUEHUAM, EMY He IIPHCBAUBAETCA HUA
OlHA U3 TaKUX KaTeTOpUU.

5. CBezleHUs1 O pe3ysbTaTax IPUCBOEHUSA OOBEKTY KPUTHUECKON HWHOOPMAIMOHHOU
nHPACTPYKTYPHl OAHOU W3 KaTErOpudl B3HAYUMOCTH JIHOO 00 OTCYyTCTBUU



HeOOXOZMMOCTH TPHUCBOEHUS €My OJTHOM U3 TAaKUX KATETOPHUH CYOBEKThI KPUTUUECKOU
MH(POPMALMOHHON MHMPACTPYKTYPhl B MUCbMEHHOM BHJE€ B JIECATUHEBHBIN CPOK CO
JHA TIPUHATUA UMU COOTBETCTBYIOIIETO pellleHus HANpaBJIfgloT B (efepaybHblil OpraH
WCIIOJTHUTEJIBHOU BJIACTH, YIIOJTHOMOYEHHBIH B 00JacTH obecrieueHHs 0e30M1aCHOCTH
KpUTHYeckol WHGOpPManMOHHOW WHPpPacTpyKTypsl Poccuiickoit ®epeparnuu, 110
YTBEPKAEHHO! UM ¢dopme.

6. ®enmepanbHBIA OpraH WCIOJHUTEJIbHON BJIACTH, YIIOJHOMOUYEHHBIH B 00JacTH
obecrieueHrsi 06e30MACHOCTH KPUTUUECKOH HWHGOPMAIMOHHON WHQPACTPYKTYPhI
Poccuiickoit @enepanuu, B TPUALATUAHEBHBIN CPOK CO JIHA IIOJIyYeHHs CBEJIEHUH,
YKa3aHHBIX B UACTH 5 HACTOSAMIEW CTaTbU, IIpOBepsieT coOJII0IeHne IOPsJIKa
OCyIIIeCTBJIEHUS KaTeTOPUPOBAHUSA U ITPABUJIBHOCTD IPUCBOEHUA 00BEKTY KPUTHUECKOU
nHQOpMAaNMOHHOU WH@PACTPYKTYPhl OJIHOM €3 KAaTEeropuil 3HAUYMMOCTH JIH0O
HETPUCBOEHUS €My HU OTHON M3 TAaKUX KaTETOPUH.

7. B ciydae, ecnm cyOBEKTOM KPUTHUYECKOU WHGOPMAIMOHHON WHOPACTPYKTYPHI
COOJTIOZIEH TIOPAIOK OCYIIECTBJIEHUSA KAaTETOPUPOBAHUsA U IPUHAJJIEKAIEMYy €My Ha
mpaBe cOOCTBEHHOCTH, apEH/Ibl MJIK MHOM 3aKOHHOM OCHOBAHUH O0BEKTY KPUTHUECKOU
MH(QOPMalMOHHOU HH(PACTPYKTyphl IIPAaBMJIBHO IIPUCBOEHA OJHA U3 KaTeropuil
3HAUMMOCTH, (eJ/lepayibHbIM OpraH HWCHOJHUTEJIbHOU BJIACTH, YIIOJTHOMOYEHHBIM B
obJsactu obecrieueHus 6e30I1acHOCTH KPUTHUYECKOMN MH(OpPMaIMOHHOU
nHpacTpyKTypsl Poccuiickoii ®enepanyii, BHOCUT CBEeZIEHUSI O TaKOM OOBEKTe
KPUTUYECKON HHGOPMAITMOHHON WHQPACTPYKTYPHl B PeecTp 3HAYMMBIX OOBEKTOB
KPUTHYECKON HHQOPMAIMOHHON HWHQPACTPYKTYpPhl, O YeM B JIECATUIHEBHBIA CPOK
yBeOMJIsIeTCA CYObeKT KPUTHUeCKOU HHDOPMAIIMOHHON NHGPACTPYKTYPHI.

8. B cimyuae, eciiu perepasibHBIM OPTaHOM HUCIIOJTHUTEIHHOM BJIACTH, YIIOJTHOMOYEHHBIM
B oOsactm  oOecrieyeHunsi ~ 0e30MACHOCTH  KPUTHUYECKOH  HMH(OPMAIMOHHON
nHdpacTpykTypel Poccuiickoii ®eneparuu, BbIABJIEHBl HapyIIeHUs MOpAAKa
OCYII[eCTBJIEHUSI KAaTeropupoBaHus U (Win) oObeKTy KPUTHUECKOU MHGOPMAIMOHHON
UHQPaACTPYKTYpPhI, MPUHAJIEKAIEMY Ha IIpaBe COOCTBEHHOCTH, apeH/[bl WJIH WHOM
3aKOHHOM OCHOBAaHUM CYOBEKTy KPUTHUECKOU HHGOPMAIMOHHON WUHQPaCTPYKTYPHI,
HEINPaBUWJIbHO IIPUCBOEHA O[HA U3 KAaTeropuil 3HAUMMOCTH U (Min) HeOOOCHOBAHHO HE
IpUCBOEHA HHU OJHA U3 TaKUX Kareropuéd u (Wim) CyOBEKTOM KPUTHYECKOU
nH@OpManOHHOU NHOPACTPYKTYPbI IPEJCTaBIeHbI HEMOIHbIE U (MJI1) HeZJOCTOBEPHBIE
CBE/IEHUS O Pe3yJIbTaTaX IPUCBOEHUS TAKOMY O0BEKTY KPUTHUECKON NHMOPMAIIMOHHON
UHPACTPYKTYphl OAHOW W3 KaTeropuil 3HAYMMOCTH JHUOO 00 OTCyTCTBUH
HeoOXO/IMMOCTH NIPUCBOEHUs €My OJIHOM M3 TaKUX KaTeropuil, ¢efiepasibHbII OpraH
HCIIOJTHUTEJIPHON BJIACTH, YIIOJIHOMOYEHHBIN B oOsacTH obecrieueHuss 0e30M1aCHOCTH
KpUTHYeCKON HWHQMOPMAIMOHHON UHQPACTpPyKTypbl Poccuiickor ®enepanuu, B
JleCATUTHEBHBIN CPOK CO JIHA MOCTYIJIEHUs IIPe/ICTaBJIEHHBIX CBeJleHNU BO3BpaIljaeT ux
B IIMCHbMEHHOM BHJIe CyOBEKTYy KpPUTHUYEeCKOU MH(POPMAIHMOHHON WHMPACTPYKTYPHI C
MOTHUBHUPOBAHHBIM 00OCHOBAaHMEM IIPUUUH BO3BpAaTa.

9. CyObeKkT KpuTHueckol WHOOPMAIMOHHOU HWHQPACTPYKTYPHl IOCJIE IOJIyYeHUs
MOTHUBHPOBAHHOTO OOOCHOBAaHUs NMPUYHUH BO3BpATa CBEJIEHUM, YKa3aHHBIX B YAaCTHU 5
HACTOSAIIEN CTaThbU, He 0Ooyiee YeM B JECATU/THEBHBIA CPOK YCTPAHSET OTMEUYEeHHBIE
HeJIOCTaTK! U TIOBTOPHO HAamNpaBJisieT TaKHe CcBeleHUs B (denepayibHBIA Opra
HCIIOJIHUTEJIbHON BJIACTH, YIIOJTHOMOUYEHHBIM B oOsactu obecrieueHusi 6€30MaCHOCTH
KpUTHUECKON nHOpMannoHHOU nHPpacTpyKTyphl Poccutickoit ®eneparium.

10. CBemeHuss 00 OTCYTCTBUU HEOOXOAWMOCTH TPHCBOEHUS OOBEKTY KPUTHUECKOU
nHpOpMaMOHHOU HHQPACTPYKTYPHl OAHON U3 KaTerOpUil 3HAUYUMOCTH IOCIe UX
MPOBEPKU  HAMpPABJAKTCI  (efepasibHbIM OpPraHOM  HCIIOJTHUTEJIPHON  BJIACTH,
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YyIOJIHOMOYEHHBIM B  obsactm  obecneyeHusi  0OE€30MACHOCTH  KPUTHYECKOUN
nHpOpMaUOHHON HHpACTPyKTyphl Poccuiickour ®eneparuu, B TOCYZapPCTBEHHYIO
cucteMy OOHaApYKeHUs, TpeAyNpeKAeHUA U TUKBUAALNY TOCTIEACTBUN KOMITBIOTEPHBIX
aTak Ha nHOpMallMOHHbIe pecypchl Poccuiickoii Pesiepariuy, o ueM B JleCATHTHEBHBIN
CPOK yBesioMJIsIeTCs CyObeKT KpUTHUeCcKo HHOPMAIMOHHON NHMPACTPYKTYPHL.

11. B cayuae HempejicTaByiieHUsI CYyOBEKTOM KPHUTHYECKON WHOOPMaIMOHHOU
UHQPPaACTPYKTYPhl CBeIeHUN, YKa3aHHBIX B YACTU 5 HACTOSAIIENW CTaThU, (peiepasbHbIN
OpraH WCIOJHUTEJbHOW BJIACTH, YIOJHOMOYEHHBIM B oOJslacTh oOecriedeHus
0e30MmacHOCTH  KPUTHUUYECKOH WH(OPMAIMOHHON WHQPPACTPYKTYphl Poccuiickoi
denepanyiy, HAIIPABJISIET B a/ipec YKa3aHHOTO CyObeKTa TpeboBaHMEe 0 HEOOXOTMMOCTH
cO0JTI0/IeHN S TIOJIOXKEHU I HACTOSAIIEHN CTaThu.

12. Kareropus 3HAQYMMOCTHU, K KOTOPOU OTHECEH 3HAUYUMBIH OOBEKT KPUTHUECKOU
nHpOpManMOHHOU UWHQPACTPYKTYpPhl, MOKeT ObITh H3MeHeHa B IOpSAJKe,
IIpeZlyCMOTPEHHOM /IJIsl KATETOPUPOBAHUS, B CJIEIYIONIUX CITydasax:

1) IO MOTUBUPOBAHHOMY pellleHUI0 ¢e/lepaIbHOTO OpraHa HCIOJHUTEIbHON BJIACTH,
YyIOJIHOMOYEHHOTO B obsyactu  obecneueHusi  0O€30MACHOCTH  KPUTHYECKOU
nHpOpMauMOHHON UH@pacTpyKTypbl Poccuiickout ®enepanuu, NTPUHATOMY IIO
pe3yJsibTaTaM INPOBEPKH, IIPOBEJAEHHON B paMKax OCYIIECTBJIEHUS TOCYAAPCTBEHHOTO
KOHTpOJIAA B obsiacTu obecrieyeHUs1 6€30IaCHOCTH 3HAYMMBIX OOBEKTOB KPUTHUYECKOH
“HGPOPMALIMOHHON NH(PPACTPYKTYPHI;

2) B Ccydyae W3MEHEHHUsA 3HAUYMMOTO O0BeKTa KPUTHYECKOHM HWHOOPMAIMOHHOU
UHPPaACTPYKTYPhI, B pe3yJibTaTe KOTOPOTO0 TaKOW OOBEKT IepecTasl COOTBETCTBOBATH
KpPUTEpUSAM 3HAUUMOCTH U IOKa3aTessAM UX 3HAUEeHUU, HA OCHOBAHUU KOTOPBIX €My
ObLIa IPUCBOEHA OllpeJiesieHHasA KaTeropus 3HaUYUMOCTH;

3) B CBA3M C JINKBUAALIMEN, peOpraHu3anuel cyobekTa KpUTH4eckou NHPOPMaIOHHON
UHPPaACTPYKTYpsl M (WIM) U3MEHEHHEM €ro OpraHu3alMOHHO-IIPABOBOM (OpPMBI, B
pe3yJsibTaTe KOTOPBIX OBUIM HW3MeHEeHbl JIMb0 yTpaueHbl MNPU3HAKU CyObeKTa
KPUTHUUECKON MHOPMALIMOHHONU HH(PPACTPYKTYPHI.

Cratbsa 8. PeecTp 3Ha4YMMbIX 06HLEKTOB KpUTUYECKOM MHDOPMaLMOHHOMN

WHpacTpyKTypbl

1. B memax yuera 3HAYMMBIX OOBEKTOB KPUTHYECKONH WH(OPMAIMOHHOU
UHQPACTPYKTYPHl PeflepaIbHbI OpraH UCIOJHUTEIBHOUN BJIACTH, YIIOJITHOMOYEHHBIN B
obJsactu obecrieueHus 6e3oI1macHOCTH KPUTHUYECKOH MHPOPMALIMOHHOU
nHbpacTpykTypsl Poccuiickoii ®enepanuu, BeneT peecTp 3HAYUMBIX OOBEKTOB
KpUTHYECKON MH(POPMAIIMOHHON MH(MPACTPYKTYPhl B YCTAHOBJIEHHOM UM mopsjke. B
JIAHHBIU peecTp BHOCATCA CJIeAyIOIUe CBeJeHA:

1) HauMeHOBaHWE  3HAYMMOrO OO0BEKTa  KPHUTHYECKOHM  HHMOPMAIMOHHOU
HHPPACTPYKTYPBI;

2) HauMeHOBaHUe CyObeKTa KPUTUUECKOU NHMOPMALIMIOHHON HH(PPACTPYKTYPBHI;

3) CBEZIEHUS O B3aUMOJIECTBUU 3HAUYUMOTO OObEKTa KPUTHYECKON MHGPOPMAIIMOHHON
MHOPACTPYKTYPHI U ceTel 3JIEKTPOCBA3Y;

4) CBeleHUS O JIUIE, OKCIUIyaTUPYIOIIEM 3HAYUMBIA OOBEKT KPUTHYECKOH
nH(OpManOHHOU UH(PPACTPYKTYPHI;
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5) KaTeropus 3HAYMMOCTH, KOTOpAs MPHCBOEHA 3HAYUMOMY OOBEKTY KPUTHYECKOU
“HOpMaIMOHHOU UH(PPACTPYKTYPHI;

6) cBeZIeHHsI O TPOTPAMMHBIX F IIPOrPaMMHO-aMIIapaTHIX CPEJICTBAX, UCIIOIb3YEeMbIX HA
3HAYMMOM O0BEKTE KPUTHIECKOU MH(POPMAIIMOHHON HH(PPACTPYKTYPHI;

7) Mepbl, IIpUMEHsieMble [JIsi oOecreyeHHsi Oe30MMacHOCTH 3HAYMMOIO OO0BeKTa
KpUTH4Yeckor nHPOpMaIuoOHHON NHGPACTPYKTYPHI.

2. CBemeHuss U3 peecTpa 3HAYUMBIX OOBEKTOB KPUTHYECKON WH(POPMAIIMOHHOU
UHQPACTPYKTYpPhl HAIMPABJSAIOTCS B TOCY/IAPCTBEHHYIO CHCTEMY OOHapy»KeHUs,
IpefynpexeHuss W JIMKBUJAIUU  TOCJEJICTBUNA  KOMIIBIOTEPHBIX aTak Ha
nHdopMannoHHble pecypchl Poccuiickoit Penepanuiu.

3. B ciayuae yrpaThl 3HAUUMBIM OOBEKTOM KPHUTHUYECKONW WHQPOPMAIMOHHOMN
MHOPACTPYKTYPHl KATErOPUU 3HAYMMOCTU OH HUCKJIIOYaeTcs ¢efepaJbHbIM OPTaHOM
HCIIOJTHUTEJIbHON BJIACTH, YIIOJIHOMOYEHHBIM B 0OJlacTH obecriedeHUs Ge30MacHOCTH
KpPUTHUUECKON nHpopMannoHHoU nHdpacTpyKTypsl Poccutickoit ®enepannu, us peecrpa
3HAUMMBbIX 00BEKTOB KpUTUYECKOU NH(POPMAIIMOHHON UHPPACTPYKTYPBHI.

CraTbs 9. [lpaBa 1 06543aHHOCTN CYOBLEKTOB KPUTUYECKON MHDOPMaALMOHHOMN

MH(paCTPYKTYpbI
1. CyOBeKTHI KpUTHUECKOHN MH(POPMAITMOHHON HH(PPACTPYKTYPHI UMEIOT IPaBO:

1) Toyy4aTh OT (peiepaIbHOTO OpraHa WCIOJHUTEILHON BJIACTH, YIIOJTHOMOYEHHOTO B
obiactu obecrnieueHus 6e30macHOCTH KPUTHYECKOU MHOOPMALIIOHHOMN
uHdpacTpykTypel Poccuiickoit ®eneparumn, wHGOpPMAIUIO, HEOOXOAUMYIO IS
obecrieueHrsi 0e30MaCHOCTU 3HAYMMBIX OOBEKTOB KPUTHUECKON WHQPOPMAIOHHOMN
MHOPACTPYKTYPHI, IPUHAJJIEKAIINX UM Ha IpaBe COOCTBEHHOCTU, apPEH/Ibl UJIU UHOM
3aKOHHOM OCHOBaHUM, B TOM 4uciie 06 yrposax 6e3onacHocTu o0pabaThIBaeMOU TaKUMHU
obbekTaMu NHGOPMAINHU U YSI3BUMOCTH ITPOTPAMMHOT0 00ecrieueHust, 000pyI0BaHUSA U
TEXHOJIOTUH, UCII0JIb3YEeMbIX HA TAKUX OOBEKTAX;

2) B IOpPAJIKE, YCTAHOBJIEHHOM (eflepayibHbIM OpPraHOM HCIIOJHUTEJIbHON BJIACTH,
YIOJIHOMOYEHHBIM B o0sacTu obecrieyeHUsA (PYHKIMOHHUPOBAHUSA TOCYAApPCTBEHHOMN
CUCTEMBI OOHAPYKEHUS, TPeAYIIPEKAEHU U TUKBUAIINU TIOCIIE/ICTBUN KOMIIBIOTEPHBIX
aTak Ha uHoOpMaIMoHHbIe pecypchl Poccuiickoit Pesiepariuy, moaydaTh OT yKa3aHHOTO
opraHa wH@OpPMAaIUIO O CPeACTBAX M crocobax MpOBe/leHUs KOMIIBIOTEPHBIX aTak, a
TaK>Ke 0 METO/IaX UX IpeayIpeKAeHus U 00HADYKEHN,

3) IpU HAIUYUU coriacuss ¢elepayibHOTO OpraHa WCIOJIHUTEJIBHON BJIACTH,
YIOJITHOMOYEHHBIM B oOsacTu obecrieueHUs (PYHKIIMOHUPOBAHUSA TOCYAAPCTBEHHOM
CHCTEeMBI OOHAPYKEHUS, IIPETyTIPEKAEHUS U INKBUAAIUH TTOCIIEZICTBUA KOMITHIOTEPHBIX
atrak Ha wuHopManuoOHHBle pecypcbl Poccuiickoni ®Pepepamuu, 3a CBOU cuer
puoOpeTaTh, apeH/I0BaTh, YCTAHABJINBATH U OOC/TY?KUBATh CPE/ICTBA, IIpe/IHa3HAUEHHBIE
JU1s1 OOHAPY>KeHU, IpeIyIpeK/IeHN U JINKBUIAIINY I10CJIe[[CTBUN KOMITBIOTEPHBIX aTaK
Y pearupoBaHUsA Ha KOMIIbIOTEDHbIEe UHIIU/IEHTHI;

4) paspabaThIBaThb M OCYIIECTBJISITh MEPOIPHUATHA IO ObOecredeHuIo Oe30MMacHOCTU
3HAYUMOTro 0ObeKTa KpUTUUECKOU NH(POpMAIMOHHONU NHDPACTPYKTYPHL.

2. CyOpeKThl KpUTUUECKON NHPOPMALIMOHHOU UHQPPACTPYKTYPHI 00A3aHBbI:

1) He3aMeJJINTeJIbHO MH(GOPMHUPOBATh O KOMIBIOTEPHBIX HHIUAEHTaX (efepaybHbIN
OpraH WCIOJHUTEJIbHOM BJIACTH, YIIOJTHOMOUYEHHBIH B o0sacTH obecrieueHus



(pYyHKIMOHUPOBAHUA TOCY/IaPCTBEHHOM CHCTEMBl OOHApY>KEHU:, NpeLynpeKIeHUus U
JIMKBUZIAIUU TIOCJIEICTBUM KOMIBIOTEPHBIX aTak Ha WH(MOpPMAIMOHHbIE PeCypCh
Poccuiickoit @enepanun, a takke lleHTpanbHbli OaHk Poccuiickou ®enepanmu (B
cJIyJae, ecyiv cyObeKT KpUTHIECKON HHPOPMAITMOHHON HHPPACTPYKTYPHI OCYIIIECTBIISET
JlesiITeJIbHOCTh B OaHKOBCKOW cdepe U B UHBIX cdepax (UHAHCOBOTO PHIHKA) B
YCTaHOBJIEHHOM YKa3aHHBIM (eiepaibHBIM OPTaHOM HCIOJTHUTEIBHOU BJIACTU OPSAIKE
(B 6ankoBCcKOU cdepe u B UHBIX chepax (HUHAHCOBOTO PhIHKA YKa3aHHBIN IMOPAZOK
yCTaHaBJIMBAETCA T10 coryiacoBaHuIO ¢ lleHTpasbHbIM 6aHKOM Poccuiickoit Peneparun);

2) OKa3bIBaTh  COZEHCTBHE  JIOJDKHOCTHBIM  JiMIAM  (elepayibHOTO  OpraHa
HUCIIOJTHUTEJIPHOW  BJIACTH,  yIOJIHOMOYEHHOTO B  oOslacth  obecliedeHus
(OYHKIIMOHUPOBAHUS TOCY/IADCTBEHHON CHUCTEMBI OOHApY:KEHUs, MPENYNPEKIEHUS U
JINKBUJIAIMY TIOCJIEICTBUN KOMIBIOTEPHBIX aTak Ha HWHGOPMAIMOHHBIE DPECYPCHI
Poccutickoii ®eneparnuy, B OOHapy:K€HHH, NPEAYNPEXKAECHUN ¥ JIMKBUAAIUN
IIOCJIEZICTBUM KOMITBIOTEPHBIX aTaK, YCTAHOBJIEHUH IPUYUH U YCJIOBUUA BO3SHUKHOBEHUS
KOMITBIOTEPHBIX HHIIN/IEHTOB;

3) B CJIy4yae yCTAaHOBKH Ha O0BEKTAX KPUTHIECKON NH(POPMAIIMOHHON HHQPPACTPYKTYPbI
CpeJICTB, IIpeJHa3HAUEHHBIX /I OOHApYKEHWs, NPeNyNpekIeHUs U JIMKBUIALNU
MIOCJIEICTBUM KOMITBIOTEPHBIX aTaK W pPearnpoBaHUs HAa KOMIIBIOTEPHbIE WHIIUIEHTHI,
obecrieunBaTh BBINOJIHEHUE IMOPA/AKA, TEXHUUYECKHUX YCJIOBUM  YCTAaHOBKH U
SKCIUTyaTaI[U¥ TAKUX CPEJICTB, UX COXPAHHOCTb.

3. CyObekTsl KpuTuyeckou WH(POPMAIMOHHON MHQMPACTPYKTYyphl, KOTOPBIM Ha IIpaBe
COOCTBEHHOCTH, apeH/bl WM WHOM 3aKOHHOM OCHOBAHUH MPUHAJIEKAT 3HAYMMBIE
00BEKTHI KPUTUUECKON MH(POPMAMOHHON MHPPACTPYKTYPHI, HAPAAY C BBIIIOJHEHHUEM
00s13aHHOCTEH, ITPElyCMOTPEHHBIX YaCThIO 2 HACTOSIIEN CTAThH, TAKXKe 00S3aHbI:

1) coOmtozmaTh TpeboBaHUS IO oOOecliedeHHI0 0e30MacHOCTH 3HAYUMBIX OOBEKTOB
KpUTHUEeCKON WHGOPMAIMOHHON WHGPACTPYKTYPHI, yCTaHOBJIEeHHbIe ¢e/lepaIbHbIM
OpPraHOM WCIOJIHUTEJIbHOU BJIACTH, YIIOJIHOMOYEHHBIM B oOJlacT obOecrnedeHus
06e30MmacHOCTH KPUTHUUYEeCKON uH@OpManmoHHON uHOPACTPYKTYpel Poccuiickoit
Qepnepanuuy;

2) BBINOJHATH MPEANUCAHUSA  JIOJDKHOCTHBIX JIMI[  (elepalbHOTO  OpraHa
HCIIOJIHUTEJIbHON BJIACTH, YIOJHOMOYEHHOrO0 B obOsiacTu obecrieueHus 0e30MMacHOCTHU
KPUTUYECKOH WH(OpMamoOHHON wWHPpACTpyKTypsl Poccuiickoii ®enmeparuu, o6
yCTpaHEHWU HapylIeHWM B YacTU CcoOJo/leHHuss TpeboBaHUN 1O obecreueHuIo
6e30I1aCHOCTH 3HAYMMOT0 00'beKTa KPUTHUECKOU HH(POPMAITUOHHON NHPACTPYKTYPHI,
BBIZIJAHHBIE STUMH JIUI]JAMH B COOTBETCTBUU CO CBOEH KOMIIeTEHIINEN;

3) pearupoBaTh HAa KOMIIBIOTEDHbIE HHIHWAEHTHI B TIOPSAKE, YTBEPXKIEHHOM
denepasibHBIM OPraHOM HCIIOJHUTEJIBHON BJIACTU, YIOJHOMOYEHHBIM B 00JacCTH
obecrieueHusi (yHKIIMOHUPOBAHUSA TOCY/IaDCTBEHHOU CHCTeMBl OOHapy:KeHU,
OpeAylpeAeHuss U  JIMKBUJAIUU  TIOCJIEICTBUN  KOMIIBIOTEDHBIX  aTaK  Ha
nHpopManmoHHbIe pecypchl Poccuiickoit ®enepanuy, NOPUHUMATh MepPhI IO
JINKBUJIAIIUU TIOCJI€ZICTBUN KOMIIBIOTEDHBIX aTaK, HPOBEJEeHHbIX B OTHOIIEHUU
3HAUYMMBbIX 00BEKTOB KPUTUUYECKOU UH(POPMAIIMOHHON NHDPACTPYKTYPHI;

4) obecrieuynBaTh OECHPENATCTBEHHBIN JOCTYI JOJDKHOCTHBIM JIMIIaM (eIepabHOTO
OpraHa WCIOJHUTEJPHOW BJIACTH, YIOJHOMOUYEHHOTO B 00sacTH obecrieueHus
0e30MmacHOCTH  KPUTHUUYECKOH WH(OPMAMOHHON WHQPACTPYKTYphl Poccuiickoit
denepanuu, kK 3HAUUMBIM 00beKTaM KpUTHUYECKOU HHPOPMaIMOHHON NHPPACTPYKTYPBI
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IIpU peaju3alluy STUMU JIMIAMH IIOJTHOMOYMH, IPeJIyCMOTPEHHBIX CTaTbel 13
HacrodAmero PegepasbHOro 3aKOHA.

Crtatba 10. Cuctema 6€30nNacHOCTU 3HAYNMOTO OO bLEKTA KPUTUUYECKOMN
MH(POPMaLMOHHON UH(PPACTPYKTYPbI

1. B memax obOecneueHus 6e30MacHOCTH 3HAYMMOTO OOBEKTa KPUTHYECKOU
nHQOpPMAaIMOHHOU UHQMPACTPYKTYpPhl CyOBEeKT KpUTHUYECKOU WHQOPMaIMOHHON
UHQPaACTPYKTYPhI B COOTBETCTBUH C TPEOOBAHUAMU K CO3JAHUIO CUCTEM OE30IIaCHOCTH
TakuX OOBEKTOB M ol0ecnieuyeHNI0 uX (GYHKIMOHUPOBAHUSA, YTBEPIKAEHHBIMHU
(denepasibHBIM OpPraHOM WCIOJIHUTEJIbHOU BJIACTH, YIIOJTHOMOUEHHBIM B 00JacTU
obecrieueHrs1 06€30MACHOCTH KPUTHUYECKOW HWHGOPMAIMOHHON WHQPPACTPYKTYPhI
Poccutickoit ®epepamuu, coszpaerT cucTeMy 0e30MACHOCTH TaKOTO OOBEKTa U
obecrieunBaeT ee PyHKIIMOHUPOBAHHUE.

2. OCHOBHBIMHU 33/1a4aMM CUCTEMBI 0€30IACHOCTH 3HAYMMOTO OOBEKTa KPUTHYECKOU
“HOPMaIMOHHOU UHPPACTPYKTYPHI ABJIAIOTCA:

1) mpeAOTBpallleHNEe HEeMPaBOMEPHOTO JocTynma K WHopManuu, obpabaTbiBaeMoi
3HAUUMBIM  OOBEKTOM  KpUTHUYECKOW  HHOOPMALMOHHOM  HUHQPACTPYKTYDHI,
YHUUYTOXKEHUS Takod uHbopManuu, ee MOANUDUIUPOBAHUSA, OJOKUPOBAHUAA,
KOIIMPOBAHUs, MIPEJIOCTABJIEHNUS U PACIIPOCTPAHEHUS, a TaKyKe WHBIX HEIPAaBOMEPHBIX
JIeVCTBUM B OTHOIIIEHNU TaKoW nHOpMaIny;

2) HeJIOMyIlleHre BO3/IENCTBUA Ha TeXHUUYECKUE cpeficTBa 00paboTku mHpOpMAIUH, B
pe3yJbTaTe KOTOPOTO MOKET ObITh HAPYIIEHO U (WJIH) IpeKpaIieHo GyHKIIMOHUPOBAHUE
3HAYUMOT0 0O'beKTa KPUTUUECKON UH(POPMAIMOHHOU NHDPACTPYKTYPHI;

3) BoccraHOBJeHUe (YHKIUOHUPOBAHUA 3HAUMMOrO OOBEKTa KPUTHUUECKOU
“H(OpMaMOHHOU HHPPACTPYKTYPHI, 00€CIIeTNBAEMOr0 B TOM UHICJIE 32 CUET CO3aHUS
U XpaHeHUs pe3ePBHBIX KOMUU HEOOXOAUMOMH JIJIs1 3TOT0 HHGPOPMAIUH;

4) HeIpephIBHOE B3aUMOJIEHCTBUE C TOCY/IapCTBEHHOW CHCTEMOU OOHapy»KeHWUs,
IpeAyNpEeRAEeHUsI W  JIMKBUAAIUA  TIOCJIEICTBUH  KOMIIBIOTEPHBIX  aTaK  Ha
nHdopMannoHHbIe pecypchl Poccuiickoit Penepanyiu.

CraTtbsa 11. TpeboBaHMA No obecnevyeHUo 6€30NaCHOCTU 3HAYMMbIX OO BLEKTOB
KpUTM4eCKon MHPOpPMaLMOHHON MHDPACTPYKTYpPHbI

1. TpeboBanus 1o obeclieyeHHUIO 0E30MaCHOCTH 3HAYUMBIX OOBEKTOB KPUTHYECKOU
MH(GOPMAIIMOHHON WHGPACTPYKTYpPbhl, yCTaHABJIWBaeMble (eepasbHbIM OPTaHOM
HCIIOJIHUTEJIbHON BJIACTH, YIIOJIHOMOYEHHBIM B 0bOJsiacTu obecrieueHUs 6e30MacHOCTH
KpUTHYeCcKo uH@opManuoHHoul  uHpacTpykTypsl  Poccuiickoit  ®epnepanuu,
nuddepeHIupYIOTCA B 3aBUCUMOCTU OT KaTeTOPUH 3HAUUMOCTU 00BEKTOB KPUTHIECKOH
MHGOPMAIIMOHHON HH(PPACTPYKTYPHI 1 3TUMU TPeOOBAaHUSMU IIPETyCMATPUBAIOTCS :

1) IJIaHUpPOBaHUE, pa3paboTKa, COBEPIIEHCTBOBAHWE U OCYIECTBJIEHHE BHEAPEHUS
MEPOIPUATHUA II0 00eclieueHn0 0e30MacHOCTH 3HAYUMBIX OOBEKTOB KPUTHUYECKOU
nH@OpManMOHHOU UHPPACTPYKTYPHI;

2) MPUHATHE OPTaHU3ANNOHHBIX U TEXHUUYECKUX Mep /A obecrieueHus 0e30MMacHOCTU
3HAUYMMBbIX 00BEKTOB KPUTUYECKOU UH(POPMAIIMOHHON HHOPACTPYKTYPHI;

3) YCTaHOBJIEHHE IIapaMeTPOB M XapaKTEPUCTUK IMIPOTPAMMHBIX M IPOrPaMMHO-
almapaTHBIX CPEJICTB, IPUMEHSEMBIX I oOecredeHHss 0e30IacHOCTH 3HAUYMMBIX
00bEKTOB KPUTHUECKON MHDOPMAITMOHHOU UH(PPACTPYKTYPHI.
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2. TocymapcTBeHHBIE OpPraHbl U POCCHUUCKUE OpUANYECKUE JIWIA, BBIIOJIHAIOIINE
(yHkIMU 110 pa3zpaboTKe, TPOBEAEHUIO WK PeTN3AUN TOCYAaPCTBEHHON TOJTUTUKHI U
(1y11) HOPMATUBHO-IIPABOBOMY PETryJIMPOBAHUIO B YCTAaHOBJIEHHOU cdepe /1eATeIbHOCTH,
II0  COTJIaCOBaHHI0 ¢  ¢eZepaTbHBIM  OPraHOM  HUCIOJIHUTEJIBHOM  BJIACTH,
YIOJTHOMOYEHHBIM B  obiylact  obecrieueHusi  0€30IACHOCTH  KPUTHUUYECKOM
nHdopmannoHHoU HHOPACTPYKTYpsl Poccuiickoit ®@eneparini, MOTYT YCTaHABJINBATH
JIOIIOJIHUTEJIbHBIE TpeOOBaHUA MO obecreyeHUI0 0e30IaCHOCTH 3HAUYUMBIX OOBEKTOB
KPUTUYECKON WHGOPMAIMOHHON HWHQPACTPYKTYPHI, cojepKaiiue OCOOEHHOCTU
(PyHKIMOHUPOBAHUA TAKUX OOBEKTOB B yCTAHOBJIEHHOH cdepe AeATeTbHOCTH.

Cratbsa 12. OueHka 6e30nacHOCTU KPUTUYECKON MHPOPMaLIMOHHOWN

MHPaCTPYKTYpbI

1. Ounenka 06e30MacHOCTH KPHUTHYECKOW WHOOPMAIMOHHON WHMPACTPYKTYPHI
ocytiecTBiseTcs deiepaTbHBIM OPraHOM UCIIOJIHUTEIHFHON BJIACTH, YIIOJTHOMOYEHHBIM
B 00s1acTu obecnieueHns GYHKIIMOHUPOBAHUSA FOCY/IaPCTBEHHOM CHCTeMbI OOHAPYKeHU s,
IpefynpexJeHus W JIMKBUJAIMU  TOCJEJICTBUM  KOMIIBIOTEDHBIX aTak Ha
nHopMmanuoHHble pecypchl Poccuiickoii ®enepanuy, B IeIAX IPOTHO3UPOBAHUA
BO3HUKHOBEHHUSI BO3MOJKHBIX YIPO3 0€30IacHOCTH KPUTHYECKOW WHGOPMAIMOHHON
MHOPACTPYKTYPhl U  BBIPAOOTKM Mep 110 TIOBBIIIEHUIO YCTOHYHUBOCTH €€
(pyHKIMOHUPOBaHUA NIPYU IPOBEAEHUY B OTHOILLIEHUU ee KOMIIBIOTEPHBIX aTaK.

2. Ilpm ocymecTBieHUN OIlEHKH 0e30IacCHOCTH KPUTHUYECKOH HWHMOPMAIMOHHOU
UHQPaACTPYKTYPHI IPOBOUTCS aHATUS:

1) JaHHBIX, IOJIyYa€MbIX IIPHU HCIIOJIb30BAHUHU CPEJICTB, IpeJHAa3HAYEHHBIX I
oOHapy»KeHUS, IPeAYIPEKASHUS U JIUKBUAAIIUH ITOCTEACTBUA KOMIIBIOTEDHBIX aTak U
pearupoBaHUs Ha KOMITLIOTEPHBIE MHITU/IEHTHI, B TOM YHCJIE HHDOPMAIIUN O HAJTMYUH B
CEeTSIX BJIEKTPOCBSA3U, HCIOJIb3YEeMBIX JUJII OpPraHU3allud B3aUMOJIEHUCTBUSI OOBEKTOB
KPUTUYECKON MHDOPMAIIMOHHOU HH(PPACTPYKTYPHI, IPU3HAKOB KOMITHIOTEPHBIX aTaK;

2) wuHbOpPMAINU, MPEICTaBIsIeMOd CYyObEKTaMH KPUTHYECKOH WH(HOPMAIMOHHOU
UHQPPACTPYKTYphl U (deAepayibHBIM  OpPraHOM  HCHOJHHUTEJIBHOU  BJIACTH,
YIOJTHOMOYEHHBIM B  oOslactu  obeclieueHusi  0€30IACHOCTH  KPUTHUUYECKOU
nHpopMauOHHON HHOpPacTpyKTyphl Poccuiickoit ®eneparui, B COOTBETCTBHUH C
nmepeuHeM HWHQOpMANMK U B TIOPSJIKE, OIpeJesieMbIMu (¢elepaTbHbIM OpPraHOM
HCIIOJIHUTEJIbHON  BJIacTH,  YIIOJIHOMOUYEHHBIM B  obOslactm  obecmeueHUs
(DYHKIIMOHUPOBAHUS TOCY/IADCTBEHHOW CHUCTEMBI OOHApY:KEHUs, MPENYIPEKIEHUS U
JINKBUJIAIIUN TIOCJIEJICTBUN KOMIBIOTEPHBIX aTak Ha WHGOPMAIMOHHBIE PeCypCh
Poccutickoit ®enepanyu, a Tak:ke UHBIMU He SABJIAIOIUMUCH CyObEKTaMU KPUTUYECKOU
MHQOPMaIMOHHOU HWHQPACTPYKTYphl OpraHaMU U OpTaHU3aIUAMHU, B TOM YHUCJIE
MHOCTPAHHBIMU U MEXK/TyHAPOAHBIMU;

3) CBeJleHUU, TIPEJCTABISAEMBIX B TOCY/JADCTBEHHYIO CHUCTEMY OOHapyKeHU,
MpeynpexaeHuss W JINKBUJAIAU  TIOCJIEJICTBUUA  KOMIIBIOTEPHBIX aTak Ha
nHopMannoHHble pecypcbl Poccuiickoit ®enepanuu MO HUTOTaM IIPOBEJEHUS
rOCy/IapCTBEHHOTO KOHTpOJII B oOJsiacTu obecrieueHuss 0e30IaCHOCTH 3HAYMMBIX
O00BEKTOB KpPUTHYECKOM HWHQOPMANMOHHOM WHQPACTPYKTYphl, O HapyIIeHUN
TpebOBaHUH 10 obecrieueHHI0 0OEe30MacHOCTH 3HAYUMBIX OOBEKTOB KPUTHYECKOU
nHOOPMaNOHHON NHGPACTPYKTYPHI, B pe3yJIbTaTe KOTOPOTO CO3/]al0TCA MPEIIIOChUIKU
BO3HUKHOBEHUS KOMITBIOTEPHBIX HHITUIEHTOB;

4) nHOM nHbOpPMAIUH, OIy4aeMou de/lepaJbHBIM OPraHOM UCIIOJTHUTEIHHOH BJIACTH,
YIOJTHOMOYEHHBIM B o0siacTu obecrieueHUs (PYHKIIMOHUPOBAHUS TOCYAAapPCTBEHHOM
CHCTeMBI OOHAPYKEHU S, IIPETYTTPEKIEHUS U INKBUAAIUH TTOCTIEZCTBUA KOMITBIOTEPHBIX



atak Ha wHGOpPMAIMOHHBIE pecypchl Poccuiickonr ®efepanuu, B COOTBETCTBUH C
3aKOHOJIaTeIbcTBOM Poccuiickoit ®emepariyu.

3. Jly1s peasnin3anuu MoJIOKEHUU, TPElyCMOTPEHHBIX YACTSMU 1 U 2 HACTOSIIEN CTAThH,
(enmepanbHBI OpraH WCHOJHUTEJBHOW BJIACTHA, YIIOJTHOMOYEHHBIH B 00JacTH
obecrieueHrsi (yHKIMOHUPOBAHUA TOCY/IADCTBEHHOM CHCTEMBI OOHapYyKeHUH,
MpeaynpexaeHuss W JIMKBUJAIIUM  IIOCJIEICTBUM  KOMIBIOTEPDHBIX aTakK Ha
nHpopMaluoHHbIe pecypchl Poccuiickoii @efepanum, opraHusyeT YCTAHOBKY B CETAX
BJIEKTPOCBA3HM, WCIOJb3yEeMbIX JJisi OpPraHu3aluyd B3aUMOJAEUCTBUA OOBEKTOB
KPUTHYECKON MHMOPMAIMOHHON HHQPACTPYKTYPbl, CPEACTB, IMpeJHA3HAYEHHBIX JJId
MIOMCKa TPU3HAKOB KOMIIBPIOTEPHBIX aTaK B TAKUX CETAX 3JIEKTPOCBSA3H.

4. B mensx pa3paboTKu Mep IO COBEPIIEHCTBOBAHUIO 0E30IAaCHOCTH KPUTHYECKOM
“HQPOPMAUMOHHON UHQPPACTPYKTYphl (eflepaIbHbI OpraH HUCHOJHUTEIBHOU BJIACTH,
YIOJIHOMOYEHHBI B obsylacTu obecrneyeHUss (YHKIMOHUPOBAHUA TOCYAAPCTBEHHOU
CHCTeMBI OOHAPY>KeHUs, IIPeIyIPEKAEHU U JINKBUALINH [TOCJIE/ICTBUI KOMITBIOTEPHBIX
aTak Ha wuH(OpMaNMOHHBIE pecypchl Poccuiickoit ®enepanmuu, HaAMpaBiseT B
denepasbHBII OpPraH WCIOJHUTEIBHON BJIACTH, VYIIOJTHOMOYEHHBIM B o0JacTu
obecrieueHuss 0e30MaCHOCTH KPUTHUYECKONH HHGPOPMAIMOHHON WHMPACTPYKTYPHI
Poccutickoii ®enepanyiy, pe3ysbTaThl OCYIIECTBJIEHUS OLEHKH 0e30I1acHOCTH
KPUTHYECKON NH(POPMAITMOHHON UH(PPACTPYKTYPHI.

CratbAa 13. FlocyaapcTBeHHbIN KOHTPOJSbL B 06nacTn obecnevyeHns 6e3onacHoOCTun
3Ha4YUMbIX 0OBLEKTOB KPUTUYECKON MHC(PpOPMALMOHHON MHPPACTPYKTYP bl

1. TocymapcTBeHHBII KOHTPOJb B objyacTu obecrieueHusi 0GE30MACHOCTH 3HAYUMBIX
00BEKTOB KPHUTHUYECKON WHOOPMAIMOHHOU WH@PPACTPYKTYPhl HPOBOAUTCA B IIEJISAX
IIPOBEPKU co0Jt0/ieHus cyObeKTaMu KPUTUYECKOHN “HQOPMAIIMOHHOMN
MHPPACTPYKTYPHI, KOTOPHIM HAa IpaBe COOCTBEHHOCTH, apeH/bl WJIN HHOM 3aKOHHOM
OCHOBAaHWU TPUHAJIEKAT 3HAYMMbBIE OOBEKTHI KPUTHIECKOU WH(POPMAIMOHHOMN
MHQPaCTPYKTYPBhI, TpeOOBAaHMUM, yCTAHOBJIEHHBIX HacTOAIUM PerepasibHbIM 3aKOHOM U
IPUHATHIMH B COOTBETCTBUU C HUM HOPMATHBHBIMU IIPABOBBIMHU aKTaMHU. YKa3aHHBIN
rOCYZJapCTBEHHBI KOHTPOJIb TPOBOAUTCA IIyTEM OCYIIECTBIIEHUS (efepasibHbIM
OpPraHOM WCHOJIHUTEJIbHOU BJIACTH, YIIOJIHOMOUYEHHBIM B oOJjlacTu obecrniedeHUs
0e30IMacHOCTH  KPUTHUYECKOH WH(OPMAIMOHHON WHQPPACTPYKTYphl Poccuiickon
denepanyu, IJIAHOBBIX WJIN BHEIJIAHOBBIX ITPOBEPOK.

2. OCHOBaHMEM JIJIsl OCYIIIECTBJIEHUS IIAHOBOU IIPOBEPKU SABJIAETCS UCTEYEHHE TPEX JIET
CO IHA:

1) BHECEHUs CBeZleHN 00 00beKTe KPUTHUECKON HH(MOPMAITMOHHON NHPPACTPYKTYPHI B
peecTp 3HAUYUMBIX 00'bEKTOB KPUTUUECKOH NMHOOPMAIIMOHHOU HH(PPACTPYKTYPHI;

2) OKOHYAHUS OCYIIECTBJIEHUS IIOCJIe/lHEH IJIAHOBOM IIPOBEPDKH B OTHOIIEHUH
3HAYMMOT0 00'beKTAa KPUTHIECKOU UH(POPMAIIMOHHON HHPPACTPYKTYPHI.

3. OcHoBaHUEM JJIA OCYIIECTBJICHUA BHEILJIAHOBOU IIPOBEPKHU ABJIAECTCA:

1) UCTeUueHHe CpPOKAa BBINIOJHEHUS CYOBEKTOM KPUTHUYECKONM WHOOPMAIMOHHOM
MHOPACTPYKTYPHl BBIJIAHHOTO (e/lepaIbHBIM OPTaHOM HCIOJHUTEIBHOU BJIACTH,
YIOJTHOMOYEHHBIM B  obiylactm  obecreyeHuss  0e30MACHOCTH  KPUTHUYECKOH
nHpopMannoHHOU uH@pPacTpyKTyphl Poccuiickoii ®Penepamuu, mnpennucanus o0
yCTPAaHEHUU BBIIBJIEHHOTO HApyIIeHUs TpeOOoBaHUM IO obecreyeHuIo 0e30MacHOCTU
3HAYNMBbIX 00BEKTOB KPUTHYECKOU MH(POPMAIMOHHON HHPPACTPYKTYPHI;
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2) BO3HUKHOBEHHE KOMIIBIOTEDHOTO HWHIIU/IEHTA, IIOBJIEKIIETO HETraTUBHBIE
MOCJIEAACTBUSI, HAa  3HAYUMOM  OObEeKTe  KPUTUUYECKOH  WHGOPMAIMOHHOMN

UHQPACTPYKTYPHI;

3) mpukas (pacropsiKeHue) pyKOBoauTe s (e/lepaTbHOTO OpraHa HCIOJTHUTEIbHON
BJIACTH, VIIOJIHOMOUYEHHOTO B oOOslacT oOecmeueHHs Oe30IaCHOCTH KPUTHUYECKOU
nHOpMAIlMOHHON  MHPPaAcTpyKTyphl  Poccuiickoii  ®enepanuu, U3JaHHBIA B
cooTBeTcTBUU ¢ mopyueHueM [Ipesumenrta Poccutickoit @enmepanuu vu [IpaButenbcTBa
Poccuiickoit ®enmepamuu b0 Ha OCHOBAaHMHM TpebOOBaHUA TPOKypopa 00
OCYIIIECTBJIEHMM BHEIUIAHOBOM IIPOBEPKH B paMKax IPOBEJIEHUs HaJ30pa 3a
HCIIOJTHEHWEM 3aKOHOB IIO TOCTYIHBIIMM B OpPTaHbl IMPOKypaTypbhl MaTepuajgaMm Hu
obpareHusM.

4. Ilo wtoram mnJIaHOBOW WJIM BHEIUIAHOBOM IIPOBEPKU (eJiepajibHbIM OpPraHoM
HCIIOJIHUTEJIbHON BJIACTH, YIIOJIHOMOYEHHBIM B oOjyiactu obecrieueHusi 6e30MMaCHOCTU
KpuTudecko  uHoOpManuoHHON  uHpacTpykTypsl  Poccuiickoii  ®Peneparuu,
COCTAaBJIsIETCSA aKT IIPOBEPKU I10 YTBEPK/IEHHOUN YKa3aHHBIM OpraHoM opme.

5. Ha ocHOBaHUM aKTa IpOBEPKU B CJIydae BBIABJIEHUS HapyIIeHHs TpeOOBAHUU
HacrosIero ®exepasbHOTO 3aKOHA U MPUHATHIX B COOTBETCTBUU ¢ HUM HOPMAaTUBHBIX
IIPABOBBIX AKTOB IO OOecneyeHUI0 0e30MacHOCTH 3HAYMMBIX OOBEKTOB KPUTHUYECKOU
nHGOPMaMOHHON MHOMPACTPYKTYPH! GelepabHblil OpraH HCIOJIHUTEIBHOU BJIACTH,
YIOJTHOMOYEHHBIE B oOsacTu  obecreueHus  0€30HAaCHOCTH  KPUTHUECKOM
nHopMmannoHHOU UHpPAcTpyKTypel Poccuiickoii ®ezeparuu, BbIJIAaeT CYOBEKTY
KpPUTHYECKON WH(OPMAMOHHON WHOPACTPYKTYPhl IpeAnucaHue o0 yCTpaHEHUH
BBISIBJIEHHOTO HAPYIIIEHUs C YKa3aHUEM CPOKOB €TI0 YCTPaHEHU .

CtaTtbs 14. OTBETCTBEHHOCTb 3a HapylueHue TpeboBaHMN HacTosILLEro
PenepanbHOro 3akoHa U NPUHATbLIX B COOTBETCTBUU C HUM UHBbIX HOPMaTUBHbIX
NnpaBoOBbIX aKTOB

Hapymenne TtpeboBaHuii Hacrosimero @eepasbHOTO 3aKOHA HW MPUHATBHIX B
COOTBETCTBHM C HHM HWHBIX HOPMATHBHBIX IIPAaBOBBIX AaKTOB BJIeUeT 3a CO0OM
OTBETCTBEHHOCTH B COOTBETCTBHU C 3aKOHOIATEIbCTBOM Poccuiickoit ®eneparuu.

CrtaTtbsa 15. BctynneHme B cuny Hactosiwero ®enepanbHOro 3akoHa
Hacrosmuii ®erepasibHBIN 3aKOH BCTYTIAeT B CHIIY C 1 AHBaps 2018 roja.

IIpesuzeHT
Poccuiickoit ®enepanuu
B.Ilytun

MockBa, Kpemib
26 uJIA 2017 roga
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