[TamaTka
JULsT oOygaronuxcs 00 HHQOPMAITMOHHOU 06€301TaCHOCTH JIeTeN

HEJIb34

1. Bcem moapsz coobimaTh CBOO YacTHYIO HHGOpMAaIuio (HacTosue uMs, pamMmuianio, TeaedoH, aapec,
HOMep IIIKOJIBI, a TaKke poTtorpaduu CBOU, CBOEN CEMbBH U JIpy3€il);

2. OTKpBIBATH BJIOKEHHbIE (PANJIbI 5JIEKTPOHHOU IIOYTHI, KOTZ]a HEe 3HAEeIllb OTIIPABUTEJIA;

3. ['pyOuts, IpuaUpaThCA, OKA3bIBATh AaBJIEHUE — BECTU ce0sI HEBEKJIMBO M arpecCuBHO;

4. He pacniopsxaiics feHbraMu TBOel ceMbl 06e3 pa3pelieHus CTapIInX - BCer/ia CupannBai
poauTeneu;

5. He BcTpeuatics ¢ IHTepHET-3HAKOMBIMU B PeaJIbHOM KU3HU - IOCOBETYUCA CO B3POCIBIM, KOTOPOMY
JIOBEpselIb.

OCTOPOXHO

1. He Bce mumryT ripasay. Yurtaerb o cebe Hermpapay B THTepHeTe — coO0IIH 00 3TOM CBOUM POUTESIM
WJIY OTIeKyHaM;

2. [IpuriamamT nepenuchBaThCs, UTPATh, 0OMEHUBATHCSA - IPOBEPD, HET JIU MIO/IBOXA;

3. He3akonHoe konupoBaHnue ¢aiyioB B UTHTepHETE - BOPOBCTBO;

4. Becerna pacckasbiBail B3pocibIM O TpobJieMax B CETH - OHU BCET/Ia TIOMOTYT;

5. Mcrioib3y# HacTpOHKU 6€301IaCHOCTH ¥ TPUBATHOCTH, YTOOBI HE IIOTEPATH CBOU AKKAYHTHI B COTCETAX
U IPYTUX TTOPTaIaX.

MOXHO

1. YBaxkail APyrux NoIb30BaTesIel;

2. [Tonp3yenibess HTEpHET-UCTOUHUKOM - JleJIal CChLJIKY Ha HETO;

3. OTKpBIBAM TOJIBKO T€ CCHLIIKU, B KOTOPBIX YBEPEH;

4. Ob1aThes 3a IOMOIIBIO B3POCIIBIM - POJUTENIH, ONIEKYHBI 1 a]IMUHUCTPAIUS CAHTOB BCET/|Aa [IOMOTYT;
5. IIpoiinu oOyueHue Ha caiite «CeTeBUYOK» U MOJIYYHU MACIOpPT ¢ POBOTo rpak/iaHuHA!



NudopmanmnoHHas namMaTKa Jiis 00y4Jaroniuxcs
C KaxJpIM TOJIOM MOJIOJIEKH B HHTEPHETE CTAHOBUTHCA OOJIbIIlE, a NIKOJIBbHUKU OJAHU U3 CAMBIX
aKTUBHBIX ToJib30Baresiell Pynera. Mexay TeM, MOMHMO OTPOMHOTO KOJIMUECTBAa BO3MOXKHOCTEH,
WHTEPHET HeceT U IPobJieMbl. Ta MaMATKA JI0JDKHA TOMOYb Tebe 6e301acHO HaXOAUTHCS B CETH.
KomMnbroTepHble BUPYCHI
KoMmbpioTepHBINT BUpPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IIPOTPAaMM, OTJIMYUTETHHOU
0COOEHHOCTBI0O KOTOPOU SIBJIIETCSI CIIOCOOHOCTh K PAa3MHOXKEHUI0. B jlomosiHeHHe K 3TOMY, BUPYCHI
MOTYT TIOBPEJIUTh WJIM IIOJHOCTHIO YHHUYTOXKHUTH Bce aiyibl W JaHHBIE, IIOKOHTPOJIbHBIE
II0JIb30BATEJI0, OT UMEHU KOTOPOTO ObLiIa 3aImyIeHa 3apakKE€HHAs MPOrpaMMa, a TakKe OBPeIUTh WU
Jlaske YHUUTOXKUTH ONEPAIMOHHYI0 CUCTEMY CO BceMHU (aiyiaMu B 1eJioM. B OOJIBIIMHCTBE CIIydaeB
PacCIpOCTPAHAIOTCSA BUPYCHI Uepe3 UHTEPHET.
MeTo/1bI 3aIIUTHI OT BPEJOHOCHBIX TPOTPAMM:
1. Mcnonp3yii coBpeMeHHbIE OIepallMOHHbIE CUCTEMBI, UMEIOIINE CEPbE3HBIN YPOBEHb 3aIUTHI OT
BPEJIOHOCHBIX IIPOTPaMM;
2. [TocTostTHHO ycTaHaBIUBaK MauTH (¢ POBHIE 3aIJIATKH, KOTOPbIe ABTOMAaTHYECKH yCTAaHABINBAIOTCSA
C LeJIBI0 IOpa0TKU ITPOrpaMMBbl) U APyryue OOHOBJIEHUSI CBOEH ONeparoHHON cucreMbl. CKaunBal UX
TOJBKO ¢ odunmagpHOoro caiita paspaborunka OC. Eciu cymecTByeT peXUM aBTOMATHUYECKOTO
O0OHOBJIEHHU S, BKJIIOUHU €T0;
3. PaboTaii Ha cCBoeM KOMIIBIOTEPE IO/T IPaBaMU M0JIb30BAaTEISA, 2 HE /AIMUHUCTPATOPA. ITO HE TO3BOJIUT
OOJIBPIIIMHCTBY BPEJOHOCHBIX ITPOTPAMM HHCTAJIMPOBATHCS HA TBOEM ITEPCOHATLHOM KOMIIBIOTEDE;
4. Ucnonp3ylli aHTUBUPYCHbIE IPOTrpaMMHBIE TPOAYKTHI H3BECTHBIX ITPOU3BOJUTENIEH, C
aBTOMaTHYeCKUM OOHOBJIeHHEM 0a3s;
5. Orpannub GUBUUECKUH OCTYI K KOMITBIOTEPY JIJIs1 TIOCTOPOHHUX JIUII;
6. crosib3yil BHENTHHE HOCUTENN UH(pOpMaINU, Takue Kak Jielka, JUCK Wi (aiiyl u3 HHTEPHETA,
TOJIbKO U3 MPO¢ePEHHBIX HCTOUHUKOB;
7. He OTKpBIBail KOMIIBIOTEPHBIE (PAUIIBI, IOJTyUeHHbIE U3 HEHAJIEKHBIX HICTOUHUKOB. [aske Te (aiisbl,
KOTOpbI€e IIPUCJIaJ TBOW 3HAKOMBIH. JIydllle yTOUHHU Y HETO, OTIIPABJISLI JTU OH Tebe uX.
Ceru WI-FI
Wi-Fi - 3T0 He BH/ Ilepeiayy IaHHBIX, He TEXHOJIOTHS, a BCEro JIUIIL OpeH, Mapka. Eme B 1991 roay
HUJIepJIaH/IcKasi KOMIaHus 3apeructpupoBaia 6pers « WECA», aTo 0603HaUaI0 CII0BOCOYETAHME
«Wireless Fidelity», koTopblil mepeBOAUTCS KaK «OecIpoBOHAS TOYHOCTD>.
Jlo Hairero BpeMeHH JOIIa Jipyras abOpeBuarypa, KOTOpas sIBJISIETCS TAKOU K€ TEXHOJIOTHEH. IDTO
abopeBuatypa «Wi-Fi». Takoe Ha3BaHHe OBLIO JJaHO C HAMEKOM HA CTaHJIAPT BBICIIMI 3BYKOBOU
texHukU Hi-Fi, yTo B mepeBo/ie 03HAUAET «BBHICOKASI TOUHOCTD».
Jla, 6ecriaTHBIN UHTEPHET-/IOCTYII B Kade, OTeJIsIX U adPOIOPTax sIBJIAETCSA OTJIUYHON BO3MOXKHOCTHIO
BBIXO/Ia B MHTepHeT. HO MHOTHeE 3KCIIepThl CYUTAIOT, UYTO obIesocTynnabie Wi-Fi ceTu He sIBIAIOTCA
0e30MmacHbIMH.
CogeTbl 110 0€30I1aCHOCTH PaboTe B 00IIEeA0CTYIIHBIX ceTax Wi-fi:
1. He mepenaBaii cBoro JyimuHyio wHpopMaruio uyepes obmenaoctynubie Wi-Fi ceru. Paboras B HuX,
JKeJlaTeJIbHO He BBOJAUTD MAPOJIU JOCTYIIA, JIOTUHBI U KaKhe-TO HOMEpa,
2. Mcnosib3yit 1 OOHOBJISIA aHTUBUPYCHBIE IPOrpaMMbI B OpaHaMayep. TeM caMbIM ThI 00€30I1aCHIITh
ce0s1 OT 3aKaUYKH BUPyca Ha TBOE YCTPOUCTBO;
3. [Ipu ucnospzoBannu Wi-Fi otkatoun ¢yHKIu0 « Q61U 0CTyI K daiiyiaM 1 npuHTepam». JlaHHas
(QyHKIMA 3aKphITa 110 YMOJTYAHUIO, OTHAKO HEKOTOPHIE IT0JIb30BAaTeIN aKTUBUPYIOT €€ JIst yaobcTBa
HCII0JIb30BaHM B paboTe miu yueoe;
4. He wucnonbayit myOosmunsiii WI-FI 119 mepeziaum JIMYHBIX JAHHBIX, HAallPUMeEP /IS BBIXOJIA B
COLIMJIbHBIE CETU WJIU B 3JIEKTPOHHYIO IIOYTY;
5. lmosp3yii Topko 3anuinenHoe coequaenue uepe3 HTTPS, a ue HTTP, T.e. mpu Habope Be6-aapeca
BBOJIM UMeHHO «https://»;
6. B mobuipHOM TestedpoHe oTratoun GyHKIUIO «Ilogkaouenue k Wi-Fi aBromatudecku». He
JIOTyCKall aBTOMAaTUY€eCKOT0 TO/IKJII0UEHHs YCTporcTBa K ceTsiMm Wi-Fi 6e3 TBoero corsacusi.
ConuajibHbIE CEeTH
ConmasapHbIe CETH AKTUBHO BXOZAT B HAIILY KU3Hb, MHOTHE JIIOJIA PAOOTAIOT U KUBYT TaM MOCTOSHHO, a
B Facebook y:ke 3aperucrpupoBaH MULTHAD]T YEJIOBEK, UTO SIBJISIETCS OJTHOM CEJIbMOU BCEX KUTEJIEN
IUIaHeThl. MHOTHe 10JIb30BaTeIN He MOHUMAIOT, YTO HHGOpMaIUs, pa3MelleHHasA UMU B COIIUAIbHBIX
CeTsAX, MOKeT ObITh Hali/leHa U HCIO0JIb30BaHA KEM YT'OJIHO, B TOM UMcJje He 0053aTeJbHO ¢ OJIarumMu
HaMepeHUAMU.



OcHOBHBIE COBETHI IO HE€30MACHOCTH B COIIMAJIBHBIX CETSX:

1. OrpaHuYb CIUCOK JIpy3eil. Y TeOs B APY3bAX He JI0JKHO OBITH CIyIaWHBIX M HE3HAKOMBIX JIIOJIEH;

2. 3amuiai cBOIO YacTHYIO *KU3Hb. He yka3biBail maposiu, TesedoHbl, afpeca, 1aTy TBOETO POKAEHUS
U JPYTYIO JIUYHYI0 nHPOpMauio. 3JI0yMBIIIIJIEHHUKN MOTYT MCIIOJIb30BATh Jlaske MHGOPMAIIUIO O TOM,
KaK ThI ¥ TBOU POJIUTENHU IJIAHUPYETE IIPOBECTH KAHUKYJIBI;

3. 3amuiman CBOI0 PEmyTallfio - IEPKH ee B YHCTOTE U 3a7iaBail cebe BOIPOC: XOTe OBbI ThI, YTOOBI
ZIpyTHe TI0JIb30BaTeIN BUJIEJIH, YTO ThI 3arpyxkaemnb? [logymaii, mpexzae ueM YTO-TO OIMyOJIMKOBATH,
HamucaTh U 3aTPy3UTh;

4. Ecyi THI TOBOPHIIIG C JIIOABMU, KOTOPBIX HE 3HAEIIb, HE MCIOJIb3yH CBOE peaIbHOE UMSA U JIPYTYIO
JINYHYTI0 HHPOPMAITUN: UM, MECTO KUTEJIbCTBA, MECTO y4eObl U IIPOYee;

5. M36eraii pasmemenus ¢ororpaduii B lHTepHETE, T/Ie ThI N300pa’keH HA MECTHOCTH, 110 KOTOPOH
MOKHO OTIPEIEJTUTH TBOE MECTOIIOJIOKEHHE;

6. [Ipu peructpanuu B COIUATFHON CETH HEOOXOAMMO HCIIOJIH30BaTh CJIOKHBIE TAPOJIH, COCTOSAIINE U3
OyKB 1 TGP U C KOJTNUECTBOM 3HAKOB He MeHee 8;

7. A1 conmagbHOM CceTH, MOUTHI U APYTHUX CAUTOB HEOOXOAMMO HCIIOIb30BaTh Pa3Hble maposu. Torga
ecyIy Tebs B3JIOMAIOT, TO 3JI0yMBINIIJIEHHUKH [IOJIyYaT AOCTYII TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpaay.
AJIEKTPOHHBIE JIEHbI'U

DJIeKTPOHHBIE JIEHBTU — 3TO OYE€Hb YAOOHBIN CIocob IaTeskei, OJTHAKO CYIEeCTBYIOT MOIIEHHUKH,
KOTOPBIE XOTAT MOJIYYUTH 3TH JIEHBI'H.

DJIeKTPOHHBIE JIEHbI'M TTOSABUJINCH COBCEM HEJABHO M UMEHHO M3-3a 3TOT0 BO MHOTHX TOCy/IapCTBaXx JI0
CUX IIOp He IPOIKCAHO PO HUX B 3aKOHAX.

B Poccun ke oHU (PYHKITMOHUPYIOT U O HUX y?Ke MIPOIFCAHO B 3aKOHE, T/Ie UX PA3/IE/IAI0T Ha HECKOJIBKO
BHU/IOB - QaHOHMMHbIE M He aHOHHMHbBIe. Pa3HWIIA B TOM, UYTO AHOHHUMHBIE - 3TO T€, B KOTOPBIX
paspelnraeTcs MPOBOAUTH omepanuu 0e3 wAeHTU(UKANUU T0JIh30BaTeNs, a B HEAHOHUMHBIX
UJIeHTUUKAIUY TI0JTb30BaTEIS IBJIAETCS 00s13aTeIHHOM.

Tak»ke cenyeT pasjnyarh 3JIEKTPOHHBbIE (DUATHBIE JIEHbIM (PaBHBI TOCY/IADCTBEHHBIM BAJIIOTAM) H
3JIEKTPOHHBIE HeHaTHbBIE JIeHbTU (He PABHBI TOCY/IAPCTBEHHBIM BAIOTAM).

OcHOBHBIE COBETHI 110 Oe30MacCHON paboTe C 3JIEKTPOHHBIMY JIEHbIAMU:

1 [IpuBsku K cueTy MOOWIBHBIN TesieoH. DTO caMblil yIOOHBIN U OBICTPBIN CIIOCOO BOCCTAHOBUTH
moctyn K cuery. IIpuBsA3aHHBIN TesedOH MOMOKET, ecIu 3a0y/iellb CBOM IJIaTeKHBIM MapoJib WU
3aiijielllb Ha CAaUT C HE3HAKOMOTO YCTPOMCTBA;

2. Mcrionp3yit oiHOpa3oBble naposid. [Tocsie mepexosa Ha yCUJIEHHYIO aBTOPU3aluio Tebe ke He OyzieT
yTPOXKaTh OIIACHOCTh KPaXKU WJIU IlepexBaTa IUIaTeKHOT0 1apoJis;

3. Beibepu ciioxkHbIN napoJib. [IpecTymHuKaM Oy/ieT He IPOCTO YyraZiaTh CI0XKHBIN naposb. HajexxHbie
apoJyd — B5TO I[ApOJIM, KOTOPBIE COZEPKAT He MeHee 8 3HAKOB M BKJIIOYAIOT B ceOs CTPOYHBIE U
nponucHble OyKBbI, [HUGPBI U HECKOJIBKO CHUMBOJIOB, TaKWe KaK B3HaK Jojuiapa, (QyHTa,
BOCKJIUIIATEJIbHBIN 3HAK U T.. Hanpumep, StROng!;;

4. He BBOZIM cBOU JINUHBIE IaHHBIE HA CAUTaX, KOTOPBIM He JJ0Bepsellb.

DJ1eKTPOHHAsA ITOHTA

OJIeKTPOHHAA IIOYTa — 3TO TEXHOJIOTUSA U IIPeIOCTaBJIsIeMble €10 YCIYTU 110 IlepechlyiKe U MOJIyUYeHUI0
BJIEKTPOHHBIX COOOIIEHNI, KOTOPBIE PACIPENEIISAIOTCSA B KOMIBIOTEPHOU ceTU. OOBIYHO 37I€KTPOHHBIN
IIOYTOBBIU AIIVK BBIIVIAUT CAeAYyIIUM 00pa3oM: UMs_I0Jb30BaTeNA@uMs_aoMeHa. Tak:kxe kpoMme
Ilepe/lauyl IPOCTOTrO TeKCTa, UMeeTCs BO3MOXKHOCTD IepeiaBaTh (aiisibl.

OCHOBHBIE COBETHI IO HE30MMACHOU paboTe C BJIEKTPOHHOU MTOYTOMU:

1 Hayo BbIOpaTh MpaBWIBHBIN MMOYTOBBIN cepBHC. B MHTEpHETE ecTh OTPOMHBIN BHIOOpP OECIIATHBIX
IIOYTOBBIX CEPBUCOB, O/THAKO JIyUllle IOBEPATh TEM, KOI'O 3HAEIIb U KTO IIEPBbI B PEHUTUHTE;

2. He yka3pIBail B IMYHOH moUTe JIMUHYIO HHPOopManuio. Hanpumep, jrydiiie BoIOpaTh
«MY3BbIKJIbHBIN_(paHAT@» WIN «POK2013» BMeCTO «TeMal3»;

3. Hcnosp3yll ABYX3TalHYI0 aBTOPU3ALMIO. IJTO KOTZ[Aa IIOMHMO Hapojs HY:XKHO BBOAUTH KO/,
npucbUIaeMblil mo SMS;

4. Bpibepu CJIOKHBIM Maposib. I KaKAOro MOYTOBOTO SAIIUKA JOJKEH OBITh CBOW HAJIEXKHBIMH,
YCTOMUYMBBIN K B3JIOMY [1apOJIb;

5 Ecsu ecTh BO3MOKHOCTD HaIIUCaTh CAMOMY CBOU JIMYHBINA BOIIPOC, UCIIOIB3YU 3TY BO3MOKHOCTb;

6. Vcnosp3yll HECKOJIbKO IOYTOBBIX AIMMUKOB. [lepBBI AJ11 YacTHOU IEepeNuCKU C aJipecaTamu,
KOTOPBIM THI J0Bepsellb. JTO 3JEeKTPOHHBIA aJipec He HA/I0 HCIIOJIb30BaTh IPU perucTpanuu Ha
dopymax u caiirax;

7. He oTkpbIBail (pailibl U Apyrre BIOKEHUA B IMHUCHhMAX JaXke ecjId OHU IPUIILUIUA OT TBOUX JIpy3el.
Jlyuiie yTOYHH y HUX, OTIIPABJISJIN JI OHU Tebe 3TU (paiiyibl;



8. Ilocsie okoHUaHMA PaOOTHI HA IOUTOBOM CepBUCe Ilepe] 3aKPhITHEM BKJIAJKU C CAUTOM He 3a0y/1b
HaXKaTh Ha « BRIATH ».
KubepOy IIMHT WK BUPTYaJIbHOE U3/I€BATEIHCTBO

KubepOy/IMHT — mpecefjoBaHUE COOOIIEHUSAMU, COAEPIKAIMMNMHU OCKOpOJIEHUs, arpeccuio,
3allyTUBaHUE; XYJUTAHCTBO; COIMAJIbHOE OOWKOTHPOBAaHHWE C IIOMOIINBIO PA3BJTUYHBIX HHTEPHET-
CEpPBHCOB.

OcHoBHBIE COBETHI 10 OOPBOE ¢ KNOEPOYJTHHTOM:

1. He 6pocaiics B 601i. JIyumuii cmoco0: MOCOBETOBATHCA KaK ce0s BECTH U, ECTU HET TOTO, K KOMY MOKHO
00paTuThCs, TO BHAUAJIe YCIOKOUTHCSA. ECIi Thl HAUHENIh OTBEYATh OCKOPOJIEHUAMU Ha OCKOPOJIEeHUA,
TO TOJIBKO el1le OOJIBIIIE PA30KIKEITh KOH(DIIUKT;

2. YrpasJiaii cBoel kKubepperyTaiuen;

3. AHOHUMHOCTH B ceTd MHUMas. CyIlleCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He crout Bectu XyJTuraHCKUi 00pa3 BUPTYaIbHOMU KU3HU. IHTepHET QUKCUPYET BCe TBOU IEHCTBUA
U COXpaHseT UX. YIAIUTh UX Oy/IeT KpaiiHe 3aTPyAHUTEIBHO;

5. CobJutioziaii CBOM BUPTYaJIbHYIO YECTH CMOJIOY;

6. UWrHopupy#dl enumHudHbIM HeraTuB. OJIHOpA30Bble OCKOPOUTEIbHBIE COOOIIEHUS JIydIle
urHopupoBaTh. OOBIYHO arpeccus MPeKpaIIaeTcs Ha HA9aJIbHOU CTa/INY;

7. Ban arpeccopa. B mporpamMmmax o6MeHa MTHOBEHHBIMU COOOIIEHUAMHU, B COITUATBHBIX CETIX €CTh
BO3MOKHOCTH OJIOKMPOBKY OTIIPABKU COOOIIEHU C OIIPE/IeJIEHHBIX aJ[PeCcOB;

8. Ecou TbI cBUieTeNTh KNOEpOy THTa. TBOU JEeCTBUSA: BBICTYIIUTH IPOTHUB IIPECJIe/IOBATE A, IOKA3aTh
€My, YTO €ero JIeMCTBHsS OIIEHUBAIOTCSI HETaTUBHO, TIOJJIep:KaTh JKEPTBY, KOTOPOU HyKHA
IICUXO0JIOTHYECKAs TIOMOII[b, COOOIIUTD B3POCJIBIM O (DaKTe arpeCCUBHOTO MTOBEJIEHUS B CETH.
MobuibHBIH TeedOH

CoBpeMeHHbIe cMapT(HOHBI U IJIAHIIETHI COZIEPKAT B ceOe BIIOJTHE B3POCbIA (DYHKIIMOHAI, U TEIEPh
OHH MOTYT KOHKYPHUPOBATh CO CTAI[MOHAPHBIMH KoMIboTepaMu. OJHAKO, CPEACTB 3alUTHI JJIs
O00HBIX YCTPOMCTB MOKA OUYeHb MaJio. TecTupoBaHue U IMMOUCK YSI3BUMOCTEN B HUX ITPOUCXOIUT HE TaK
WHTEHCUBHO, Kak 7714 [1K, To ke camoe kacaeTcss 1 MOOUJIBHBIX IPUJIOKEHUH.

CoBpeMeHHbIe MOOUJIBHBIE Opay3ephl yKe MPAaKTUUecKH JIOTHAIN HACTOJIbHbIE aHAJIOTH, OTHAKO
paciirpenne GyHKIMOHAIA BIEYET 32 OO0 OOJIBIIYIO CI0KHOCTh U MEHBIITYIO 3aIUIIEHHOCTb.
Jlaseko He Bce IPOU3BOIUTEH BBIITYCKAIOT OOHOBJIEHU A, 3aKPBIBAIOIIME€ KPUTHUECKHUE YA3BUMOCTH /111
CBOMX yCTPOMCTB.

OcHOBHBIE COBETHI /151 6€30I1aCHOCTH MOOUJIBHOTO TestedoHa:

1. Huuero He ABjseTcs mo-HacToseMy 6ecriaTHBIM. By/ib OCTOpO3KeH, BeZlb KOr/ia Tebe ImpeiaraloT
OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IJIaTHbIE YCIIYTH;

2. lymaii, mpexzie uem otrpaButb SMS, poto miu Buzieo. Thl TOUHO 3HAENTD, T7[€ OHU OYAYT B KOHEUHOM
urore?

3. Heo6xo1iM0o 0OHOBJIATE OIIEPAIIIOHHYIO CCTEMY TBOEro cMapT@oHa;

4. Vlciosip3y# aHTUBUPYCHBIE ITPOTPAMMBI JIJIs1 MOOMJIBHBIX TeIe(OHOB;

5. He 3arpy»kail npuiokeHus OT HEU3BECTHOTO UCTOUHUKA, BE/Ib OHU MOTYT COZIEP?KATh BPETOHOCHOE
IIpOorpaMMHOe ObecIieueHue;

6. Ilocsie TOTO KakK ThI BBIH/IEITD C CANTA, I/I€ BBOUJI JUUHYIO HH(MOPMAIIUIO, 3a1/I B HACTPOUKHU
Opay3epa u yziayiu cookies;

7. IlleproinyecKy IPOBEPSIH KaKUe IIaTHBIE YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

8. laBaii cBoi HOMEp MOOMIIBHOTO TeedOHA TOTBKO JIIO/ISIM, KOTOPBIX ThI 3HAEIIH H KOMY IOBEPSIEIIIb;
9. Bluetooth foyxen 6pITH BBIKITIOUEH, KOT/IA ThI UM HE IOJIb3yenibes. He 3a0bpIBaii MHOT/IA TPOBEPATH
3TO.

Online urpser

CoBpeMeHHbIe OHJIAUH-UTPHI - 3TO KPACOUYHbIE, 3aXBaThIBAIOIIE pa3BleueH!s, 00 beJUHAIOINE COTHU
THICAY 4YeJIOBeK IO BceMy Mupy. Wrpoku mcciaeayoT JaHHBIE UM MHUp, OOILIAIOTCA ZIPYT C JAPYTOM,
BBINIOJIHAIOT 33/IaHUSA, CPAKAIOTCA C MOHCTPAMH UM IOJIYYalOT OMBIT. 32 YZAOBOJIBCTBUE OHU IJIATAT:
MOKYTAIOT JINCK, OIJIAYUBAIOT aDOHEMEHT WJIN TPUOOPETAIOT KAKHE-TO OIIITUH.

Bce aTm cpexctBa mMAyT Ha TOAJIepXKAaHUE W PA3BUTHE WTPHI, a TaKKe HAa caMy Oe30IaCHOCTH:
COBEPIIIEHCTBYIOTCS CUCTEMbI aBTOPU3AI[UM, BBIMYCKAIOTCSA HOBble MaTtum (mu¢poBble 3aIUIaTKU JAJIA
IIpOrpaMM ), 3aKPbIBAIOTCS YA3BUMOCTU CEPBEPOB.

B mo/106HBIX UTpax CTOUT OMacaThCA He CTOJIBKO CBOUX COIIEPHUKOB, CKOJIBKO KPa)KU TBOETo IapoJis, Ha
KOTOPOM OCHOBaHA CHCTeMa aBTOPU3aI[UH OOJIBIITUHCTBA UTP.

OcHOBHBIE COBETHI IO HE30MACHOCTU TBOETO UTPOBOTO AKKAYHTA:



1. Ecoiu gpyroil urpok BezieT cebs1 IJI0X0 WIM cO3/4aeT Tebe HEIPUATHOCTH, 3a0JIOKUPYU ero B CIIHCKe
HUTPOKOB,;

2. [Moxanyticss aAMUHUCTPpATOpPaM UTPHI Ha IIOX0€ OBEIeHNEe 3TOTO UTPOKA, YKeJIATETbHO MPUJIOKUTH
KaKHe-TO JI0Ka3aTeJIbCTBA B BU/Ie CKPUHOB,

3. He ykazsiBaii imuHyto nHpOpMAIUIO B Ipodaiisie Urpsl;

4. YBaxkall Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBiuBail HeouIraabHble TATIYA U MOJIBI;

6. Mlcosib3yli c10°KHBIE U PA3HbIE [TAPOJIH;

7. Jla>ke BO BpeMs UTPHI HE CTOUT OTKJII0YATh aHTUBUPYC. [IoKa ThI Urpaelib, TBOH KOMIBIOTEP MOTYT
3apa3uTh.

QUIIVHT WU Kpaka JIMYHBIX JAHHBIX

OOBIUHOM KparKkel JIEHeT U JIOKYMEHTOB CETOHs y?Ke HUKOTO He YUBUIIIb, HO ¢ Pa3BUTHEM UHTEPHET -
TE€XHOJIOTUH 3JI0YMBIIIJIEHHUKY II€PEMECTUIUCH B HHTEPHET, ¥ IIPO/IOJKAIOT 3aHUMATHCS «JTFOOMMBIM »
Z1eJIOM.

Tak mosiBMJIach HOBas yrpos3a: WHTEPHET-MOIIEHHUYECTBA WX (PUIIMHT, TJIaBHAs I€Jb KOTOPOTO
COCTOUT B TOJIyYeHHUU KOH(UAEHIMAJIBbHBIX JAHHBIX II0JIb30BaTeJIel — JIOTMHOB W maposied. Ha
aHIJTUUCKOM si3biKe phishing unrtaercs kak ¢umwuHr (ot fishing — pei6Has 085, password — maposb).
OcHOBHBIE COBETHI 10 OOPHOE ¢ GUITUHTOM:

1. Ciemqu 3a cBouM akkayHTOM. Ecau ThI moio3peBaelb, UYTO TBOsS aHKeTa ObLIa B3JIOMaHA, TO
Heo0X0IMMO 3a0JIOKMPOBATh €€ M COOOIIUTH A/IMUHUCTPATOPAM pecypca 00 3TOM KaK MOKHO CKOPee;
2. Mcnosb3yii 6e3omacHble BeO-CAaUThI, B TOM YHCJIe, HHTEPHET-MAara3nHOB U IIOUCKOBBIX CHCTEM;

3. Hcmonp3yil ciokHble HW pa3Hble mapoiad. Takum obpaszoM, eciau TeOsA B3JIOMAOT, TO
3JIOYMBIIIIEHHUKY TTOJIyYaT AOCTYI TOJIBKO K OJHOMY TBOEMY ITPOMUIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs1 B37IOMaUTH, TO HEOOXOUMO TIPEIYTIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE /I00aBJIEHBI Y
TeOs B JIPY3bAX, O TOM, YTO Te€OsI B3JIOMAJIH M, BOBMOXKHO, OT TBOETO HUMEHU OyZIeT PacChIaThCA CIIaM U
CCHUJIKM Ha (DUIITUHTOBBIE CAUTHI;

5. YcraHoBH HaJieskHbIM n1aposib (PIN) Ha MOOMIBHBIN TetedOH;

6. OTKJII0OYM cOXpaHEeHUe MapoJis B Opaysepe;

7. He oTkpbIBail daiinbl U Apyrue BIOKEHUs B IHChMaX JaXke ecyId OHU IPHUIIUIA OT TBOUX JAPY3ei.
Jlydiile yTOYHU y HUX, OTIIPABJISIIN JIM OHU Tebe 3TU daiibl.

[Mudposas penyranus

[MudpoBas pemyranuss - 3TO HeraTUBHas WJIM IO3UTUBHAasA wuHopManus B ceTH O Tebe.
Kommpomerupymomas uHbopManus pasMellleHHass B UHTEPHETE MOXKET Cephe3HBIM 00pa3om
OTPa3uThCS HA TBOEeH peasbHOU ku3HU. «lludpoBas pemyranus» - 3TO TBOH UMUK, KOTOPBIHA
dopmupyercs u3 uadopmaruu o Tebe B UHTEPHETE.

TBOe MeCTO JKUTEIBCTBA, y4eObl, TBOE (PMHAHCOBOE MOJIOKEHNE, 0COOEHHOCTHU XapaKTepa U paccKasbl O
OJIN3KUX - BCE 9TO HAKAILJIUBAETCS B CETHU.

MHorue HoJIpOCTKU JIETKOMBICJIEHHO OTHOCATCA K ITyOJIMKAIU JUIHON nHpopmarun B VIHTepHeTe, HE
MIOHMMAas BO3MOXKHBIX TocyencTBU. Thl Jlaxke He CMOJKeIlb JIOTalaThCsA O TOM, 4YTO ¢ororpadus,
pa3MelneHHas 5 JIeT Has3aJ, cTajla IPUYNHOM OTKa3a IPUHATH TeOs Ha paboTy.

KomMmeHnTapuu, pazMmenienne TBoux ororpaduil u Apyrue efcTBUSA MOTYT HE UCUE3HYTH JIa’Ke IOCTIe
TOTO, KaK ThI UX y/IJIUIIb. Thl HE 3HAEIIb, KTO COXPAHUJI 3Ty HH(POPMAIIHIO, IIOTIaIa JIX OHA B IOUCKOBBIE
CUCTEMBI U COXPAHUJIACH JT OHA, a TJIABHOE: YTO MOyMAaIOT O Tebe OKPY?KaIoIIlee JIF/IH, KOTOpbIe HANIYT
¥ yBUAT 3T0. HaiiTu mHGOPMAIUI0 MHOTO JIET CIIyCTsI CMOXKET JIF000H - Kak U3 J0OPBIX MOOYKIEHUH,
TaK ¥ ¢ HAMEPEHNEM IPUUYUHUTD BpeJl. ITO MOKET OBITh KTO YTOITHO.

OcHoBHBI€E COBETHI O 3a1uTe UGPOBOU peryTalun:

1. ITogymaii, mpesk/ie 4eM YTO-TO ITyOJIMKOBATH U Iepe/IaBaTh y cebs1 B 6J10Te MIU B COIMATIBLHOH CeTH;

2. B HacTpoiikax mpoduisg ycTaHOBU OTPAaHUYEHU Ha IPOCMOTP TBOETO TPOMUJIA U €T0 CO/IEPKUMOTO0,
cesiail ero TOJIbKO «JJIsI IPY3€en »;

3. He pazmemaii u He yka3piBail ”HQOpPMAIIUIO, KOTOPas MOXKET KOT0-JIU00 OCKOPOJIATH UJIM OOMKATh.
ABTOpCKOE IpaBO

CoBpeMeHHbIe IIKOJIBHUKN- aKTUBHbIE N10JIb30BaTeIu u¢poBOro npocrpancrsa. OHAKO JlajieKo He
BCe 3HAIOT, UTO II0JIb30BaHWE MHOTMMH BO3MOXKHOCTAMU ITU(MPOBOTO MUpa Tpebyer cobIoaeHus pas
Ha UHTEJIJIEKTYyJIbHYI0 COOCTBEHHOCTb.

TepMUH «HHTEIEKTyIbHAs COOCTBEHHOCTh» OTHOCHUTCS K PA3JIMYHBIM TBOPEHUSM UYEJIOBEYECKOTO
yMa, HauMHas C HOBBIX U300peTeHN U 3HAaKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MIPOJIYKTHI U YCIYTH
, 1 3aKaH4YUBasA KHUTaMH, ¢poTorpaduamu, KHHOPUIbMaMH U My3bIKaJIbHBIMU IIPOU3BEJIEHUAMU.
ABTOpCKME TpaBa - 5TO MpaBa HAa HHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTh Ha TPOU3BEJIEHUA HAYKH,
JINTEPATyphl U UCKYCCTBA. ABTOPCKHE IIPaBa BBICTYIIAIOT B KAUeCTBE TapaHTUU TOTO, YTO



VHTeJJIEKTYyaJIbHBIN /TBOPUECKUN TpyZ, aBTOpa He OyZeT HaIpacHbIM, JacT €My CIIpaBe/JINBble
BO3MO>KHOCTH 3apabO0TaTh HA pe3yJIbTaTaX CBOETO TPY/IA, IOJIyUUTh U3BECTHOCTH U Npu3HaHue. HUKTo
6e3 paspelieHnus aBTOpa HE MOKET BOCIPOU3BOAUTH €ro NMPOU3BeieHNe, PACIPOCTPAHATD, IIyOJIMIHO
JIEeMOHCTPUPOBATh, NPOJABaTh, WMIIOPTHPOBATh, IIyCKAaTh B IMPOKAaT, IyOJUYHO WCIOJTHATE,
IIOKAa3bIBATh/HUCIIOJHATH B 3¢Upe WiIN pa3MemaTs B IHTepHeTe.

Hcnosnbp3oBaHne «IUPATCKOTO» MIPOTPAMMHOTO ObecredeHnss MOXKeT IPUBECTH K MHOTUM PHUCKAM: OT
IIOTEPU JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKU TBOETO YCTPOMCTBA, I/l€ YCTAHOBJIEHHBIM He
JlerajibHasi mporpaMma. He cTouT Takke 3a0bIBaTh, UTO CYIIECTBYET JleTaJbHble U OecIIaTHbIE
IIPOrPaMMbI, KOTOPbIe MOKHO HAalTU B CETH.

O noprane

CeTeBUYOK.p( - TBOU TJIABHBIM COBETUYHK B CETH. 37€Ch Thl MOKEIIb Y3HATh O 6€30IIaCHOCTH B CETHU
MOHATHBIM U JIOCTYIHBIM $SI3BIKOM, & IMPU BO3HUKHOBEHUM KPUTUYECKOU CHUTyallid OOPaTUTHCS 32
COBETOM. A TakKke MPHUHATH ydyacTHe B KOHKypcax M CTaTh CaMbIM IHU(MPOBBIM TpaKJaHUHOM!






